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ABSTRACT

In this paper, we will attempt to give a comprehensive bibliographic account of the work in linguistic
steganography published up to date. As the field is still in its infancy there is no widely accepted publi-
cation venue. Relevant work on the subject is scattered throughout the literature on information security,
information hiding, imaging and watermarking, cryptology, and natural language processing. Bibliographic
references within the field are very sparse. This makes literature research on linguistic steganography a
tedious task and a comprehensive bibliography a valuable aid to the researcher.
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1. MOTIVATION

Linguistic steganography is, as a research area, still in its infancy, with an average of only 4.5 publications
appearing per year since 2001. Nevertheless, the field seems to be gaining attention lately as research groups
around the world independently discover linguistic steganography as a relevant area of study (the numbers
in Figure 1 seem to support this, although the small volume of publications naturally doesn’t allow for any
significant statistics).

There is no single widely accepted publication venue for this highly interdisciplinary subject, which is
why relevant contributions are scattered throughout publication venues of information security, information
hiding, imaging and watermarking, cryptology, and natural language processing. Another problem is that
the field does not have an agreed upon name which could serve as an index into the literature. A Google
search for ‘linguistic steganography’, for example, will only return a very small fraction of the relevant work.

This makes literature search in linguistic steganography a tedious task and consequently contributes to
the cost of independent discovery and improper attribution of results. Although there are at least 8 research
groups that have repeatedly published on linguistic steganography, only two of them are routinely cited by
others, while the bulk of the 36 papers we have identified is never cited at all. This, of course, applies to all
scientific publications, but one might argue that the situation is particularly counterproductive for a young
field like linguistic steganography.

Therefore we have compiled, in this paper, what we hope to be a comprehensive account of the literature
in linguistic steganography indexed as of November 2006. The bibliography resides on http://semantilog.
ucam.org/biblingsteg/ and is available in BibTeX and PDF formats. With the help of the community,
we hope to keep it up to date and relevant.

Author e-mail rbergmair@acm.org, web http://richard.bergmair.eu/;
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Figure 1. Number of publications on linguistic steganography per year. (Rightmost column disregards publications
published by the most active group)

2. METHODOLOGICAL REMARKS

Under our interpretation of the term, linguistic steganography excludes techniques that directly operate
on typeset or written text as a graphic, or speech as a waveform. It also excludes techniques that rely on
specific file formats such as ASCII or HTML.

This bibliography is divided into three sections. The primary bibliography gives pointers into the litera-
ture directly dealing with linguistic steganography, the related bibliography contains literature about more
remotely connected subjects, and the implemented systems section lists software prototypes.

The primary bibliography is grouped by research collaborations. The order in which they are listed has
no particular significance. Within each group, references are sorted in chronological order.

In order to bootstrap a process of community collaboration on keeping this bibliography relevant and
up to date, the following material was collected in an extensive and systematic literature search carried out
in March 2005 and reiterated in November 2006. The sources that were searched included the English and
German web as perceived by Yahoo, MSN Search, Google, Google Scholar, CiteSeer, and the meta search
engine Copernic Agent Pro, as well as the computing literature as indexed in the ACM Guide, the ACM
Digital Library and TEEExplore.

3. CALL FOR COMMUNITY PARTICIPATION

This bibliography will be updated and maintained on http://semantilog.ucam.org/biblingsteg/. The
maintainer invites the participation of the whole community in keeping this resource relevant and up to date
and will gratefully incorporate any suggestions brought to his attention by contacting the maintainer via
e-mail at biblingsteg@semantilog.ucam.org.

e If you spot any omissions in this bibliography, please bring it to the maintainer’s attention, preferably
by emailing a BibTeX file including abstracts.

e If you are an author or editor publishing new material on linguistic steganography, please bring it to
the maintainer’s attention, preferably by emailing a BibTeX file including abstracts.

e If you are maintaining a personal webpage of a researcher in linguistic steganography or any other
webpage related to work in linguistic steganography, please send a link to your webpage to the main-
tainer and add a link to http://semantilog.ucam.org/biblingsteg/ to your own webpage. This
will help search engines produce more relevant results for queries related to linguistic steganography.
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