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Abstract

Steganographicsystemsprovide a securemedium to covertly transmit in-
formation in the presenceof an arbitrator. In linguistic steganograply, in
particular, machine-readable data is to be encaded to innocuous natural
languagetext, thereby providing security against any arbitrator tolerating
natural languageas a communication medium.

Sofar, there has beenno systematic literature available on this topic, a
gapthe presen report attempts to Il. This report presens necessarybadk-
ground information from steganograply and from natural languageprocess-
ing. A detailed description is given of the systemsbuilt sofar. The ideas
and approatesthey are basedon are systematically preseried. Objectives
for the functionality of natural languagestegosystemsare proposedand de-
sign considerationsfor their construction and evaluation are given. Based
on these principles current systemsare comparedand evaluated.

A coding schemethat providesfor somedegreeof security and robustness
is described and approacestowards generating steganogramshat are more
adequate, from a linguistic point of view, than any of the systemsbuilt so
far, are outlined.

Keyw ords: natural language,linguistic, lexical, steganograply.
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o

Q8>
(UTHL P L LN 3 X
293

(I

Q8D

[L VG AT

[ /]

O QA

W~ ™My

(R MBI Y 8 Q
e 09

fle N2
UntHl w ¢ X
o~y

[\J RV

Ny i T

e N —

v e

NI MHIBUBL T @
(L3R LR TR U RO T
e 3

2a%aQ

WML QU
WML e ¥
HUHI L o ¥ g

Figure 1: Unilateral frequencydistribution for the ciphertext.



TB XP JGFX

AMPCP TCP 1GF XG JGF XGB

AMPCP TCP AMLGNG XP JGFX XP JGF X

XP TIRF JGFX
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XP IGEX AMPCP TCP BFHP AMLGNR

XP RF 6FA JaFX

SZA AMPCP TCP TIBF 26J6F X4 Z6IGFXGR
AMP FGPB XP QFG A JGFX XP QFG A JGFX

Figure 2. The ciphertext that is to be broken.
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Figure 3: Unilateral frequencydistribution of English plaintext.
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Figure 4: Two similar patterns.

THERE ARE TIHINGS WE INOW WE KNIOW.

THERE ARE ENOWN KVO WIS
WFE ALSO ENIOW

ASWE kvo W

THERE ARE ENO WN UNKENOWV S

TBATIS TO SAY

WE KNIOW THERE ARE SOME THINGS

WE PONOT kNOW.

RUT THERE ARE AL SO UNENOWN UNENDOWAKIS.
THE ONES WE DON'T KNOW WE DON!'T KNOW,

Donald H. Rumsfeld

Feb. 12, 2002, Department of Defensenews brie ng

Figure 5: The cleartext.
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Figure 6: A code for a homophonic cipher.
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Chapter 1

In tro duction

\Ev eryone has the right to freedom of opinion and expression;
this right includesfreedomto hold opinions without interference
and to seek,receive and impart information and ideasthrough
any media and regardlessof frontiers."

United Nations
Universal Declaration of Human Rights

Tednologies for information and communication security have often
brought forth powerful tools to make this vision come true, despite many
di erent kinds of adversecircumstances. The most urgert threat to security
that hasbeenaddressedsofar is probably the exploitation of sensitive data
by interceptors of messagesa situation studied in the context of cryptogra-
phy. Cryptograms protect their message-caent from unauthorized access,
but they are vulnerable to detection. This is not a problem, aslong ascryp-
tography is perceived at a broad basis, as a legitimate way of protecting
one'ssecurity, but it is, if it is seenasa tool useful primarily to a potential
terrorist, volksfeind, enemyof the revolution, or whatever term the historical
cortext seemsto prefer.

Throughout history, whene\er the political climate got di cult, we could
often obsene intentions to limit the individual's freedom of opinion and
expression. What is new to the times we are living in, is that we now rely
heavily upon electronic media and automated systemsto distribute, and to
gather information for us. The fact that thesemedia do not, by design,rule
out the possibility of certral control and monitoring is dangerousin itself.
However, the fact that we can now watch the necessaryinfrastructures being
built should be highly alarming.

This is why | believe that today it is more important than ever before
that we start asking ourselves about the consequence®f these infrastruc-
tures being controlled by what we will often refer to as an arbitrator in

15



CHAPTER 1. INTRODUCTION 16

this report. The connotations of this English stem already de ne the setup
we are thinking about very well. In German we use words like willkerlich,
tyrannisch, eigenmachtig, and launenhatt for arbitrary, which could roughly
translate badk to desmtic, tyrannical, high-hande&, and maoody.

Clearly, it is highly desirableto protect Alice's and Bob's freedomto com-
municate securelyin the presenceof Wendy the warden, an individual who
controls the used communication channelsand seeksto detect and penalize
unwanted communication, a well-understood setup in information-security
studied in the context of steganograply.

Whether we write books, articles, websites, emails, or post-it notes,
whether we talk to ead other over the telephone,over radio or simply over
the fencethat separatesour next-door-neighbour's gardenfrom our own, our
comnunication will always adhereto one and the same protocol: natural
language. So, when we talk about information and communication security,
we should be well aware that we encade most of the information that makes
up our scciety in natural language. The security of steganogramsarisesfrom
the di cult y of detecting them in large amourts of data. Therefore,it seems
reasonableto study natural languagein the context of steganograply, asa
very promising haystadk to hide a needlein.

Today, the best-known steganograply systemsuseimagesto hide their
data in. The most simplistic technique is LSB-substitution. We can think
of digital imageswith 24 bits of color-depth as using three bytes to code the
color of eath pixel, one for the strength of ead a red, a green, and a blue
light-source producing the color under additive synthesis. If we randomly
toggle the least signi cant bit (LSB) of ead of thesebytes, it will result in
the respective color of the pixel deviating in z—éG units of light-strength.
By substituting theseLSBs by bits of a secretmessagejnstead of randomly
toggling them, we can in fact encade a secretinto the image, and if we do
not expect humansto be ableto tell the di erence betweenthe original color
of a pixel and the color of the samepixel, after we have madeit one of 256
degreesmore, say, reddish, we have in fact hidden a secret.

From linguistics we know that natural language has similar features.
For example, is there a signi cant di erence between Yesterdg | had my
guitar repairedand | had my guitar repairedyesterdg? Is there a signi cant
di erence betweenThis is truly striking! and This is truly awesome? We can
think of many transformations that do not changemuch about the semariic
content of natural languagetext. In this report, our attention will be devoted
to using suc transformations for hiding secrets.

While automatic analysis of imagessen over electronic channelsis al-
ready dicult, it is an undertaking that still seemsfeasible. Natural lan-
guagetext, howewer, is so omnipresen in today's society that arbitrators
will hardly ever be ableto e cien tly cope with thesemasseof data, usually
not even available in electronic form.



CHAPTER 1. INTRODUCTION 17

If we already had the kind of technology we envision, it would be possible
to encade a secretPDF- le into a natural languagetext. It would be possible
to distribute it, by having the resulting text printed, say, onto a t-shirt and
shawing the text around on the streetsand it would be possiblefor legitimate
receivers to enter the text into a computer and reconstruct the le again.
Most importantly, it would not be possiblefor any arbitrator to prove that
there is anything unusual about the text on that t-shirt.

Clearly this vision outlines a long way we will have to go, but we will
necessarilyhave to build upon two disciplines:

Steganograply (also known as \information hiding", and closely re-
lated to \w atermarking") is the art and scienceof covert communica-
tion, i.e. the study of making sensibledata appear harmless. Good
introductions to the topic are given by Katzenbeisser & Petitcolas
(2000) and by Wayner (2002a).

The elds of computational linguistics and natural languageprocessing
deal with automatic processingof natural language. The book by
Jurafsky & Martin (2000) serwesas a good point of reference.

Combining thesetwo disciplinesis not a commonthing to do, soall the
necessarybadkground, as far asit is relevant to the understanding of the
issuesdiscussedin this report, will be introduced in chapters 2 and 3 for
readerswith traditional computer sciencebadkground. As far as steganog-
raphy is concerned,we will rely on information-theoretic models. As far as
natural language processingis concerned,we will mainly deal with lexical
models. Although other investigations of the topic, for example, basedon
complexity-theoretic approacesto steganograply, or strictly grammatical
models of natural language,like uni cation grammars, would surely be very
interesting, we concertrated on these approades, since they are well un-
derstood and, for a number of reasonswe will discussin chapter 6, most
promising to lead to practical systemsin the near future.

Unfortunately, the topic of natural languagesteganograply hasnot been
extensiwely studied in the past. One signi cant theoretical result has been
achieved, and a small number of prototypeshave beenbuilt, ead following
another generalapproac. Currently there is no formal framework for the
designand analysis of such systems. No systematic literature covering rele-
vant aspectsof the eld hasbeenavailable, a gapwe will try to Il with this
report. In chapter 5, we will investigate the few systemsbuilt so far, and
chapter 4 will try to systematize the ideas behind these implemenrtations.
A number of issuesthat are of certral importance for building secureand
robust steganograply systemsin a natural languagedomain have never been
addressedbefore. Chapters 7 and 8 will identify someof theseproblemsand
will present approadestowards overcoming them.
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Natural languagealso o ers itself to analysisin the context of another
topic, fairly newto computer security. Human Interactive Proofs (von Ahn
et al. n.d., 2003, von Ahn et al. 2004), or HIPs for short, deal with the
distinction of computers and humansin a communication system, and the
applications of sud distinctions for security purposes.HIPs have beenrec-
ognizedas e ective medanismsto courter abuseof web-servicesspamand
worms, denial-of-service-and dictionary-attacks. Throughout this report,
we will often nd oursehesconfronted with major gapsbetweenthe ability
of computers and humansto understand natural language. We will analyze
these with respect to their value to function as HIPs, making it di cult
for arbitrators to automatically processsteganograms. This has already
lead to the construction of an HIP relying on natural languageasa medium
(Bergmair & Katzenbeisser2004). It providesa promising approac towards
an often cited open problem.

Basedon sudc considerations,we will discussmany properties of natural
languagethat are highly advantageousfrom a steganographicpoint of view.
For example, using natural language, it is possibleto encade data in suc
a way that it can only be extracted by humans, but not by machines. This
provides for a signi cant security bene t, sinceit is a considerablepractical
obstaclefor large-scaleattempts to detect hidden communication.

Summing it all up, we can sa that steganograply is a highly exciting
eld to be working in at the momen, investigating interesting technolo-
gieswith rewarding applications already in sight, and natural languageis a
particularly promising medium to study in the context of steganograply.



Chapter 2

Steganographic Securit y

Cryptography is sometimesreferred to asthe art and scienceof securecom-
munication. Usually this is achieved by relying on the security of someother

comnunication system,a systemthat takescare of distributing a key, which

is a piece of information that makes somecommunication-endpoints \more

privileged" than others. Basedon such a setup, communication channels
not assumedto be secure(e.g. a channel where we cannot disregard the

possibility of an eavesdropper intercepting the messagesre secured, by

making them dependert on communication channels we can safely assume
to be secure(e.g. a key distribution systemwe can trust).

It is important for cryptographersto bear in mind that ewery piece of
information not explicitly de ned asa key is available to everybody. Kerck-
hos' principle (Kerckho s 1883) statesthat the cryptologic methods used
should be assumedcommon wisdom.

One approad to security is to represen information in such a way that
the resulting datagram will be easily interpretable by privileged endpoints,
i.e. onesthat have the right key, while interpretation of the samedata by
non-privileged endpoints posesa seriousproblem, usually incorporating vast
computational e ort. Systemsimplemerting sud security are called cryp-
tosystems The study of how these systemscan be constructed is referred
to as cryptography, while the study of solving the interpretation-problems
posedby cryptosystemsis referredto as cryptanalysis.

Another approad to security takesinto accourt the awarenessof the
very existence of a datagram, as opposedto the ability of interpreting a
given datagram. Here information is represerted in such a way that the
resulting datagram will be known to corntain secret information only by
privileged endpoints (i.e. onesthat have beentold whereto expect hidden
information), while testing whether a given datagram doesor doesnot con-
tain secretinformation posesa seriousproblem for non-privileged endpoints.
Analogously, systemsimplemerting sud security are called stegosystems
the study of their construction is called stegana@raphy and the study of test-

19
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Eve

Alice Bob
encryption decryption
- untrusted -

‘ trusted key-distribution facility ‘

Figure 2.1: The cryptographic scenario. Information is \lo cked inside a
safe".

ing whether or whether not a given datagram cortains a secretmessages
called steganalysis

2.1 A Framew ork for Secure Comm unication

The purely cryptographic scenariois depicted in Figure 2.1. Alice wants
to senda messageio Bob, and shewants to do sovia an insecurechannel,
i.e. a channel Eve the eavesdropper has accesgo. One hasto assumethat
whatever Alice submits over this channel will be received by Bob and will
also be intercepted by Eve. Alice and Bob want to make sure that Bob will
be able to interpret the message,and Eve will not. Therefore, they rely
on a trusted key-distribution facility, that will equip both Alice and Bob,
but not Eve, with random piecesof information { keys. Using the key and
the messagethat is to be transmitted, Alice computes a cryptogram, she
encrypts the message. The properties of the cryptogram make sure that,
after transmitting it over the channel, there will be a simple way for Bob
to decrypt the messageagain (using the key). Howewer, there will not be
a simple way for Eve to break the cryptogram, i.e. reconstruct the secret
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Wendy

contains
hidden
information?
y/n

Alice Bob
message stego-object stego-object messag
embedding extraction
= - untrusted -
cover T /F

‘ trusted key-distribution facility ‘

Figure 2.2: The steganographicscenario. Information hasto be read \b e-
tweenthe lines".

messagegiven only the cryptogram but not the key.

The steganographicscenariois depicted in Figure 2.2. Instead of Eve,
the eavesdropper, Alice's and Bob's problem is that they are now in prison,
and their messagesare arbitrated by Wendy the warden. Alice and Bob
want to dewelop an escape-plan, but Wendy must not \see" anything but
harmless communication between two well-behaved prisoners. (Simmons
1984)

Again Alice wants to submit a messagan 2 M chosenfrom the message-
space M to Bob, and again a securekey-distribution facility makessure Bob
hasan advantage over Wendy whenit comesto reconstructing this message.
That is, Bob and Alice know exactly which key k in the key-spaee K is used
(they could have agreedon one before imprisonment), while Wendy only
knows that k must be chosenin one of the jK j possibleways.

Wendy hasa set C, usually disjunct from M, of possiblecovers that she
knows are harmless,e.g. the set of English greetings. For example, let

C = fHi!; Good morning!; How are youdy
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and
M = fEscape tonight!; Don't esca tonight!; Canwe esca tonight?g:

If Alice sendsHi! to Bob, they can be sure Wendy will not suspect any
escape-plans being deweloped, but under no circumstancescan they send
Escape tonight!, sinceWendy will immediately put them into a high-security
prison no one has ever escaped from.

How can Alice and Bob exploit this communication system? A basic
ideadue to Simmons(1984)is that of a subliminal channel We can abusea
cover channel to submit information (it is not supposedor even allowed to
submit) by shifting the interpretation of the signalssert over the channel.
Channelsoperating under such a shifted interpretation are called subliminal.
A rst approac might be to usean invertible function e: M 7! C. Then,
Alice can map a messagem to a steganogramc, using e(m) = c¢. Since
c2 C, Wendy will not nd it suspicious,and sincethe function is invertible,
Bob will be ableto computee (c) = m in order to reconstruct the original
message.In the simplest casethis function could be expressedby a table:

e(Escape tonight!) = Hi!
e(Don't esca tonight!) = Good marning!
e(Canwe esca tonight?) = How are you?

Here e itself would have to act as a key, sinceif Wendy knows e !, shecan,
just like Bob, chedk whether or not e (c) is a messageshe should worry
about. For example, if Wendy knows that e %(Hi!) = Esca tonight!, then
she can break the stegosystemby observing whether there is a correlation
between Alice greeting Bob with Hi! and attempts to escage that night.

A secondapproac might beto usea non-invertible functione: M K 7!
C, to encade a messageand a function d: C K 7! M to decae it again
(for exampleassumingd(e(m; k); k) = m). This approac hasthe advantage
that, following Kerckho s' principle, e and d can safely be assumedpublic
knowledge. At this point, one might seesteganograply merely as a special
kind of cryptography, wherewe deal with ordinary cryptograms, but have to
use special represettations for them, in particular onesthat will not arouse
Wendy's suspicion. This is, of course,only feasibleif we have a preciseidea
about what will and what will not be suspiciousto Wendy. In other words,
we needa model characterizing C. Howewver such a model will usually only
be available in very restricted casesfor example, when Wendy is known to
be a computer behaving accordingto a known formal model.

A core problem of steganograply is therefore the semaric componert
that enters the scenewhenwetry to formalize what it meansfor a steganogram
to be innocuous i.e. when we try to determine C. For example, steganog-
raphy systemsare often concernedwith the set of all digital images. In
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this work we will be concernedwith the set of all natural languagetexts.
Of course,imageswhere random pixels have beeninverted in color or the
like give rise to the suspicionthat some unusual digital manipulation has
occurred. A sertence like, Hi Bob! Let's break out tonight!, is perfect nat-
ural language,but it will clearly not be innocuous. In fact, steganograply
systemsneedto be somewhatmore selective about the set of possiblecov-
ers, e.g. \the set of all digital images,that could have originated from a
digital camera" or \the set of all natural language texts that could have
appeared in a newspager". As a result, a steganograply system dealing
with JPEG imagesneedsa model far more sophisticatedthan the de nition

of the JPEG- le-format and, analogously it is crucial for natural language
steganograply systemsto take semartic aspectsinto accourt.

A general design principle for steganograply, following from these ob-
senations is that we assumethat Alice only usesa subsetC® C of covers.
For example, she could actually take a picture with her digital camera, or
shecould cut out an article from today's newspager. Then, using the cover
c®2 CY sheperforms someoperatione: C® M K 7! E called emkedding,
to map a messagan 2 M to a steganograme 2 E in the set of all possible
steganogramsE, using a key k 2 K. This operation is subject to some
constraints which make up a model for perceptual similarity . We assume
that there is somefunction® simg(c® €) which can be usedto determine the
perceptual distortion betweena cover c® and a steganograme. Wendy will
seee as innocuous as long as simgy(c® e) , i.e. aslong asc®and e dier
only in some xed amourt of distortion  which cannot be perceived by
Wendy. The designgoal by which the embedding function must be de ned
is that, given a messagem that is to be transmitted using a key k, Alice
can selecta c®from the set of covers sheactually has available C%in sud a
way that, if e(m; c k) mapsto x, there will be a ¢ in the set of all covers
C, which is indistinguishable by Wendy from x, in terms of the perceptual
distance simq. Formally,

8m2 M 8k2 K 9c¢°2 C%9c2 C: simg(c;e(c® m;k)) (2.1)

We adopt this approac becausea model characterizing C, i.e. a system
capableof generatinginnocuouscoversin the rst place,is often di cult or
impossibleto construct, whereasa model capturing what deviations from a
given innocuouscover will make it suspicious,is often available.

Of course,there must be a way for Bob to extract the messageagain.
Most commonly this is doneusingafunction d: E K 7! M, the extraction-
function. Somestegosystemsieedthe original cover available for extraction.

Commonly similarity functions are used, where sim : C2 7! (1 ;1], such that
sim(x;y) = 1 for x = y and sim(x;y) < 1 for x 6 y. Throughout this paper we will,
however, use a function simg(c®e), and seeit as a distance, to highlight some isomor-
phisms. Note that simq(c® €) is equivalent in meaning and purp oseto sim, but establishes
the reverseordering. One could think ofit as1 sim(c%e).
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(a) exploitable keys (b) exploitable messages

Figure 2.3: Two kinds of weak cryptosystems.

This could be viewed as a special caseof the systemde ned sofar by letting

K = K9 CO0i.e. thereis asetK 9 the random keysare chosenfrom, and a
key from the actual keyspaceof the stegosystemis constructed by choosing
ak®2 K9 and by choosinga c®2 C%2 In such a systemit is necessaryto
view the choice of a cover, as part of the key, sinceit will be signi cantly

easierfor a warden to detect hidden information, given the original cover.

Therefore the choice of a cover (or the cover itself) should in such systems
always be transmitted over securechannels.

2.2 Information Theory: \A Probabilit y Says it
All."

Where do security systemsget their security from? What doesit mean
for a cryptosystem to be perfectly secure? How can a stegosystemever
be securein the sensethat it is equally dicult to break, than to break
a cryptosystem? How can the \amount of security" we can expect from a
security systembe measured,wheniit is not perfectly secure?

The information-theoretic idea behind a cryptosystem could informally
be stated as \ message- key = interceptible datagmm”. The information
theory behind cryptanalysis, on the other hand is \ intercepted datagmam +
educated guessing= messagé. Whenewer it takeslesscryptanalytic guessing
than it would take to guessthe messagein the rst place, the system s,
theoretically® exploitable. Note that the information theoretic point of view

2This would, of course, impose an additional constraint on e, namely instead of e :
C° M K 7' E wehavee: f(c®m;(c%kdj®2C°“m2M~k2Kg7!E.

S\theoretically" in the senseof the scenario usually consideredin the communication
theory of secrecysystems, as explained by Shannon (1949). One assumption underlying
this setting is that the \enemy" has unlimited time and manpower available. Today
it is more common to analyze secrecy systems with regard to computationally bounded
attackers.
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depends heavily on probabilistic models being available, characterizing the
choice of a messageand the choice of a key. We saw in the diary-example
why it is reasonableto assumesuc models for simple cryptosystems.

Figure 2.3shawvstwo cryptosystems. Messaged 1; ::;; Mg and a probabilit y-
distribution P(M;) are given. The systemdependson two keysK ;; K, cho-
senwith probabilities P (K ;). By deterministic processingbasedonly onthe

P(EijK; ~ M;) depending only on the key and the message.

Figure 2.3(a) shaws a very weak cryptosystem. When cryptogram E; is
intercepted, one can tell that the messagehis cryptogram originated from
is most likely M, rather than M, sincethe key transforming M1 into E1
is more likely to be chosenthan the key transforming M, into E;. The
impact of this possibleexploit is measuredby Shannon (1949) by the key-
equivocation® «

H(KJE) = P(K ~ E)log
K;E
In the example, Eve exploited the fact that the substitution-table was not
completely random. Instead of randomly permuting the alphabet, the al-
phabet had only beenshifted and reversed.

Figure 2.3(b) shawvs another kind of weaknessa cryptosystem could have.
In this system, all keys are equally probable but the messagesre not. If
messageE ; is intercepted, there is no way to tell whether the key generating
E1 from My is more or lesslikely than the key generating E; from M5, but
since M, is, per se, more likely than M1, M, will possibly be the solution
to this cryptogram. This exploit is quantied by Shannon (1949) as the
message-guivocation

1 .
P(KJE)

X . 1
H(MJE) - P(M ™ E)log PMIE)"
In the example, Eve exploited the fact that Alice had encrypted English-
language-text, so sheknew someprobabilities of the messageaunderlying the
cryptogram.

Thereforethe most desirablecryptosystemis onewith keysequally prob-
able and with message®qually probable. Shannon(1949) shaws, in detail,
why perfectly securecryptography can only be achieved if we allow at least
as many keysasthere are messagesFor our purposes,the intuitiv e picture
shall suce. When there are more messageghan there are keys, it will
always be possible,by simply guessingthe keys, to determine the message
(howewer, by possibly using vast computational resources). Since guessing
the key amourts to lessinformation than guessingthe messagethis is con-
sidered a weaknessfrom the information theoretic point of view.

4Shannon usesthe term equivocation in his original paper (Shannon 1949, p. 685).
Today the term conditional entropy is more common.
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What we have consideredso far is the upper triangle (M K E) of Figure
2.4, respectively that which is labelled R in Figure 2.6. Each arc in the
relation R in Figure 2.6 corresponds to the choice of one of six equally
probable keys. (Keys were not labelled with their probabilities here for the
sake of clarity). From what was de ned sofar, R is a perfect cryptosystem,
if its input is uniformly distributed. As aresult, its output will be uniformly
distributed aswell.

For analyzing the impact of non-uniformly distributed messagesit might
be helpful to view the input of this cryptosystem as originating from a
relation Q, which provides perfect compression.So, giventhat R is a perfect
cryptosystem, Q R o ers perfect secrecyif Q o ers perfect compression.

Turning bad to Figure 2.4, there is one in uence on E we have not yet
considered. A secrecysystemthat takesinto accourt the in uence from C
to E, follows the basicidea of mimicry (Wayner 1992,1995). Here C is a
set of possiblecovers, in the senseof a steganograply system, and we are
given the probabilities P (C;) for innocuouscoversto occur.

If the probabilities of our cryptosystem's output E, given by P(E;),
which dependsonly on P(M;) and P (K ), aredi erent from the probabilities
of innocuouscovers P(C;), then a one-to-onecorrespondencebetweencryp-
tograms E and suspectedly innocuous covers C will clearly be exploitable,
sincecoverswill occur with \unnatural” probabilities. This could be quanti-
ed by what onewould be tempted to call the cover-equivacation, although
this term is not commonly used:

X A 1
H(CJE) = . P(C"™ E)log @
Cadin (1998) goesyet a bit further and usesthe relative entropy D (CjjE),
also called Kul lback-Leibler distance, to investigate, from a statistical point
of view, a steganalyst's hypothesis-testing-problem of trying to nd out
whether or not covers have originated from a stegosystem.For this purpose
we needtwo distributions P¢(c) and Pg (c), where the former is the proba-
bility of a cover being produced\naturally" and the latter is the probability
of a steganogrambeing producedfrom the stegosystem.(Both distributions
are over all datagramsthat can be submitted over the channel,e.g. C[ E):

.. X Pc(C)
C = | :
D(CJiE) e Pc(c) log Pe (O

This measureis not a metric in the mathematical sense,but it has the
important property that it is a nonnegative convex function of P¢(c) and
is zeroif, and only if, the distributions are equal. The larger this measure
gets, the lesssecurity we can expect from the stegosystem.

For analyzing the impact of the cover-distribution, it is conveniert to
view the output of a perfect cryptosystem (such as R) as the input to a

(2.2)
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Figure 2.5: Mimicry asthe inverseof compression.

relation S providing mimicry. Giventhat R is a perfectcryptosystem,R S
will be a perfect stegosystem,if S is the inverseof perfect compression,i.e.
perfect mimicry. As can be seenin Figure 2.5, mimicry is basically de ned
asa relation transforming a small messagespacewith equally probable mes-
sagesinto a larger messagespacewith messagedistributed according to
cover-characteristics. The exact opposite is compression,which is supposed
to transform large non-uniformly distributed messagespacesnto small ones.

Considering the parts of Figure 2.6, there is no commonly agreedupon
notion of what desenesto be called steganagraphy. Wayner (1995) empha-
sizesthe importance of what we have called S as the very core of strong
theoretical steganaraphy, while Cachin (1998) considersR S in his infor-
mation theoretic model for steganayraphy, demonstrating the impact of the
cryptographic aspects of a stegosystem. Of course, reversing the mimicry
on a cover that hasnot actually originated from a stegosystemwill produce
\garbage". A basicrequiremert is that it should not be possibleto distin-
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Figure 2.6: A perfect stegosystem.

guish this \garbage" from what comesout when reversing the mimicry on
a cover that has originated from a stegosystem.

2.3 Ontology: \W e need Mo dels!"

Recalling the idea behind practical steganographic covers (\images that
could have originated from a digital camera", \natural languagetexts that
could have appeared as newspayer-articles"), the rst problem of the in-
formation theoretic approac gets obvious: that of nding a probabilistic
model measuring probabilities of such covers. What is the probability of a
yellow smiley face on blue badkground? What is the probability of Steve
plays the guitar brilliantly? Theoretically, whene\er a steganalysthas suc a
model, then this model can be usedin steganograply aswell, to construct a
stegosystemwhere probabilities arising from this model are not exploitable.
In practice, howewver, the idea of \public wisdom", when it comesto knowl-
edgeabout steganalytic activities, should be doubted.

The secondproblem was already mentioned brie y . There is no point in
producing digital images,wherethe statistical distribution of colorsof pixels
matchesthat of digital imagestaken from a digital camera,if the resulting
steganogramis not even syntactically correct JPEG, and there is no point
in producing character-sequencesvith characters distributed asin English
text, if the characters do not even make up correct words.

The problem goes even beyond purely syntactic issues,into a semariic
realm. A stegosystemthat produces covers that are suspiciousunder a
cover's usual interpretation will clearly be insecure,no matter how low the
relative ertropy is. We can say, relative entropy (equation 2.2, in particular)
is a \degree of ful llmen t" for equation 2.1 from an information theoretic
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point of view, but it will be necessaryto enforcethe ful llmen t alsofrom the
point of view of a model that takesinto accourn this \usual interpretation”
of a cover.

Such models are available for many kinds of steganograply and water-
marking systems, since they can usually rely on simple measuremets. In
image-basedsteganograply, for example, one can comparethe deviation in
color of a pixel, resulting from the embedding, to the deviation in color that
will be perceivable to a human obsener.

[p51] Color valuescan, for instance, be stored accordingto their
Euclidean distancein RGB space:

d= P R2+ G2+ B2
Since the human visual system is more sensitive to changesin
the luminance of a color, another (probably better) approad
would be sorting the pallette erntries accordingto their luminance
componert. [p44]

Y = 0:29R + 0:587G + 0:1148

(Katzenbeisser& Petitcolas 2000)

Here formulae are known that capture human perception from a physio-
logic point of view, basedon simple measuremets. Clearly a computer has
certain advantages over a human when it comesto measuring whether or
not the color of a pixel is 1 degreein 256 more red than blue. Since 2004,
the ACM ewven publishesa periodical called\A CM Transactionson Applied
Perception'.

In linguistic steganograply this semaric requiremert is probably the
most di cult problem that hasto betackled, sincewe cannot rely on simple
measuremets.

\A semartic theory must describe the relationship betweenthe
words and syntactic structures of natural languageand the pos-
tulated formalism of conceptsand operationson concepts.” (Wino-
grad 1971)

However, there is currently no suc formalism that operateson all the con-
cepts understood by humans as the meaning of natural language. If we do
not wish to resole these problems we have to draw bad to the pragmatic
approac Winograd used, concerrating on a few speci ¢ aspects, when we
go about postulating such formalisms, yet have to remain aware of the crit-
icism brought forth by Lenat et al. (1990) about such approades:

\Th us, much of the \I" in these\Al" programsis in the eye -
and \I" - of the beholder." (Lenat et al. 1990)
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2.4 Al: \What if there are no Mo dels?"

We saw earlier that breaking a cryptogram should, by de nition, amourt to
solving a hard problem, suc asthe information-theoretic problem of \guess-
ing" asolution, or the problem of nding an e cien t algorithm that makesa
solution feasiblewith limited computational resources.The Al-community
knows many problemsa computer cannot easily solve, therefore posingprob-
lemsthat are not merely di cult to solve within a given formalism, but that
aredicult to solve dueto the very fact that we do not know any formalism
in which they could be solved at all. The value of such problems from a
cryptographic point of view has recertly beendiscoveredto tell computers
and humans apart.

Generally, such a cryptosystem is called Human Interactive Proof, HIP
for short (Naor 1997, First Workshop on Human Interactive Proofs 2002).
The most prominent characterization of an HIP is the Completely Auto-
mated Public Turing Teststo Tell Computersand HumansApart, CAPTCHA
for short, as described by von Ahn et al. (2003). The name refersto Tur-
ing's Test (Turing 1950), asthe basic scenario. Humans and computers are
\sitting in" black-boxes of which nothing but an interface is known. This
interface can equally be usedby computers or humans, which makesit di -
cult to tell computersand humansapart. However, the scenariodi ers from
the original Turing-Testin that it is \completely automated", which means
that the judges cannot be humans themseles. Therefore the scenariois
sometimesreferred to as a ReverseTuring Test The requiremert for the
test to be\public" refersto Kerckho s' principle.

The most prominent HIPs are image-basedtechniques, employed, for
example, in the web registration forms of Yahoo!, Hotmail, PayPal, and
many others. In order to prevert automated robots from subscribing for
free email accourts at Yahoo!, the registration form relieson having the user
recognizea text appearingin a heavily distorted image. There is simply no
technique known to carry out such advancedoptical character recognition, as
it would take to automatically recognizethe text. However, humansseemto
have no problem with this kind of recognition. Sincethe distortion of these
images can be done automatically, sudh methods can safely regard their
image-databases,lexica, and distortion-mechanisms as public knowledge.
In the end, security relies on the private randomnessusedby the distortion-
Iters, and sincethe spaceof possibletransformations is large enough, this
method can provide solid security.

The problem is closely linked to linguistic steganograply. If natural
languagesteganogramscould be constructed in such a way that they cannot
beanalyzedfully automatically, it would make an arbitrator's job much more
dicult. A great advantage of linguistic steganograply over other forms
of steganograply arisesfrom the large amourts of data coded in natural
language. Arbitrating sud large amounts of data is nearly impossible,and
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Which of the following are meaningful replacemerts
for ead other?

Shewalked home alonein the dark?
Shewalked home alonein the night.
Shewalked home alone in the black.

Shewalked home alonein the sinister.

Shewalked home alone in the nighttime.

Figure 2.7: A tough question for a computer.

even more so if we manageto prevent computers from doing the job. One
of the highlights of the method presened herein is a layer of security that
arisesfrom suc considerations.

The creation of a true CAPTCHA in a text-domain, in the senseof
an HIP that does not rely on any private resourceshowewer, is still an
open problem. It was motivated by von Ahn et al. (2004) by the need for
CAPTCHAs that can be used also by visually impaired people. Human-
aided recognition of text in the senseof an HIP had already been under
investigation in the corntext of this project, when Luis von Ahn published
the problem-statemert in Communications of the ACM in February 2004.
Bergmair & Katzenbeisser(2004) give a partial solution, an HIP which re-
lies on the linguistic problem of lexical word-sensedisambiguation. The
approadc cannot claim to provide a fully \public" solution, sinceit relieson
a private repository of linguistic knowledge. Howevwer, it has the ability to
learn its language, therefore this databasecan be viewed as a dynamic re-
source. The assumptionthat, basedon an initial private \seed" of linguistic
knowledge, this dynamic resourcegrows faster than that of any eneny is not
unreasonable,and therefore the impact of the approac to rely on a private
resourceis limited. Eliminating the needfor suc a private databasewould
be desirable,but remains an open problem.

The basic setup that allows distinguishing computers and humansin a
lexical domain is a lexicon's inability to truly represert a word's meaning.
Linguists have found out that it is hardly possibleto \de ne" a word in a
lexicon, or in any other formal system,in such a way, that a word's \mean-
ing" would not change with the syntactic and semariic corntext it is used
in.

The creatorsof the most prominent lexical databaseWordNet, sav mean-
ing closelyrelated to the linguistic conceptof synonymy. By their de nition
\t wo expressionsare synorymousin a linguistic context C if the substitution



CHAPTER 2. STEGANOGRAPHIC SECURITY 32

of onefor the other in C doesnot alter the truth value" (Miller et al. 1993).
A linguistic context might for example be a set of sertences. Observing a
set of sertencesand their truth values,if we nd that the seriences'truth
values never change, when a speci ¢ word is substituted for another, then
the two words are synorymous.

Thereforewe cannever de ne what it meansfor aword to be synonymous
to dark. The bestwe cando is to state that there exists a linguistic context
in which dark can be interchanged by black or sinister and there exists a
context in which dark can be interchangedby night or nighttime. Consider,
for example,the sertence Shewalkedhomealonein the dark. A native speaker
would probably acceptShewalked homealonein the night or Shewalked home
alonein the nighttime but not Shewalked homealonein the blackor Shewalked
homealonein the sinistetr On the other hand, considerthe sertence Don't
play with dark powers Here Don't play with black powers or Don't play with
sinister powers would be correct, but Don't play with night powers or Don't
play with nighttime powerswould not. Therefore the questionin Figure 2.7
will be very dicult to answer for a computer relying on a lexicon while it
is trivial for a human.



Chapter 3

Lexical Language Pro cessing

In the previous chapter we discussedwhat steganograply is all about. Since
we want to put a strong emphasison lexical steganograply, we will dedicate
this chapter to lexical languageprocessing.Especially the problem of sense-
ambiguity is highly relevant, not only becauseit enableslinguistic HIPs,
which were briey preserted in the previous section. As we will seelater on
in this work, enabling stegosystemsto mimic these peculiarities of natural
languagecan be highly security-relevant as well.

The problem of word-senseambiguity canbetraced badk to the question,
\What is the meaning of a word?". It opensup a philosophical spectrum of
thought:

The Lexical View: Two symbols have the same meaning if they
appear in linguistic expressionsand the choice for one of the symiwnls
doesnot a ect the meaning of the expression

The Contextual View: Two symbols have the same meaning if
they appear in linguistic expressions,and the choice for one of the
expressionsdoesnot a ect the meaning of the symhol.

3.1 Am biguit y of Words

The creators of WordNet, perhapsthe most prominent lexical resourcein
Computational Linguistics, de ne the notion of synonymy as follows:

\According to onede nition (usually attributed to Leibniz) two
expressionsare synonymous if the substitution of one for the
other newer changesthe truth value of a senten@ in which the
substitution is made By that de nition, true synoryms are rare,
if they exist at all. A weakened version of this de nition would

33
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move impress strike motion movement work go run test
S 1 1 1 0 0 0 0 O 0
S2 1 0 0 1 1 0 0O O 0
S3 1 0 0 0 0 0 1 1 0
Sy 0 0 0 0 0 1 1 1 0
S5 0 0 0 0 0 0 0 1 1
(a) the lexical matrix

G G G G GG G G G G

ss/1 1 1 0 O O O O oO

s2,/1 0 0 1 1 0 O O O

ss/!1 0 0O O O O 1 1 o0

s42/0 0 O O O 1 1 1 O

O 0 0 0 0 0 0 1 1

S5

(b) the \contextual matrix"

Figure 3.1: Ambiguity in the matrix-representation.

(a) lexical semartics

N

v .. IS
Austria's| |one of my
natlcl)nal favourite

paper is
colored ...

(b) \contextual" semartics

Figure 3.2: Ambiguity illustrated by VENN-diagrams.
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make synorymy relative to a context: two expressionsare syn-
onymous in a linguistic cortext C if the substitution of one for
the other in Cdoesnot alter the truth value." (Miller et al. 1993)

This de nition clearly follows the lexical idea, and it is called a di er ential
theory of semarics, becausemeaning is not represeried beyond the prop-
erty of dierent symbols to be distinguishable. For example, move in a
sensewhere it can be replacedby run or go, has a di erent meaning than
move in a sensewhereit can be replacedby impressor strike. If we wanted
our dictionary to model semartics explicitly, we would have to formulate
statemerts like \use moveinterchangeably with run, if you want to express
that something changesits position in space"or \use moveinterchangeably
with impressor strike if you want to expressthat somethinghasan emotional
impact on you". Howewer, in di erential approacesto semartiics, we model
meaning only implicitly , becausewe cannot formalize the \if you want to
express that..."-part of the above phrases. All we can do is to formulate
statemerts of the form \there exists one sensefor move in which it can
be interchanged by run or ga' and \there exists another sensefor move in
which it can be interchanged by impressor strike".

In this framework, word-meaningssi; Sy; : : : emergefrom recordingwords
and their semaric equivalence. In a lexicon, we represen word-forms ex-
plicitly . Sudh explicit represenations of word-forms are called lemmata For
madine-readablelexica, they are most commonly ASCI|I-strings of a word's
written form. Meaningsof words are only represenied implicitly , by organiz-
ing words into semartic equivalence classeswhere \semantic equivalence"
is relative to linguistic cortext.

Miller et al. (1993) usedthe lexical matrix to demonstrate this relation
betweenword-forms and their senses.Figure 3.1(a) represerts this relation,
consideringthe words from our example. If we wanted to analyzethe mean-
ing of aword, say run, we would have to look up its meaning. In this case,we
would get multiple sensesss,ss, and ss. This ambiguity is called polysemy
Inversely if we want to expressa meaningby a word, we would have to look
up all the word forms that express,for example, meanings,. Here we would
get multiple word-forms: move motion and movement This ambiguity is
called synonymy.

3.2 Am biguit y of Context

We can think of context as another view of di erential semartics. Let's
rephraseMiller's statemert, for that purpose,in order to highlight an inter-
esting isomorphism:

According to one de nition two expressionsare synonymous if
the substitution of one for the other newer changesthe truth
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value of the expression that is substituted. By that de nition,

true synoryms are rare, if they exist at all. A wealkenedversion
of this de nition would make synorymy relative to a variable:
two expressionsare synornymous for a linguistic variable L if the
substitution of one for the other doesnot alter the truth value
cortributed by L.

Informally, if we have a lexicon but no text, we know ewerything about
the words, but nothing about their usage. The ambiguity that arisesabout
the meaning of a word needsto be resolved by knowledge inherent to lin-
guistic context. Analogously, if we have a text but no lexicon, we know
ewverything about how the words are used, but nothing about the words
themseles. The ambiguity that arisesabout the meaning of a text needsto
be resolved by knowledgefrom a linguistic variable.

We can think about a linguistic variable asa\gap" in atext written as
\. ..". For example,if we see

My favourite cola is ...

we know that \. .." must be one of red, green blue etc. If, for any reason,
the interpreter of the sertenceknowsthat the speaker doesnot like the color
green then the choice is even narrower.

Conversely we can think about linguistic cortext as the meaning of
\. ..". For example,if we see

...green...
We know that \. .." must be one of Grassis..., | bought... paint, etc.
Formally, we can think of contexts G;G;:::; G, arrangedin a matrix,

much like the lexical matrix. Figures 3.2(b) and 3.1(b) show the idea of
\contextual semariics" in analogyto lexical semartics.

In the lexical case,we explicitly expressedwords, and sensesemerged
from the dierent con gurations of these words appearing interchangeably
in any context. In the cortextual case,we explicitly expressconexts, and
sensesemergefrom the di erent con gurations of them appearing with any
word. The examplein Figure 3.2confronts uswith the problemthat both red
and white are national colorsof Austria, and we do not know anything about
\my favourite color", exceptthat it must be a color. Theseare corntexts that
could equally t for red and white. If we have a third corntextual clue, like
blood is ..., there is only oneword left to Il the gap, which is red

3.3 A Common Approac h to Disam biguation

In the previous section, we examinedthe notion of meaning establishedby
di erential approatesto semartics, either basedon words or contexts. For
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our purposes,it will suce to view sense-arhiguity asthe phenomenonof
the lexical formalization underspecifying the meaning of a word found in a
text, sothat additional contextual cluesare needed. For example, from a
lexical point of view, we would have to expect that a lemma represelts a
meaning. Howewer this is not the casewith bank sincebank hasa di erent
meaning in The eastriver...was o odedasin This ...hasthe bestinterest
rates.

Sincethe notion of cortext turns out to be rather hard to put in formal
terms, as opposedto words which can be represenied by a written form, the
rst stepin the analysisof a pieceof text is to resolve a word by the lexicon.
Sincemoveis underspeci ed by a lexicon, sense-arhiguity arises;if we want
to substitute moveby a synorym, we do not know whether to replaceit by
movementor by impress without changing the overall meaning. Therefore,
we have to carry out a secondstep in the analysis, which is to disambiguate
these competing word-senses. This processis what is usually abbreviated
WSD (short for Word-SenseDisambiguation). Sudh disambiguation would
have to be basedon contextual evidence. The advantage of rst letting
ambiguity arise in the lexical analysis, and then bringing context into the
picture by a selection-pracesshasthe advantage that such a heuristic selec-
tion can usually be carried out, even if we have only a \rough idea" of the
cortext like a probabilistic formalization basedon a few simple assumptions.

Usually the cortext of a word w is formalized by a window of n words
around it. For a window of 3 words, for example, we would pick out 7
consecutive words, as they appear in the text, and denote then as a vector
that contains the 3 words immediately to the left of the word of interest,
the word itself, and the 3 words immediately to the right (although the
word itself is, of course,not signi cant evidencefor disambiguating its word-
sense).

We denote a context with:

Cw) = hw 3;W 2;W 1;Wo; Wq; Wo; Wai;

where wg = w. Words that are insigni cant for sense-disarhiguation, like
function-words and prepositions, are usually Itered out. For example, in
the sertence

Uncle Steveturned out to be a brilliant player of the electric guitar.
a window of 2 words would formally be
C(brillian t) = hSteve turned; brillian t; player; electrid

If L(w) is the setof all possiblesense®of a word w we canderive from the
lexicon, then we can considera senses 2 L (w) asa correct interpretation of
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the word, if it maximizesthe conditional probability of appearingin cortext

aw), _
592%) P (sjiC(w)): (3.1)

We could collect statistics for the probability P(C(x)) by analyzing a
corpus (a statistically represetativ e collection of natural languagetexts).
The simplest approach would be to sense-tagit by hand, i.e. to assign
the correct lexical senses 2 L(w) to eaty word w, and court how often a
particular senseappearsin this context, therefore providing statistics for the
probability P(C(w)js), which we can always rewrite in the usual Bayesean

manner as
P(s)P (Qw)js) .

P(Cw))

This is why the method is called a Bayes classi er.

The rst problem this approac suers from is that corpora must be
sense-taggedor the speci ¢ lexicon that is to be used, which is a tedious
and costly task.

The secondproblem is that of sparse data. Although there are large
corpora available (for example the British National Corpus, contains over
100 Million untagged words), ewven the largest oneswould not suce to
collect signi cant statistics for larger windows. This is why we collect the
statistics of a speci ¢ word w appearing anywherein the context of a senses,
written P (wjs), from the corpusand estimate the probability of the complete
window by assumingthe words are independert. This leadsto

P(sjiC(w)) =

P(Ax)js) = P (Wnjs):

j=n

Although this approac is successfullyapplied in part-of-speed tagging
(an experimental setup that is very similar to word-sense-disarbiguation,
in that it assignsambiguous semaric tokens to words) and word-sense-
disambiguation, the assumption of the words in a context being indepen-
dent of eat other is somewherebetween linguistically questionable and
self-contradictory. (Wasn't the assumption of a functional dependencybe-
tween subsequeh words the very argumert we based the idea of sense-
disambiguation by context on?) This is why the method is called the naive
Bayesclassi er.

Using a naive Bayesclassi er, we can rewrite Equation 3.1 as

N
max P(s P (wpqjs);
I3 P Plwnis

leaving out the division by P (C(w)), sinceit is constart for all senses.
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3.4 The State of the Art in Disam biguation

Of course,the naive Bayesclassi er is not the only way to go about WSD.
There have been many approades to formalizing context, which can be
roughly divided into approades based on co-occurrence and approades
basedon collocation. The former obsene which words occur together with a
particular word-senseat any position in a word's context. Decision-listsare
suitable data-structures, simply enlisting, for ead word-sense,the words
commonly obsened in a sense'ssurrounding. The latter concertrates on
observingwords at speci ¢ positionsin the text surrounding a word, for ex-
ample, collecting statistics about certain featuresof thesewords to point out
the correct word-sense.Of coursemany hybrid approadescan be thought
of, combining co-occurenceand collocation-features. More accurate formal-
izations of context could result, for example, from shalow-parsing a docu-
ment, soa disambiguator could concertrate on relationshipslike verb-object,
verb-subject, head-mdi er, etc.

Once a probabilistic model and its computational framework is set up,
di erent algorithms for statistical natural languagelearning can be usedto
train the model. Generally we can distinguish

supervisedlearning (using a completely sense-taggedaorpus)

bootstrapping-methods (starting from a small sense-taggedcorpus,
but further improving the system'sperformanceby collecting statistics
from untaggeddata), and

unsupervised methods (using only a lexicon and an untagged corpus)

Progressin this ewlving eld has been measured,amongst others, in
the senseval initiativ e, a large-scaleattempt to evaluate WSD systemsin
a competitive way. A Gold standard corpus was compiled, by having two
human annotators tag a sample of text. A basic requiremert was that it
should be replicable, so human annotators would have to agreeat least 90%
of the time. This corpus consistsof a trial-, a training-, and a testing-set.
In senseval-2 , participating teams had 21 days to work with the training
data and 7 days with the test data before submitting their systems'results
to a certral website for automatic scoring.

Three criteria wereevaluated: Recall isthe percertage of correctly tagged
words in the complete test set. This measureis a good estimator for the
overall system-performancesinceit measureshow many correct answerswere
given overall. Precision is the percertage of correct answers in the set of
instancesthat wereanswered. This measurefavors systemsthat \kno w their
limits", i.e. onesthat are very accurate, even though they might be lim-
ited to solving only a small subset. Coverage is the percenage of instances
that were answered. These measureswere comparedagainst the baselineof
always choosing the most frequent senseappearingin the corpus.
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A highly preciseWSD systemwill enablevery securesystemsfor lexical
steganograply, sinceit doesnot leave suspiciouspatterns in the steganograms.
As far ascapacity is concernedthereisatradeo betweenprecisionand cov-
erage. On the one hand, systemswith high coveragewill identify more possi-
bilities of word-substitutions, therefore providing more information-carrying
elemerts, resulting in higher capacitiesfor coding raw data. Howewer, lower
precision will result in higher probabilities of incorrectly decaling the in-
formation which hasto be compensatedfor by error-correction. Sincethe
redundancy which needsto be introduced by error-correction raises expo-
nentially with the error-probability, one can say that, usually, precisionis a
more important criterion for lexical steganograply than coverage.

Figure 3.3 shaws the results of senseval-2 , for the English lexical sam-
ple, sorted by precision. The performance of the \BCU - ehu-dlist-b est"
system (Martinez & Agirre 2002) was particularly impressive. It is based
on a decisionlist that only usesfeaturesabove a certainty-threshold of 85%,
using 10-fold cross-alidation. Unsupervised methods perform below the
most-frequert-sense baseline. Howevwer, this comparison is not quite fair,
sincethe most-frequert-senseheuristic is, of course,basedon a hand-tagged
corpus, whereasunsupervised WSD systemsdo not use any hand-tagged
data.

Resnik (1997) cites personal communication with George Miller, re-
porting an upper bound for human performancein sense-disarhiguation
of around 90% for ambiguous cases,as opposedto the level of recall for au-
tomatic systemsof up to 64%, asevaluated in senseval-2 . Clearly, there is
room for improvemert here, but researd into WSD is still under way, moti-
vated by applications in natural language understanding, machine transla-
tion, information retrieval, spell-cheking, and many other elds of Natural
LanguageProcessing. The results of senseval-3 will be presened in July
2004.

3.5 Semantic Relations in the Lexicon

Generally one can say x is a hyponym of y if a native speaker would accept
sertencesof the form \ x is a kind of y". The inverseof hyponymy is hyper-
nymy, soif x is a hyponym of y, then y is a hypernym of x. Hyponymy is
basically an inclusion-relation, adding a dimension of abstraction for words.

The idea of inclusion in the spaceof word-sensess depicted in Figure
3.4. In many linguistic systemsthis inclusion is modelled as an inheritance
system,soif x is akind of y, then x is viewed to have all propertiesof y, and
is only modi ed by additional ones. Lexical inheritance can be found in the
glossariesof most corvertional dictionaries. If we looked up the word guitar
in a dictionary, it would give us a glossarylike \a stringed instrument that is
small, light, made of waod, and has six strings usually pluckal by hand or a
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Precision Recall Coverage| System
0.58 0.32 54.92| ITRI - WASPS-Workbend
0.40 0.40 99.91| UNED - LS-U
0.29 0.29 100.00| CL Researt - DIMAP
0.25 0.24 98.61| IIT 2 (R)
0.24 0.24 98.45| IIT 1 (R)
(a) unsupervised
Precision Recall Coverage| System
0.83 0.23 28.07 | BCU - ehu-dlist-b est
0.67 0.25 37.41| IRST
0.64 0.64 100.00| JHU (R)
0.64 0.64 100.00| SMUIs
0.63 0.63 100.00| KUNLP
(b) supervised
Precision Recall Coverage\ System
0.51 0.51 100.00| Lesk Corpus
0.48 0.48 100.00 | Commonest
0.44 0.44 100.00| Grouping Lesk Corpus
0.43 0.43 100.00| Grouping Commonest

(c) baseline

Figure 3.3: Results of senseval-2 : \English Lexical Sample- Fine-grained
Scoring" (Sensewal 2001). Only the top v e were given here.

instrument

Figure 3.4: VENN-diagram for the levels of abstraction for guitar.
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Figure 3.5: A sample of WordNet's hyponymy-structure.

pick". Now what is a stringedinstrumen® If we looked up that word in the
dictionary, we would get something like \a musical instrument producing
sound through vibrating strings". What does that tell us about guitars?
Obviously, that a guitar is \a musical instrument producing sound through
vibrating strings, that is small, light, made of wood, and has six strings
usually plucked by hand or a pick". Thereby we have resolved one level of
lexical inheritance, and could recursively apply this, looking up instrument
and soon.

Note that hyponymy and hypernymy are semariic relations. As opposed
to synorymy and polyseny, which relate words, hyponymy and hypernymy
relate speci ¢ sensesf words. For example, for one sense,

f bank bankingcompany nancial institutiong ISA finstitutiong
but for another sense,
f bankg IsA f geologicalformation; formationg:

Resnik (1998) seessynonymy and polyseny, asa horizontal kind of am-
biguity and hyponymy and hypernymy as a vertical kind. This idea gets
visible in Figure 3.5. Analogousto synornymy, which confrorts us with the
problem of choosing the correct word to expresssomething, hyponymy con-
fronts us with the problem of choosingthe correct level of abstraction, which
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might be viewed as another kind of interchangeability. In many sertences
it would be possibleto substitute guitar for electricguitar, basedon the fact
that an electricguitar is just a special kind of guitar. For example, instead
of Yesterdy | had my electric guitar repaired one could say Yesterdy | had
my guitar repaired

This idea of inheritance is crucial to how hyponymy establishessubsti-
tutabilit y. While Yesterdg | had my instrumentrepairedwould probably still
be acceptedby a native-speaker, Yesterdg | had my entity repairedwould
already sound quite peculiar. This could be viewed as a result of the fact
that the spealer of Yesterdy | had my guitar repaired is using guitar, to refer
to an object which has certain properties, for examplethat it is a physical
object which can easily break, and needsrepair. Since entity has not yet
inherited these properties from its hypernyms in the lexicon, the word does
not t in the cornext.

3.6 Semantic Distance in the Lexicon

Many measureshave beenproposedthat try to capture a degreeof semartic
similarity of two words in a lexicon. These measuresare particularly useful
in lexical steganograply, sincethey usethe knowledgefrom a lexicon for a
model capturing the substitutabilit y of words, which is the certral issuein
lexical steganograply. In particular, we will introduce measuresthat rely
on WordNet's hyponymy graph, idealized as a tree.*

Leacack & Chodorow (1998) rely on a logarithmic measureof the length
len(s1; sp) of the shortest path betweentwo word-meaningss; and s,. They
scaleit by the depth D of the whole tree.

len(ss; s2), .
2D )

The measure of Resnik (1995) is based on the lowest super-ordinate
Iso(s1;s2), also known as most specic common subsumer It is the root
of the smallest subtree cortaining both s; and s,. Resnik (1992) points out
that, if lexica vary in the depths of the \h yponymy-tree" in di erent parts
of the taxonomy, this sewrely limits the performance of approades based
on path length, so he usesthe probability of the LSO to occur in a corpus
instead, as the basisfor the information-theoretic measure,

simic (s1;82) = log(

simg(s1;s2) =  log(P (Iso(sy;s2))):

Note that he collects the statistics in such a way that P(super) P(sub),
if subIsA super, sothe probabilit y-spacesthemsehesre ect the inclusion-
properties of hyponymy-relations. (seeResnik 1998)

Istrictly speaking, the hyponymy-graph, is not a tree, since WordNet's lexical inheri-
tance systems makesuse of multiple inheritance, much lik e polymorphous object-oriented
systems, therefore violating the constraint that a tree-node has exactly one parent.
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Budanitsky & Hirst (2001) compared the most important similarity-
measuresbasedon WordNet for their overall accuracy They examinedthe
agreemen of the degree of relatednesspredicted by these measuremets
with data from a study by Rubenstein & Goodenough(1965) asking human
subjects to rate the degreeof semariic relatedness. Furthermore they in-
vestigated the performanceof these measuresin a systemfor malapropism-
detection, an experimertal setup that widely parallels the application in
lexical steganograply. According to their obsenations, the most accurate
similarity-measurewas that of Jiang & Conrath (1997),

distyc(s1;s2) = 2log(P (Iso(sy; s2))) log(P (s1)) + log(P(s2))

This measurehas, from an information-theoretic point of view, an intu-
itiv e appeal, if we bearin mind the ideaof lexical inheritance. log(P (Iso(s1; S2)))
is the information both sensess; and s, share, since it cortains features
that are inherited down to both s; and sy, which is also the idea behind
the measureof Resnik (1995). Howewer, since this measureis supposedto
be a distance, rather than a degreeof similarity, the expressionhas a pos-
itiv e sign. This amourt of information is then reducedby the information
that distinguishesthe sensesthe featuresthat are specic to the words, as
captured by log(P (s1)), respectively log(P (s2)).



Chapter 4

Approac hes to Linguistic
Steganograph vy

We have seenin the previous chapters why the study of steganograply needs
to be closelylinked to that of the channelssupposedto cover steganograms
and the interpretation of the usual cover-datagrams.

The structure of this sectionis aligned along traditional linguistic lines
of layers accourting for atomic symbols, syntax relating the symbols and
semartics expressingtheir meanings, approaced via lexical, grammatical
and ontological models.

Sincelanguageis essetially redundart, it will carry information that is
irrelevant for understanding its meaning. In the context of steganographic
embedding, a good model for redundant information in language suitable
for steganograply is meaning-preservingsubstitution. Depending on the
approac we employ, the term \meaning-preserving" has di erent interpre-
tations.

Lexical steganograply makessure that the interpretation of any spe-
cic word does not raise suspicion. The approad is essetially sym-
bolic. Here we call a substitution meaning-preserving, if it never
changesthe actual ertity referredto by the symbol.

Context-free mimicry makes sure that the interpretation of a set of
words and the formal structure interrelating them doesnot raise sus-
picion. This is an essetially syntactic idea. Here we call a substitution
meaning-preserving,if it doesnot violate grammatical rules.

The ontological approach makessurethat the interpretation of a set of
words, the formal structure interrelating them, and the meaning that
is expresseddoes not raise suspicion. It is essetially semariic. Here
we call a substitution meaning-preserving,if an explicit represenation
of the text's meaning doesnot changewhen the substitution is made.

45
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4.1 Words and Symbolic Equiv alence: Lexical Ste-
ganography

The most straightforward subliminal channelin natural languageis probably
the choice of words. On the word-level, meaning is traditionally linked to
the lexical relation of synorymy. For example, considerthe following set of
covers:

C = f Midshireis a nicelittle city;
Midshireis a ne little town;
Midshireis a great little town;
Midshireis a decentlittle town;
Midshireis a wonderfullittle towng

We can usesynorymy to encade ten statesin the above sertences,since
two information-carrying symbols are available, one of which can take on
v e values, whereasthe other one can take on two values. The rst is the
choice for either wonderfu| decent nice ne or great and the other is for
either city or town:

S wonderful J
: :

decent it )
Midshireis a ne little y
town
great §
nice

We call sets of words that can be used interchangeably synonymy sets
or synsetsfor short and denote them in standard set-notation as

f wonderful decent ne; great niceg;
f city; towng:

We have seenin the previous section, how lexica can be usedas a sourceof
such synsets.

A mixed-radix numkber is oneway to encale a secretstate in a sertence,
if we think of state in numeric terms. Mixed-radix numbers can be written
using positional notation in the following way (Knuth 1997,p. 208):

" #
il oas, az; a1, Qo

s bgy by by by
for 0 a < by. The numeric interpretation of a mixed radix number is

st agbpbylp + @by + aghy + ag:
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can always usettaj's numerical identit y to uniquely write eady number in the
rangefrom 0to ~ b 1asasequencen, 1;:::;az;a1;a Where0 a; < b
for ead i. Q

Since, analogously eat sequenceof bits of a length  blog,( ™~ b)c can
always be thought of asa binary number in that range, we can always nd
a unique mixed-radix represettation for it, and vice-versa. In practice sud
a corversion can be done e cien tly using Horner's rule. Knuth (1997, p.
635) gives someexamples.

To establish a direct corresppndencebetweena text and a mixed-radix
number encading documert state, let's establish the convertion that the
leftmost word in a text always corresponds to the most signi cant digit in
the mixed-radix represenation of the text and words from the text that do
not fall into any synsetcan be ignored for this purpose.If a text cortains n

in the range0 a; < jS;j asthe choice for the a;-th word in synsetS; with
respect to alphabetic order.
Turning bad to the example, we would encade one of the ten possible
states by a mixed-radix number in the range from zeroto nine:
" #
ai; Qo
5 2

If we wanted to encade a bitstring 101, we would interpret it asthe numeric
value 5, which clearly is in the range from zeroto nine. The number 5 can
be written in the above systemas

#
2,1 _ —
5 2 2 2+1=5;
which correspondsto the following choicesof words from the synsets:
9
0 wonderfulg
1 decent 2 0 cit
Midshireisa_ 2 ne little Y
1 town
3 great E
4 nice '

Therefore, 101 would encale to the sertence
Midshireis a ne town.

Howewer, mixed-radix-conversion is computationally rather intensive,
given that all we want to achieve is a uniquely decalable represenation
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for a bitstring. A more e cien t approac would be to reconstruct the se-
cret messagedy concatenating codewords that are directly assaiated with

a word-choice, instead of using mixed-radix corversion. The most simplistic

approac would beto restrict synsetsto cardinalities that are powers of two.
For example:

8 9
00 wonderful
% 01 decent 2 ( )
T . 0 city
Midshireisa_ 10 ne little
1 town

2 11 great

" ?? nice '

The fact that nice is newver chosen by the stegosystem,although it is
sometimeschosenby native speakers, could be security-relevant. It would,
in sudh circumstancesbe better to allow a random choice betweentwo syn-
onymous words that decade to the samebitstring.

8 9
00 Wonderfulg
% 01 decent 32 ( 0 cit )
Midshireisa_ 10 ne little y
1 town
2 11 great 3
" 11 nice

In this example, when encaling the bitstring 11 using the left synset, a
random number generator decideswhether it should be encaded to greator
nice

The restriction to block-codesclearly reducescapacity, sincefewer states
can be represerted by the same elemens. Wayner (1992) uses variable-
length codes, the Hu man code in particular, for his mimic functions. Not
only do variable-length codeslift this restriction, they also make it possible
to cortrol the probabilities with which symbols are chosen, as opposedto
block-codeswhere all choicesare equally probable:

8
% 0 wonderful :5

10 decent 25 = ( i 5
. o ) . 0 city 5
Midshireisa_ 110 ne 1125 little 1 town 5
1110 great 10625 '
1111 nice 10625

In the above example, the variable-length codewords were chosenaccording
to a Hu man tree (seeFigure 4.1). Recall that, given any set of symbols, a
binary pre x-co de can be constructed by arranging the symbols as leafsin
a tree in which ead node has two branches. Thinking of them as labeled
either with 0 or 1, we can assign a binary codeword to ead symbol by
concatenatingall the bits alongthe path from the root to the symbol. Pre x-

codeshave the property that they never assigna codeword that is the pre x
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o N2

wonderful

great nice

Figure 4.1: A Hu man-tree of wordsin a synset.

of another codeword, which is important becauseotherwisea string resulting
from concatenation of sudh codewords could not be uniquely deciphered. If
X and Y aretwo symbols assignedto leaf-nodesny and ny, then X will of
coursebe assigneda longer codeword than Y if ny it is at a greaterdepth in
the tree than ny. Hu man-trees in particular have the important property
that they provide optimal compressionin the sensethat if X occurs more
frequertly in a string of symbols that is to be compressedthan Y, then
ny will be at a smaller depth in the tree than ny. Hu man-trees can be
constructed for any alphabet.

The code's impact on the distribution of words in the cover follows in-
tuitiv ely. In one of two cases(0, 1), a random bitstring will start with O.
Only in oneout of four cases(00, 01, 10, 11), it will start with 10, etc. The
probabilities will, of course,sum up to one, becausesome choice is made
in any case,and sincewe are using the binary system, the probabilities are
restricted to negative powers of two. Figure 4.2 demonstratesthe use of
relative entropy for quantifying the security of such a system. It canbe seen
that the restriction to negative powers of two is theoretically exploitable,
however, Wayner (1992) shavs some approades that make more precise
mimicry possible.

All approaches we have seenso far have one basic idea in common:
transforming a sequenceof symbols

into a sequence
T(s1) j T(s2) j T(sa) j ::: ] T(sn);

which hasa\dual" interpretation, onewith regardto the cover-channel, one
with regard to a secretmessage.
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decent
ne
great
nice
city
town

wonderful

X
D(CIE) = Pe(o) logEe(d

c2c Pe ()

n 42=2 27=2
DZ(CJJE) = 42=200 |ng ggo‘l' 27=200 |ng FSO
17=200 9=200
+ = — 4+ O= —
17=200 log, =32 9=200 log, =32
5=200 58=200
+ 5=200 log, T=2 + 58=200 log, =T
42=200
+ 42= ——— =0:
42=200 log, 837 0:0247706

Figure 4.2: An examplefor relative entropy.
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Here T is some code that reinterprets single symbols, and j is some
operation that reconstructsthe secretmessage We have seenthree examples
for T: a binary block-code, a binary variable-length code (in particular the
Hu man-co de) and numberswith respectto alphabetic order. The operation
most commonly usedfor \j" is string-concatenation, sinceit is simple and
computationally e cient. However, other operations are possible, suc as
mixed-radix conversion.

4.2 Sentences and Syntactic Equiv alence: Context-
Free Mimicry

Wayner (1992) demonstrateda more sophisticatedapproad with his context-
free mimic functions. It provides higher capacities, since it usesnot only
the choice for a word for steganographicpurposes,but also the choice for
a syntactic structure, relating the words. His approacd closely mimics the
real structure of natural language,sinceit generatescontext-free structures,
just like natural languagesdo.

Recall that the Kleene-closureX of a set of symbols X is the set of
nite sequenceghat can be constructed by choosing eah of its elemers
from X (including the empty sequence).Further, recall that a cortext-free
grammar G = (V;T;P;S) consistsof a set of variables V, a set of terminals
T, a nite set P of productions and a designated start-symbol S 2 V.
Following Hopcroft & Ullman (1979), if A'! is a production of P and
and arestringsin (V[ T) ,wedene arelation) as A ) , (A
directly derives ). If ) isthe re exiv e and transitiv e closureof ) , then
the languagecharacterized by the grammar G can be de ned as

L(G)=fsjsisin T andS) sg

Clearly, if astring sisin L(G), there will be a sequenceof direct derivations
of the form

S) 1 1) 20 2) 3 7 m1) S

If there exists only one such sequence(disregarding permutations) for ead
string s 2 L(G), we call G unambiguous and this is the only casewe wish
to considerfurtheron.

A probabilistic context-free grammar (PCFG) assaiates a probability
P (p) with ead production p2 P to be chosen.If vis a xed non-terminal
variable, then all productions (v! ) 2 P are mutually exclusive and the
probabilities of these productions sum up to one.

Wendy might be a computer using such a grammar to obsene a cover-
channel. A datagram e will be suspiciousif e 2 L(G) and if D(CJjE) >
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where C is the set of all productions occuring in the cover-channel and E is
the set of productions the stegosystemactually usesto derive e from S.!

Then, if Alice wants to senda messagem to Bob, she rst hasto ran-
domize her messageo get a bitstring B (m) with bits uniformly distributed.
Of courseshecan not transmit a 0/1-coded random bitstring over a channel,
arbitrated by Wendy, unlessf0;1g 2 L(G), but shecanuseG to generate
messageshat will bein L(G).

To do so, she starts with S, and applies productions to non-terminal
symbolsuntil sheis left with a grammatically correct message Whenewer she
expandsa non-terminal symbol v, and when there are seeral productions
expanding v, she can use these \degrees of freedom" to encale some bits
from the message.

In fact, the approad is very similar to that preseried in the previous
section. Alice constructs a sequenced that servesa dual purpose. First, d
will be a sequenceof productions deriving a messagee from S, i.e.

S) 1 1) 20 2) 3 i ma1) €
Secondly Bob will be able to usea code T and an operation \j" suc that

T(S) DiT(1) 2jT(2) 3j:=:jT(m1) €

reproducesB (m). The operation\ " usedby Wayner is string-concatenation
andthe codeT is a Hu man-co de, wherethere is a separateHu man-tree for
ead set of productions expanding a non-terminal. (The samerestrictions
that were presened in the previous section apply). Note that it would
theoretically be possibleto use block-codes or alphabets, or to reconstruct
B(m) by mixed-radix corversion, since we are dealing with nothing but
symbolic steganograply, with the restriction that symbols happento denote
productions from a CFG.

If Alice and Bob agreeon some parsing-corvertions, this sequencewill
be uniguely recoverable, given only the steganograme and the grammar G,
and therefore the bitstring will be recoverable as well. On the other hand,
Alice and Bob canbe surethat C is innocuousto Wendy, and thereforethey
have exploited a subliminal channel.

Let's considerthe example used by Wayner (1992): Figure 4.3 shows a
PCFG. The probabilities are given in parentheses.We could have measured
them by counting the occurencesof the productions in a treebank (a sta-
tistically represetativ e collection of syntax-trees). This grammar will, for
example, derive a cover

SY e a) o ) e f°cC

'Note that Wayner himself does not use this notion of relative entropy, however, it
goes well both with what was preserted so far and with Wayner's ideas underlying the
information-theoretic aspects of mimicry
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Figure 4.3: The example grammar by Wayner (1992).

AB (:25) 00
AC (:25) 01
DC (:25) 10
DB (:25) 11

Good Golly (:25) 00
Whoa, (:25) 01
Wow, (:25) 10
Zounds,(:25) 11

lovingE (:5) O

a winter's night E (:25) 10
friendshipE (:125) 110
snugglingé (:125) 111

panthersF (:25) 00
pterodactyls F (:25) 01
GilamonstersF (:25) 10
serentsF (:25) 11

Hmmm, (:5) 0
Well, (:25) 10

I'm not sureabout that, but (:25) 11

is better than no hair at all. (:25) 00

is a word for kittens (:25) 01

is better than picklesfor lunch. (:25) 10
shouldn't be overestimated(:25) 11

shouldn't be left unattendedwith kittens (:25) 10
aren't suchbad petsin the schemeof things (:5) 0
are the meanestpart of anend. (:25) 11

53

1)

(4)

®)

(9)
(10)
(11)

(18)

(20)
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where the numbers are rule-numbers from Figure 4.3 and

c1 = AB

¢, = Good GollyB

c3 = Good Golly loving E

C = Good Golly lovingis better than picklesfor lunch.

In our example, when reconstructing the bitstring
T(S) ) iT@) &) jT(e) &)iT(s)’ C)

we know that T(c; )9 c3) decadesto 0. If wehad T (¢, )1L0 c3) it would be 10

and T(c; )11 c3) would decade to 110, etc. Figure 4.3 shaws the bitstrings,
assignedby the Hu man treesfor ead of the non-terminals.

We can now go through a complete example. The \ " will be usedto
denote the current state in reading the secretbitstring and in grammatical
production.

1. Start with abitstring | 11101011jandtry to encadeit to . Choose

betweenthe four possibleproductions to expandan S. Sincethe string
11lis a pre x of the secretmessageand is assaiated with production
(4), useit to expandS to DB.

2. Encode bitstring [11  101011]to | DB ] There are three possibilities
to expand D. Since 10 is a pre x of the messageapply production
(18).

3. Encode bitstring {1110 1011(to |Well, B

4. Encode bitstring |{111010 11|to ‘Well, a winter's night E ‘

5. Stop at state | 11101011 |which encadesto
Well, a winter's night shouldn't be overestimated. ‘

Note that, as opposedto replacemen of lexically synonymous words,
mimicry completely disregards semaric aspects of language. Data is not
hidden in linguistic ambiguity, but in semartically signi cant parts of lan-
guage. Therefore mimic-functions, as studied by Wayner, can only fool
madines, not humans.

4.3 Meanings and Semantic Equiv alence: The On-

tological Approac h

Of the techniques consideredherein, the ontological oneis the most sophis-
ticated approacd with respect to modelling sematrtics. Instead of implicitly
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Indicative
+subject
subject>predicator
+finite
Mood f!n!te>pre.c.llcator
—_— finite/auxiliary ]
subject/noun phrase Active
+actor
Imperative actor=subject
predicator/infinitive +object
object=goal
Material Process—Y2I€€ __ | predicator>object
+goal object/noun phrase
Transitivit Tprocess :
éy process=finite, predicator Passive
goal=subject
Relational Process finite/be N
predicator/past-participle

Figure 4.4: A simplied version of the example for systemic grammar pre-
sented by Jurafsky & Martin (2000)

leaving semartics intact by replacing only synonymous words while embed-
ding information into an innocuoustext, an explicit model for \meaning" is
usedto evaluate equivalencebetweentexts.

Consider the following examples:

Steveplays the guitar.

The guitar is played by Steve.
Steveplays Evo.

Stefanspielt Gitarre.

Although the question whether or not one can talk about equal or distinct
\meanings" should beleft openwith respectto its philosophicalimplications,
let's pretend we could capture meaning by what McCarthy (1976) calls an
Arti cial Natural Language(ANL). The ideais to de ne the ANL in suc
a way, that translation from any of the above natural languageserencesto
ANL would yield the samerepresertation.

For this to be successfuin the above case,we would have to be able to
translate between English and ANL, betweenGerman and ANL, we would
have to understand sertencesin active-wice and passive-wice, and we would
have to make use of someknowledgeabout the world under discussion,such
asthe fact that Stewe's guitar is named\Ev 0".
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One formalism traditionally considereda good candidate for an ANL
is First-Order Predicate-Calculus. The meaning of all of the four above
sentencescould be represetted by

9e;s;g: IsA(e;Playing)
A Actor(e;s) » HasNamgs; Steve
~ Experiencer(e;g) © IsA(g; Guitar) » HasNameg; Evo):

The predicate | SA(X;y) reads\x is a kind of y" or \x is an instance of y"
and is frequertly usedby computational linguists to state inclusion in the
broadest sense.An important property is that it is transitive. Naturally if
I sA(x;y) and I sA(y; z) then I sA(x; z). Everything that hasto do with an
ewvert is usually described in terms of its type, an actor and an experiencer.
The type of an evernt could, for example, be Playing, Writing, Building,
indicating that, in this event, someoneplays something, someonewrites
something, or someonebuilds something. Hereit canbe seenthat an evert's
typeis closelylinked to the verb usedto describe it. If a is an actor taking
part in event e, Actor(a;e) indicates a asthe object that causesthe event to
happen. It could beindicated by a sertence'ssubject. If x is an experiencer
taking part in evert e, Experiencer(e;x) indicates x asan object whosestate
is in any way altered in the courseof the ewert. It is usually indicated by a
senence's object.

With respect to this model, the above expressionformalizesthe meaning
of the sertence by the assertion\There is an e, suc that e is the evernt of
playing something, the actor taking part in eis s, s hasthe name Steve the
experiencertaking part in eis g, g is a Guitar, and g is called Evo."

Linguists call the \semantic" model, just preseried \deep structure".
It is a very vague way of modeling the semarics behind a natural lan-
guagesertence, and therefore it might be questionedwhether one can talk
about a meaning-represetation in the context of deepstructure. Howevwer,
it demonstrateswhat it takes for a model to go beyond purely syntactic
issues.

Natural languagegenerationis the problem of translating such an ANL
represermation to a natural language. In the courseof this translation many
decisionsmust be made. Formalizing these decisionsmade in the course
of generating a sertence is the basicidea of systemic grammar. One could
sa that systemic grammars are somehav anchored in the \semantic" view
of language while cortext-free grammars take a \more syntactic" point of
view. Therefore systemicgrammars are often the linguistic model of choice,
when it comesto automatically generating sertences. Figure 4.4 shows an
example.

In this example, generating natural language sentencesfrom meaning,
amouns to making the following decisions:
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1. What is the grammatical mood? Indicative or Imperative? (Steve
plays the guitar. or Steve,play the guitar!)

2. What constraints do we have regarding transitivit y? Is it a material
process, where the verb expressessomething about its noun, as in
\Steve is playing." or \Steve is waiting.", or do we have a relational
processas in \Steve plays the guitar." or \Steve is waiting for the
bus." wherethe verb relates a subject and an object?

3. What mood do we want to use? Activ e asin \Steve plays the guitar."
or passiw asin \Steve is played by the guitar."?

If we have a speci c meaning\in mind" (or rather represeried in ANL),
we can make di erent sequence®f choices,aswe traversethis network, that
do not aect meaning. For example, the decision voice in the grammar
tells us, that we can go for active, which meansthat the semaric actor
will syntactically be in subject position, and the semaric experiencer will
syntactically end up in object position. This would yield Steve plays the
guitar. The grammar also o ers passive which meansthat the semaric
actor will end up in object position, and the semaric experiencerwill end
up in subject position. Then, the very same meaning will be expressed
as The guitar is played by Steve Almost all such grammatical choicesare
instancesof ambiguity, where one meaningis expressiblein many ways. Of
coursemood is not the only example, transitivity could also be used, by
generating two sertences Steveplays. The guitar is played.

If we did not have an ANL-representation of a sertence'smeaning avail-
able, we could never judge whether or not two sequencesof grammatical
choicesare equivalert in meaning. Therefore, this basic approac was pre-
serted as the \ontological" one, since it relies on a formal model of the
semartics behind the text that should be generated.

Note that the symbolic approad is not symbolic becauset replacessym-
bols, but becauset replacesthem in such a way, that symbolic \correctness"
is presened, and analogouslythe syntactic approad is not syntactic because
it replacessyntactic structures, but becauseit presenes syntactic correct-
ness. This is crucial to the understanding of the semaric approad, which
does not change semartics, but rather presenesa speci c formal interpre-
tation of the semariics behind a natural languagetext.
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Systems For Natural
Language Steganograph vy

As we are only yet beginning to understand the cryptographic applications
of natural languagesystems,there are still only a few implementations of
linguistic steganograply:

1. TyrannosaurusLex (Winstein n.d.b,n) substitutes words for synoryms
in a text, coding blocks of data in a mixed-radix-fashion.

2. NICETEXT (Chapman & Davida 1997, Chapman 1997, Chapman
et al. 2001,Chapman & Davida 2002,n.d.) degradescorporato \style-
templates" that specify sequence®f word-types,and mimics them by
replacing typesby dictionary words, using a binary block-code.

3. Wayner (20020) published sample-implemenations of his mimicry-
systemson the websiteto his book \Disappearing Cryptography". Spam-
mimic (n.d.) is not an implementation in its own right, but a nice
application of Wayner's system. It employs a grammar that mimics
spam.

4. The systemby Atallah et al. (2001, 2003), Atallah & Raskin (n.d.) re-
lies on transformations closedwithin an ANL-domain. The method of
quadratic residuesimplemerts additional cryptographic requiremerts
for watermarking.

5.1 Winstein

Winstein's systemis the basis of what was preserted in Section4.1. A dic-
tionary groups words into interchangeability-sets; substitution from these
interchangeability setsseresasthe linguistic ambiguity that is exploited for
carrying the steganogram. The encaler replaceswords in a given innocuous

58
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\Risky E-Vote System to Expand"
Wired News (01/26/04); Zetter, Kim
[.-]

She promisesthat the workplace com-
puters people use to vote on SERVE

will be |fortied @ | with rew alls and

other intrusion countermeasures, and
adds that election o cials will recom-
mend that home usersinstall antivirus
software on their PCs and run virus
cheds prior to election day.

Rubin counters that antivirus soft-
ware can only identify known viruses,
and thus is ine ectiv e against new e-

voting malware; |furthermae® |, at-

tacks could go undetected because

SERVE lacks veri abilit .
Rubin and the other re-

seardhers who furnished the report
were part of a 10-menber expert panel
enlisted by the Federal Voting As-
sistance Program (FVAP) to assess
SERVE. Paquette reports that of the
six remaining FVAP panel menmbers,
v e recommended that the SERVE
trial proceed, and one made no com-
mert. [...]

(a) original text
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\Risky E-Vote System to Expand"
Wired News (01/26/04); Zetter, Kim
[.-]

She promisesthat the workplace com-
puters people use to vote on SERVE

will be |fortied @ | with rew alls and

other intrusion countermeasures, and
adds that election o cials will recom-
mend that home usersinstall antivirus
software on their PCs and run virus
cheds prior to election day.

Rubin courters that antivirus software
can only identify known viruses, and
thus is ine ectiv e against new e-voting

malware; | moreovef? |, attacks could

go undetected because SERVE lacks

electa® | veri abilit y.
Rubin and the |[thred® | other re-

seardhers who furnished the report
were part of a 10-menber expert panel
enlisted by the Federal Voting As-
sistance Program (FVAP) to assess
SERVE. Paquette reports that of the
six remaining FVAP panel menmbers,
v e recommended that the SERVE
trial proceed, and one made no com-
mert. [...]

(b) steganogram

Figure 5.1: An article from ACM TechNews6(598) with the bitstring 1101

embeddedby Winstein's system.
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text, by looking them up in a lexicon and, if found in an interchangeability
set, interpreting them as mixed-radix digits in accordancewith their alpha-
betic order. Winstein wasthe rst to expressthe idea of using mixed-radix
coding for this purpose. He also brings up a few interesting issueswith
lexical steganograply in its pure form.

First, there should be a way to adapt the density of word-substitutions
to the amourt of information that needsto be encaded. Encoding in a pure
left-to-right mannerwhen iterating through the words of a documen, would
result in aggressie substitution of words at the beginning of a documern,
until the encader runs out of secret bits and then leaving the rest of a
documen untouched. Secondly no matter how sophisticated a linguistic
model we can employ, it will still be bene cial to let a human in uence the
word-choices,at least to somedegree.

Theseproblemsare tackled by a blocking-schememaking possiblea more
ewvenly distributed pattern of substitutions and a hash-function providing for
a one-to-mary mapping from the secretto the word-con guration, which is
why the author can make the nal decisionfor one of many word-choice
con gurations that would be appropriate to encale the secret.

We will demonstrate Winstein's scheme consideringthe example showvn

replaced from syn%etsSl;Sz;:::;Sn is rst analyzed for its total capacity
in bits (c = blog,( ™ jSij)c). If the number of secretbits is s, the capacity
would su ce to encale the secret < times.

The maodulation frequencyf is de ned by Winstein asthe smallestinteger
f betweenl and a maximum frequency f max, Sudh that the capacity given
by the word-choiceswould su ce to hide the secretf times,

f = minfb(—S:c;fmax g

In our example we have synsetsof capacities 4; 4, 6; 8; 8;6; 4;4 and we
want to usethem to encade the secret 00110111Q The capacity is then
givenby, c= log,(4 4 6 8 8 6 4 4) = 19169925,so the word-
replacemens allow for encaling 19 bits of data. The secrethasonly s= 9
bits of data, sowe get a modulation frequencyof f = 2.

The secretis seenas a bitstring, which is is divided into blocks, eat of
which contains a number of bits equalto what Winstein calls the oversample
factor o. In the example, if we have o = 3, we would divide the secret
001101110into three blocks: 001, 101, and 110.

such a way that a block of words is always \responsible" for encading a
block of bits from the secret. This assignmen is made by traversinga list of
the text's words, sorted by their synsets'cardinalities. A block is constructed
by assigningwords to it, aslong as the block's capacity in bits is smaller
than f o.
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Secret001101110
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Figure 5.2: Encoding a secretby Winstein's scheme.
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Binary Bases 4,3
+1, 00 —— 00
+1< |Ol — 01 |
i 10— 02
+1< 11 —* 10

- let the author choose

+1( 00 11 the configuration with

+1< 01 — 12| the most appropriate
¢ 10 ——» 20 word-choices

.
+1Q c1>é — = 2

W1 — = 30]

Figure 5.3: Mapping the bitstring 01 to a mixed-radix number represeting
word-choices(adapted from Winstein n.d.b)

In the example we would reorder the word-choicesof synsetsfrom the
sizes4; 4;6; 8; 8; 6; 4; 4 in such a way, that we have 8; 8; 6; 6; 4; 4; 4. Using this
list, we could assignblocks, however we have to make sure, that the number
of con gurations for the block is 2" ©, in our example2f © = 223 = 64,
We start with the elemen of capacity 8. Since 8 < 64 we have to assign
another elemern to get a block 8;8. Since8 8 64, we can use8;8 asthe
rst block. We go on to the next elemen, we nd that 6 < 64,6 6< 64,
and nally 6 6 4 64, sothe next block contains the elemers 6;6; 4,
and soon. This ensuresthat ead block provides for f times the capacity
necessaryto encale its block of secretbits. Recall that, in the examplethe
word-choices had a capacity of over 19 bits, while the secrethad only 9.
This scheme simply distributes the unusedcapacitiesover all blocks.

As opposedto choosingthe words in a left-to-right manner, this method
results in distributing its replacemens over the whole text. Sorting by
synset-sizeensuresthat the positions of replacemeits are chosenin sudc a
way that wordsthat canbereplacedfrom larger synsetsare always preferred
to words that have to be replaced from smaller ones, regardlessof their
position in the text (in casewe would leave elemerts unused, which can be
the caseif we restrict f ,ax to small values).

The coding U(x) applied within ead block is a hashfunction corverting
a given number x from its mixed-radix represenation to a binary number
of length o

U(x) x (modulo 2°)

as demonstratedin Figure 5.3.

This hasthe advantage that, on oneside, there will be multiple x which
decale to the same secretbitstring, and on the other, the dierent x will
(usually) result in dierent mixed-radix digits an, :::;ap;as1;ag (where the
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Binary Bases 4,4 Bases 4,3
+1¢ 00 —— 00 00
1,201 — 01 01
s 10— 02 02 |

o} SR 2< 11 03 10
alling |£1)sy c ¢ 01 —= 10 11 the I_?_ast .
e significan
: +1< 10 11 12 | digit coincides
+1¢C 11 ——» 12 20 for all choices
000 — 13 21

Ao =20 2]
e

Figure 5.4: Word-choicesthat coincide (adapted from Winstein n.d.b)

block consistsof m words) sothe author could manually choosethat x which
results in the most appropriate word-choices.

A problem is that if the | least-signi cant digits of the mixed-radix rep-
resenation of x satisfy

Y
jSij 0 (modulo 2°)
0 i<l

then these | word-choices will coincide for all the possiblex. Instead of
x (modulo 2°), Winstein usesthe hash-\alue

Ux) x+ b%c (modulo 2°)

in order to \discourage falling in sync with the documert state", as he puts
it. This works perfectly for the exampledemonstratedin his paper (Winstein
n.d.b) in which o= 2, and jSpj = jS1j = 4. However, we would like to point
out the straightforward casein which

jSij+ 1 0 (modulo 2°)
0 i«

sinceit givesrise to the very sameproblem with the modi ed word-choice
hash, for examplefor jSpj = 3 and jS;j = 4, asdemonstrated in Figure 5.4.
Despite thesetechnical problemshowever, the ideais clear: By providing
more word-choice con gurations in ead block than there are con gurations
of the bitstring we wish to encale in the block, we can get some\degrees
of freedom" which can purposely be left unused by the coding. A secret
bitstring could therefore result in a number of di erent word-choice con-
gurations. The nal decisionwhich of them is usedis not made by the
steganographicencaling, but by a linguistic model or by the author.
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Winstein derives his dictionary from WordNet, by intersecting syno-
nymy-sets that are not disjunct, and Itering out all synonymy-sets that
cortain only one word.

Sometext from an article from ACM TechNews6(598) was given in Fig-
ure 5.1, to provide an impressionof the word-replacemens. The dictionary
cortains the following interchangeability sets:

f bastioned ; forti ed M g
f furthermae® ; moreoveft g
felecta©@; voted g
fiii @ thredP g

Therefore, the text has a storage capacity of four bits, since four replace-
able words appear in the text and ead word can be replaced by only one
alternative. It is pure coincidencethat all of the interchangeability setsin
this examplecortain exactly two alternativ e words, leaving the mixed-radix-
number in this examplewith the samedigits asthe binary represenation.

5.2 Chapman

Chapman's systemis named NICETEXT , and it is similar to Winstein's in
that it usesa purely symbolic model of linguistic similarity. It also relies
on word-replacemeits from disjunct interchangeability sets. Howewer, as
opposedto the system of Winstein, it requires interchangeability sets to
have cardinalities that are powers of two so binary block-codescan be used.
Furthermore, Chapman's approac doesnot rely on a given innocuoustext
in which to replace words, it rather generatessupposedly innocuous text,
using the syntactic structure inherert to a style-template A style-template
originates from a grammar or from a sample-text.

The former approad relieson a context-free grammar, which is randomly
expanded,to create sertences. The terminal symbols of that grammar are
word-types.

A common kind of word-types are what linguistis call parts of speech,
a concept that turns out to be very hard to de ne. As we do not want
to go into the linguistic details here, we will stick with the common-sense
de nitions of noun (N), verb (V), adverb (Adv), adjective (Adj), pronoun,
preposition (P), conjunction, participle, and determiner (Det).

For example the grammar

S! NP VP
NP ! DetN
NP ! N

VP! V NP
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could be usedto derive the sertence-madel
Det N V Det N
asin The boy chaseghe ball or to
NV Det N

asin Steveplaysthe guitar. Howeer, this random expansion of grammar-
rules senes only to derive a sertence model. Coding takes place only by
substituting actual words for word-types. This is not to be confusedwith
context-free mimic-functions that use cortext-free productions for actually
coding data from the secretmessage.

The secondway of generating sertence-malels is by extracting them
from given sample-setences. For example, the sample-setence

The boy chaseghe ball.

could be tagged, to derive the sertence-madel Det N V Det N by looking up
the sample-words in dictionaries.

NICETEXT 's word-types are not in any way limited to the linguistic
parts of speedt, they can be de ned at any level of granularity for linguistic
symbols. In the original approach, Chapman (1997) usedparts of speet as
word-types. Sincea word's part of speed is an abstraction for the syntactic
role it can play in a sertence, the systemturned out mimicing the syntactic
structure of a givencorpus. In alater paper, however, Chapmanet al. (2001)
describe the usageof synonymy-classesas basis of sertence-malels, asin:

John's [synonymOfCH is [synonymOfReally]synonymOfNice]

A dictionary that could be usedwith the above sertence-malel is given
in Figure 5.5. The encaler generatesa text by randomly choosing a sen-
tence model and choosing words for typesin accordancewith the assigned
codeword. This randomnesshas the advantage that the same secret bit-
string will result in adi erent text, every time the encader is run. Of course
this is a degreeof freedomthat is left unusedby the coding, and therefore
constitutes unused potential.

5.3 Wayner

Wayner's approad of context-free mimicry has already been preseried in
Section 4.2. The only resourceit relies on is a probabilistic context-free
grammar (PCFG) characterizing the covers that should be mimiced. The
most prominent such PCFG is Wayner's baseball-game-grammardemon-
strated in Figure 5.7. It is employed in the mimicry applet on the home-
pageto his book Disappearing Cryptography (Wayner 2002). Spammimic
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Type Word Code
[synonymOfCg auto 000
[synonymOfCH automobile 001
[synonymOfCg car 010
[synonymOfCH jeep 011

[synonymOfCg limousine 100
[synonymOfCH motorcar 101

[synonymOfCg sedan 110
[synonymOfCgqg vehicle 111
[synonymOfReally] really 0
[synonymOfReally] very 1
[synonymOfNice] nice 00
[synonymOfNice] cool 01
[synonymOfNice] slick 10

[synonymOfNice] wonderful 11

Figure 5.5: A NICETEXT dictionary (Chapman & Davida 1997)

The Doe and the Lion A DOE hard xed by robbers taught refugein a
slavetinkling to aLion. The Goods under-took themselwesto aversionand
disliked before a toothlesswrestler on their words. The Sheep,much past
his will, married her badkward and forward for a long time, and at last said,
If you had defendeda dog in this wood, you would have had your straits

from his sharpteeth. One day heruined to seea Fellow, whosehad smeared
for its pro- vision, resigning along a fool and warning advisedly. said the
Horse, if you really word me to be in good occasion,you could groom me
less, and proceed me more. who have openedin that which | blamed a
happy wine the horse of my possession.The heroic, silert of his stranger,
was about to drink, whenthe Eagle struck his bound within his wing, and,
reaching the bestowing corn in his words, buried it aloft. Mercury soon
sharedand said to him, OH thou most basefellow? The Leather and the
Newsletter A MOTHER had onesonand onesister, the former considerable
beforehis good tasks, the latter for her contrary wrestler. The Fox and the

Lion A FOX saw a Lion awakenedin a rage, and grinning near him, kindly

killed him. [...]

Figure 5.6: A sample of NICETEXT output from the \Aesop's Fables"
style-template as preseried by Chapman & Davida (1997).
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It's time for another game betweenthe Whappers and the Blogs in scenic
downtown Blovonia . I've just got to say that the Blog fans have come
to support their team and rant and rave . Play Ball ! Time for another
inning . The Whappers will be leading o . Baseball and Apple Pie .
The pitcher spits. Herbert Herbertson swings the bat to get ready and
ernters the batter's box . Here'sthe fastball . He tries to bunt, and Robby
Rawhide grabsit and tossesit to rst . Hey, one down, two to go. Here
we go. Prince Albert von Carmicheal swings the baseball bat to stretch
and erters the batter's box . Okay. Here's the pitch It's a spitter . High
and outside . Ball . No contact in Mudsville ! Nothing on that one. Nice
hit into short left eld for a dangerousdouble and the throw is into the
umpire's head! Whoa'! The Blogs needtwo more outs. Herewe go. Alb ert
Ancien-Regime adjusts the cup and enters the batter's box . Yeah. And
the next pitch is a knuckler . Nothing on that one. The next pitch is a
wobbling knuckler . Whooooosh! Strike! And the next pitch is a smoking
gun . He just watched it go by . The last strike . Only three chancesin
this game. He's hefting somewood . Here we go. Sal Sauvignon adjusts
the cup and erters the batter's box . Yeah. He'swinding up . What a fast
onethat looked like it wasrising . Whooooosh! Strike ! He's winding up
. What what looks like a spitball . No contact in Mudsville ! Here's the
pitch It's a wobbling knuckler . Whooooosh! Strike ! He's out of there .
That inning proveswhy baseballis the nation's game]...]

Figure 5.7: The secret messagelNNOCENTimiced by Wayner's baseball-
gamegrammar (Wayner 200).
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(n.d.) is another website demonstrating mimicry. This implementation of
Wayner's systememploys a grammar that mimics the appearanceof spam.
Howevwer, no attempts have beenmade so far to apply Wayner's algorithm
with larger-scalelinguistic resourcesand in practical scenarios.

Howewer, a direct implementation of the system would, in practice, be
limited by the inadequacy of context-free grammars as models for natural
language. Many features of the English language are known that cannot
easily be modelled by CFGs, and there are even some peculiarities that
cannot be expressedby CFGs at all.

5.4 Atallah, Raskin et al.

The system deweloped by Atallah et al. diers from the other systemsin
that it doesnot aim at steganograply in general,but watermarking. Water-
marking systemsmust ful Il additional requiremerts, suc asrobustnessand
resistanceto collusion attacks. Here adversariesare interested in damaging
the watermark without seriously degrading the cover text.

The system of Atallah et al. alsodiers in a secondimportant respect.
As opposed to the replacemeit-systems considered so far, that presene
meaning implicitly by carrying out meaning-preservingreplacemets, this
systemtakes an explicit approac to meaning by represerting semartics in
an ANL.

Furthermore, Atallah's stheme doesnot embed a secretinto a natural
languagerepresermation of a cover, but into an ANL represetiation which
needsto be translated bad and forth to natural language.

More formally, the embedding-systemswe have seenso far encaded a
messagam 2 M into a cover c°2 CC by deriving a steganogramx 2 E from
afunction e: M C°7! E, which operatesdirectly on the natural language
represeration of a cover c® Atallah's scheme,in cortrast, rst analyzesthis
natural languagerepresenation, by translating it to an ANL. If AN Lco is
the setof all ANL-represerted coversc®2 C%nd AN L isthe setof all ANL-
represerted steganogramsx 2 E, then his embedding function is de ned as
e:M ANLco7! AN Lg, and the extraction-function isd: ANLg 7! M.
Howewer, since the covers needto be represened in natural language for
transmission, we need a natural languageanalyzera: C°7! AN Lco and a
generatorg : AN Lg 7! E, sowe can derive a steganogramx 2 E from a
cover c®2 CO by applying x = g(e(a(c); m)) and we can extract the message
again using d(a(x)).

Recall that, in order to maintain unique decadability, an embedding
function e and its extraction function d have to be chosenin such a way
that d(e(m;c%) = m, in the classical case. For Atallah it means that
d(a(g(e(a(c); m)))) = m, i.e. messagesieedto \surviv e" translation badk
and forth from the ANL to natural language, which is not quite trivial.



CHAPTER 5. SYSTEMS

WASHINGTON/RABA T,
Afghanistan (Reuters) - The United
States on Friday carpet-bombed Tal-
iban front lines in Afghanistan and
dispatched two new spy planes to
pinpoint targets, while at home tro ops
guarded California bridges against new
terror attacks.

The anthrax scarespreadabroad. One
letter in Pakistan was conrmed to
cortain spores of the deadly bacteria
but initial fearsthat the germ warfare
weapon had also spread to Germany
appearedto be a false alarm.

\W e're slowly but surely tightening the
net on the eneny. We're making it
harder for the eneny to communicate.
We're making it harder for the eneny
to protect themseles We're making
it harder for the eneny to hide. And
we're goingto get him and them," Bush
said.

The United States has been attacking
Afghanistan for almost four weeksto
root out the ruling Islamic fundamen-
talist Taliban and their \guest", Saudi-
born militant Osamabin Laden, whom
Washington accusesof masterminding
the Sept. 11 attacks on New York and
Washington that killed almost 4,800
people.

The Pentagon ordered two new spy
planes, including the unmanned
\Global Hawk", to the region to start
ying over Afghanistan.

(a) original text
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WASHINGTON/RABA T,
Afghanistan (Reuters) - The United
States on Friday carpet-bombed Tal-
iban front lines in Afghanistan and
dispatched two new spy planes to
pinpoint targets, while at home tro ops
guarded California bridges against new
terror attacks.

The anthrax scarespreadabroad. One
letter in Pakistan was conrmed to
cortain spores of the deadly bacteria
but initial fearsthat the germ warfare
weapon had also spread to Germany
appearedto be a false alarm.

\W e're slowly but surely tightening the
net on the eneny holding the front
lines. We're making it harder for the
eneny to communicate. We're making
protecting themselwes harder. We're
making it harder for the eneny to hide.
And we're going to get him and the
fundamentalist," Bush said.

The United States has been attacking
Afghanistan for almost four weeksto
root out the ruling Islamic fu ndamen-
talist Taliban and their "guest", Saudi-
born militant Osamabin Laden, whom
Washington accusesof masterminding
the Sept. 11 attacks on New York and
Washington that killed almost 4,800
people.

The Pentagon ordered two new spy
planes, including the unmanned
"Global Hawk", to the region to start

ying.

(b) steganogram

Figure 5.8: A text-sample of Atallah's system (Atallah & Raskin n.d.)
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author-evert-1

autMme

for-pro c-organization-1 command-3
agert theme ination purpose
ministry-1 deploy-2 region-1 y-air-v ehicle-1
EQMme ag?/\@th
unknown set-2 unknown  nation-2

cardinality ersset purpose

2 airplane-1, airplane-2 <2  spy-on-1

(a) original tree: 111100000101001010101011

author-evert-1

author theme
for-pro c-organization-1 command-3
agert destination purpose
ministry-1 deploy-2 region-1 y-air-v ehicle-1
ange agent ath
unknown set-2 unknown carry-2.destination
cardinality ersset purpose ‘
2 airplane-1,airplane-2 <2  spy-on-1 carry-2
them—of
set-3 army-1

cardl*\ahly milit... members set destination

>1 nation-1 organization-division nation-2

(b) grafting: 100010110001010101100100

author-event-1

aut@me

for-pro c-organization-1 command-3
agert destination purpose
ministry-1 deploy-2 region-1 y-air-v ehicle-1
agert eme agert ath
unknown set-2 unknown assault-1.theme
cardinality ersset purpose
2 airplane-1, airplane-2 <2  spy-on-1 assault-l pation-2 aspect
ag%n phWﬂon
"a"“)"'l begin/continue  multiple
st

(c) grafting: 011000111110010101110001

author-evert-1

autMme

for-pro c-organization-1 command-3
agert the ination ~ purpose
ministry-1 deploy-2 region-1 Y-air-v ehicle-1
EQMme ag%n
unknown set-2 unknown

cardinality ersset purpose

2 airplane-1, airplane-2 <2  spy-on-1

(d) pruning: 011000011000110011111110

Figure 5.9: The sampletrees given by Atallah & Raskin (n.d.).
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Howewer it should make the schemerobust against attacks by an adversary
who can

1. \P erform meaning-preservingtransformations on sertences
(including translation to another language).”

2. \P erform meaning-mdlifying transformations on sertences
(but notethat this cannotbe appliedto too many sertences,
becauseof the requiremert that the overall meaning of the
text should not be destroyed)."

3. \Insert new sertencesin the text."

4. \Mo ve sertencesfrom one place of the text to another (in-
cluding moving whole paragraphs,sections,chapters, etc.)"

(Atallah et al. 2001)

To someonewhose \philosophic" badkground is arti cial intelligence,
the above approach seemsa bit paradaxical. How can transformation on
a meaning-represetation ever be meaning-preserving? Here it might be
pointed out that the philosophy inherent to Atallah's approacdh seemsto
originate from macdine translation rather than arti cial intelligence.

If wethink of the ANL asa natural languagelike Spanish,then the above
statemerts seemreasonable. First, an English-languagetext s is analyzed
using A(s) to yield an Spanish translation e. Then meaning-preserving
transformations on the Spanish sertencesare made using E (e;m) to yield
a watermarked version €2 Finally, the text is generated using G(e9 to
yield s® the English translation. If the adversary carries out an attack, by
translating the text to German, to yield s% then it will still be possible
to recover the watermark, since translating the German text s®°bad to
Spanishwill basically assurethat A(s% = A(s9 yields the sameresult that
was originally the output €° from the embedding.

Howewer, this will be dicult in practice. The world's best translators
will probably not come up with the very same Spanish translation when
confronted with an English languageand a German languagetext, even if
the two texts agreein even the nest connotations.

It is crucial to the understanding of Atallah's approad, that it essen-
tially works by exploiting the inadequacyof any language,even an arti cial,
completely formal one, to fully capture meaning. This is why | prefer the
term ANL to TMR (which is short for \T ext Meaning Represetiation" and
traditionally usedin the context of ontological semariics). If a TMR would,
in fact, represen meaning, then what \meta-meaning"” would we judge
meaning-preservingnesdy, when we make \meaning-preserving" transfor-
mations? This paradax is not exclusively of philosophic interest. It has
practical implications in the construction of ontology-basedwatermarking-
schemes.
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First, under the common-senseaotion of a text's \meaning", the \more
adequate" an ANL gets as a meaning-represetation, the more dicult it
will beto nd meaning-preservingtransformations closedwithin this ANL-
domain.

Secondly if we reject the idea of a true meaning-represetation, then,
consideringthe state-of-the-art in linguistics, | doubt that natural language
watermarks that reliably \surviv e" translation from onenatural languageto
another are near at hand.

The seart for the \Univ ersal Grammar" can almost be described as a
qguestfor the holy grail amongstlinguists following the tradition of Chomsky
(1965) and Ross(1967). Theselandmark paperssuggestedhat there might
actually be a set of featurescommonto all natural languages,modi ed by a
small set of options that are chosendi erently in ead language. Designing
translation-robust watermarking schemeswould simply amount to coding
data within sud featurescommonto all languages,while avoiding to code
data in featuresthat are speci ¢ to singlelanguages,and would therefore be
destroyed in translation. Howewer approadcesto suc universal grammars
arefar from practical applicability in a completely automated computational
setting.

Howewer, it might be pointed out that the sequencesof word-choices,
or sequence®f context-free productions, consideredso far are nothing but
simple ANLs. So, no matter whether or not one acceptsthe idea of a true
meaning-represetation, onewill haveto admit that Figure 5.8is an impres-
sive demonstration of what can be achieved with more sophisticated ANLs.
The seriencesthat cortain the watermark are highlighted in boldface. The
left side shows the original version, the right side contains a watermark.

Figure 5.9 showvs someANL-represerted example sertences,and the im-
pact of two possibletransformations, \grafting" and \pruning". The basic
idea of the coding technique is to establisha corresppndencebetweena sen-
tence'stree-structured ANL-represertation and a secretbitstring. Transfor-
mations are then applied to the ANL-representation until the corresponding
bitstring yields the desired secret. If this is impossible,another sertence is
usedto encale the secret.
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Lessons Learned

6.1 Objectiv esfor Natural Language Stegosystems

Throughout the previous sectionswe have discussedand evaluated di er-
ent theoretical approadies and practical implementations of stegosystems,
taking into accourt many dierent criteria. In this section, we will make
these criteria explicit, by rst proposing objectives of the functionality we
expect of natural languagestegosystemsand then giving advice on design
considerationsto keepin mind for their construction and evaluation. We
will motivate them by theoretical results we have discussedso far, and by
practical lessonslearned from the stegosystemspresered in the previous
sections.

Functional objectiv es

(1) Securit y: It must not be possibleto distinguish betweena steganogram
and a naturally occuring cover, without knowing a secretkey.

Analyzing security often involves establishing a way to measurea \de-
gree of ful llmen t" for the above proposition. We have seenthe approad
of Cadhin (1998), measuringthe security via the Kullback-Leibler distance
D(CjjE) between the distribution of covers P(C) and the distribution of
steganogramsP (E). Furthermore, we have seenthat it measuressecurity
only from an information-theoretic point of view, and that it is necessaryto
take into accourt many other constraints. These could, for example, arise
from syntactic and semariic restrictions imposedby the usual interpreta-
tion of covers. We have discussedwhy this gets especially di cult to put in
formal terms if this usual interpretation is carried out by humans, asis the
casewith natural languagesteganograply.

Furthermore, we have seenthat the \imp ossibility" of telling a steganogram
from areal cover, without knowing the secretkey, is achieved by constructing
the stegosystemin such a way that testing a datagram for secretmessages

73
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involves solving a hard problem. Such a problem could be expressedin
terms of its computational complexity or in terms of information-theoretic
considerationsabout \guessing" a key. We have seenthat an HIP can be
such a problem, cortributing to a steganogram'ssecurity by making it more
dicult to handle by automated systems.

(2) Robustness: It should not be possibleto manipulate a steganogram
in such a way that the secretcannot be extracted any more.

This property of a stegosystemis especially important in the presenceof
an active warden. An active warden will try to prevent subliminal commu-
nication, by imposing small changeson all datagrams that passthrough a
gateway under its corntrol. Robust steganogramswill make it more di cult
for an active warden to do so.

For watermarking systems, this feature is absolutely imperative, since
watermarks must not be removable. Watermarking is probably one of the
more realistic applications of natural languagesteganograply. Natural lan-
guagechannelsdo not o er as much redundancy as other media, sowe can-
not expect natural languagesteganogramgo o er high capacitiesfor storing
secretmessagesThis is not usually a problem in the cortext of watermark-
ing, since watermarks are not usually required to be very large. Howeer,
for other applications of steganograply, capacity usually is an issue. This is
another reasonwhy robustnessis an important feature for natural language
steganograply systems.

Design Considerations

(3) Kerc khos' principle : It is of certral importance never to make
assumptions about the \enemy", except that he does not know the
secretkey.

This important designconsiderationcomesfrom experiencewith cryptosys-
tems in military applications and has proven to be a valuable lecture for
engineeringsecurity systems. In natural language steganograply, we have
to be aware of the strategically problematic consequencesf propositions of
the form, \supp osethe arbitrator is using linguistic model X ...". When-
ever the arbitrator actually usesa better linguistic model, in terms of more
accurately capturing human usageof natural language,the stegosystemis
worthless. This has the consequenceahat the only reliable bendhmark by
which a system'slinguistic performanceis to be measuredis human ability
to understand natural language,asopposedto any formal model. Therefore
a steganogram'sproperty to be indistinguishable from real covers will have
to be evaluated empirically by humans.
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(4) The state of the art in natural languageprocessingis a signi cant lim-
iting factor, determining what we can expect a linguistic stegosystem
to do.

We have seenthat models for true natural language understanding in the
context of a symbolic system are still in their infancy, and have discussed
the implications on Atallah's system, which relies on an explicit meaning-
represertation. We have mertioned the inadequacy of corntext-free gram-
mars as models for natural language and discussedthe implications on
Wayner's system, which relies on PCFGs to characterize innocuous covers.

(5) Systemsfollowing an approadc of generating innocuous text, rather
than embedding secretsin given texts, are unlikely to yield practically
applicable results in the near future.

Partially motivated by applicability to watermarking, and asa result of (4),

we believe that embedding is the right paradigm for constructing practi-

cal systemsfor natural language steganograply. None of the generation-
based systems constructed so far could fool a human into thinking their

steganogramswere innocuous text. The authors of these systems argued
that their systemstargeted automated arbitrators operating according to

known formal models. However, this argumert is problematic in the sense
of (3).

(6) Every symbol chosenby the stegosystemfor coding-purposesthat can
be directly obsenedin a steganogram(e.g. word-choices),or that can
be derived from analyzing it (e.g. context-free productions, deriving a
steganogramfrom a givengrammar), is a potertial \clue" for detecting
hidden messagesA steganogrammust not contain a clue that is never
obsened in real covers.

Examining a single clue, a steganalystwill always suspect the steganogram
to contain a hidden messageif he knowsthat it can never occurin innocuous
covers. This is, of course,a direct consequencef (1).

(7) A distribution of clues obsenable in a steganogramP (E) must not
be statistically signi cant evidencefor distinguishing it from naturally
occuring covers.

A reasonableapproad might beto formulate P (C), the distribution of clues
obsenable in natural covers, and construct the stegosystemin such a way
that the Kullback-Leibler distance D(CjjE) is as small as possible.

(8) Linguistic models for usein natural language stegosystemsmust not
overgenerate.
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Winstein Chapman Wayner Atallah
usage| stego stego stego watermarking
arbitrator | human computer computer human
model | symbolic symbolic syntactic semairiic
technique | enbedding  generating generating enmbedding
statistics | uniform uniform mimiced N/A
coding | mixed radix binary block Hu man quadratic residues

Figure 6.1: Comparison of schemes.

Accuracy of linguistic models is usually analyzed by two properties, their
behavior of ovegeneation and undergeneation. If a systemproducestexts
a human speaker would usually not produce, we sa it overgenerates. If a
system never producestext a human speaker would normally produce, we
s& it undergenerates.Clearly, asa result of (6) and (7), a natural language
stegosystemmust not overgenerate,since this would make a steganogram
suspiciousto an arbitrator.

(9) Linguistic modelsfor usein natural languagestegosystemsshould not
undergenerate.

(10) If thereisatradeo betweenmaking a systemovergenerateand making
it undergenerate,it is preferableto make it undergenerate.

Natural languagestegosystemshat heavily undergeneratetext will produce
texts that signi cantly deviate from naturally occuring text, therefore vio-
lating (7). However, the signi cance of this exploit dependson what portion
of the text a stegosystemitouc hes" at all, and how many transformations
are applied, so (9) will usually be lessimportant than (8), and the impact
of (9) will be lesssigni cant for embedding systems.

6.2 Comparison and Evaluation of Current Sys-
tems

Atallah's systemis the only one where we cannot disregard the possibility
that it could ful Il the \wishlist* preseried in the previoussection. Adapting
Winstein's approach to take into accourt the above considerationswould be
possibleas well.

Robustnessis an issueconsideredonly by Atallah. His systemis the only
onethat fullls (2), by selectiwely picking the sertencesin which transfor-
mations should be applied. This way of accourting for robustnessis similar
to the famous\battleship" game. If the active warden happensto correctly
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(a) disjunct synsets (b) natural synsets

Figure 6.2: The impact of disjunct synsetson the lexical accourt for the
sensef move

guessthe position of a data-carrying sertence, and applies transformations
to it that a ect its ANL-represertation, there is no way to recover the data.

Limitations in the senseof (4) are especially relevant for Atallah's sys-
tem. Natural language systemsthat rely heavily on ontologic resources
have traditionally su ered from the fact that they could not scaleout of
the microworld-domains their ontologies were designedfor and tested in.
As a result of (3) howewer, suc restriction to a microworld-domain is not
acceptablefor natural language steganograply. The problem is that, cur-
rently, there is no common-sensentology. The e ort of Lenat et al. (1990)
is a notable exception, howewer, even their systemis far from the vision of
truly capturing all of the common sensenecessaryto understand natural
language. Therefore, the question whether Atallah's approad will \scale
out of the laboratory” is still open.

Wayner's systemis the only onethat takes(7) into account. Winstein's
system relies on mixed-radix coding, which choosesead digit of a mixed-
radix number and therefore ead word at the sameprobability. Chapman's
system usesa binary block-code. The problem with these approacdes is
that the distribution of word-choicescan be traced bad to the secret. If
the bits in the secretare uniformly distributed, then the word-choiceswill
be uniformly distributed as well. Chapman et al. (2001) give an example
where the generator replacesthe word what by whichse@ver Clearly, texts
where whichsaveroccurs just as frequertly aswhat will be suspicious.

Overgeneration of language,in the senseof (8), can occur in Wayner's
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system, depending on the grammar and in Winstein's system, depending
on the lexicon. Howewer, their systemsdo not overgenerateas heavily as
Chapman's. Constructing lexica, style-templates or cortext-free grammars
that don't overgenerateis not usually a problem. Howeer, it is a problem
not to make the systemheavily undergenerateasa result, therefore violating
(9).

For example, Winstein's system undergeneratesnatural language be-
causeit does not make use of replacemens that are sometimesmade by
human speakers, due to its restriction to disjunct interchangeability sets.
Figure 6.2 shaws the impact of disjunct interchangeability sets. This could
be exploited, for example, by analyzing a cover for word-clusters. Word-
clustering methods are well-known techniques, usually usedin the context
of statistic natural languagelearning, to determine wordsthat commonly ap-
pear interchangeably in a given context. If these clusters provide evidence
for strictly disjunct synsets, the cover is clearly suspicious. Neverthless,
sudh evidenceis lesssigni cant in Winstein's embedding-framework than
in Chapman's generation-framevork, sincethe restriction to disjunct inter-
changeability setsappliesonly for a small portion of the words in a text.

A similar phenomenonappearsin the context of Wayner's system. It
is manifestedin the fact that all of the demonstration-grammars used with
Wayner's system producerather repetitiv e text, simply due to the fact that
the demonstration PCFGs are far too small. This weaknesscould be ex-
ploited by analyzing a steganogramusing techniques for grammatical rule
inference. If it indicatesthat comparatively small CFGs could have produced
the text, and the text newver cortains non-cortext-free linguistic constructs,
this is strong evidenceto suggesta hidden message.

We cannot disregard the possibility that similar approacdesmight make
it possibleto exploit Atallah's limited ontology. We have already shovn why
an ontology needsto be comparatively limited, asopposedto the \ontology"
usedby humans.

6.3 Possible Impro vements and Future Directions

From what we have seenso far, the basic approad that is most promising
for building a secureand robust natural language steganograply system
in the near future is a lexical replacemen system, similar in principle to
Winstein's.

Winstein's system ful lls (4), since it relies only on lexical resources.
Since large-scalelexica are available, covering a signi cant portion of the
English language,theseresourcesdo not signi cantly limit the scalability of
the whole system. In accordancewith (5), it is basedon embedding, which
makes undergenerationin the senseof (9) lesssigni cant a topic, makesit
possibleto usethe systemfor watermarking, and is a more realistic scenario
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to produce text which will be innocuous, even to human arbitrators in the
senseof (3).

To fulll (6), it would perhapsbe necessaryto Iter out all terms from
the lexicon that appear very seldomin natural text. (For example, we have
seenan interchangeability set wherethreeis replacedby the Roman number
iii).

In order to fulll (7), one would have to integrate some of Wayner's
ideasinto the system, for example, using a variable-length code to mimic
the distribution of word-choices.

The linguistic model would have to be more accurate, in terms of (8)
and (9). We have to keepin mind that if WordNet cortains a synset, then
this synsetis relative to a linguistic context, so if we nd a replacemen
for a word in the lexicon, then all this has to say is that there exists a
context in which we could replace the word. When we don't examine the
actual context of the word in the text where we make the substitution, the
systemwill overgenerateas a result of substituting the word, although the
context doesn't permit doing so. As a result of the limitation to disjunct
synsets,the system will undergeneratebecausethere will be replacemets
a human would apply that would violate the stegosystem'sconstraint of
keeping synsetsdisjunct.

In order to make the linugistic model more accurate, one would have to
lift the restriction to disjunct interchangeability setsand integrate a statistic
word-sensedisambiguator instead. That these techniques cannot always
resole sense-arhiguities hasthree interesting side-e ects.

First of all, during embedding, whenewer the ambiguity cannot be re-
solved, this is strong evidencethat the corntext doesnot allow any substitu-
tion without signi cantly changing the meaning of the overall text. There-
fore the systemcan skip sudc words, not making any replacemen. We could
not get such evidence,from a lexicon with disjunct synsets.

Secondly during extraction, it will not always be possibleto tell which
synset a replacemen was originally chosenfrom. Chapman and Winstein
saw this asa disadvantage, becauset is a signi cant obstaclewhenit comes
to automatically extracting the secretagain. | would seriouslylike to ques-
tion this. The fact that it is very di cult in this situation for an automatic
analyzerto extract the secretis actually an HIP keepingan arbitrator from
analyzing the secretunderlying the text, therefore providing additional se-
curity in the senseof (1). An extractor could be constructed in such a way
that a human would have to choosethe sense®f \problematic" words. This
will not be a problem for extracting the secretfrom a cover that is known to
be a steganogramby its legitimate receiver. Howewer, it will be a problem
for an arbitrator when automatically analyzing large amourts of text.

We have already mentioned the needto choosewords accordingto their
probabilities of actually occuring in the text. Instead of relying on eadh
replacemen for a word to be equally probable, we needa model capturing



CHAPTER 6. LESSONSLEARNED 80

the probability of all the possiblereplacemetts in a given linguistic context,
so a variable-length code, as mertioned before, can be constructed. This is
the third interesting side-e ect, sincemodelsfor usewith statistic WSD will
usually incorporate knowledge about the probability of a word appearing in
the given context.



Chapter 7

Towards Secure and Robust
Mixed-Radix
Replacemen t-Co ding

7.1 Blo cking Choice-Con gurations

If we are not satis ed with establishing robustnessimplicitly , similarly to
how Atallah did, error-correction quickly becomesan issue. Error-correcting
codeswould enableus to actively reconstruct data after receiving it incor-
rectly (as a result of Wendy, the active warden, attacking a steganogramby
substituting words used for coding the secret) as long as there are not too
many errors.

Howewer, the automatic construction of error-correcting codesis tradi-
tionally studied only in the cortext of g-ary symmetric channels Generally
we can think of steganogramsand covers as datagrams of a xed length n
represered by n-tuples s = (Sg; S2;S3;:::;Sn 1). Datagrams transmitted by
g-ary channelsare restricted to choosing ead s; from a xed alphabet S of
cardinality jSj = g, sothat s; 2 S, i.e. datagrams that can be transmitted
over a g-ary channel are chosenfrom S".

Howevwer, this is not the casein lexical steganograply, if we wish to code
the data into word-replacemens s = (So; S2;S3;:::;Sn 1), Where eadh s; is
chosenfrom a di erent synsetwith adi erent cardinality, sothat s; 2 S;. As
opposedto S", wewish to chooseour datagramsfromSy S; S, i Sy 1.

We will not deal with the construction of g-ary error-correcting codesin
detail. For readersunfamiliar with the topic of error-correction, it might be
helpful to think of the simplestform of error-correction which is a repetition-
code. For example, in order to encade a value 0 x < q for submission
over a channel with 3 elemens, we could choosethe con guration (x; Xx; x)
from X1 X, Xa. If an error happens(i.e. Wendy changesa value x to
y 6 Xx), then (x;y;x) might be incorrectly received. We can then correct

81



CHAPTER 7. SECURE AND ROBUST CODING 82
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Figure 7.1: How word-choicesare assignedto blocks.

it by assuming(x; X; X) instead, becauseone substitution would su ce to
replace (x; x; X) ! (x;y;Xx), whereastwo substitutions would be necessary
to replace (y;y;y) ! (x;y;x). Assuming that a channel is more likely to
transmit ead value correctly than erroneously(since Wendy is trying not to
completely destroy the datagram), we can safely decale (x; y; x) to (x; X; X).
In order to make the well-known techniques for automatic construction
of error-correcting codes for g-ary channels applicable in this scenario, we
will composethe word-choicesinto blocks, and apply error-correction at the
block-level rather than to word-choices. We will de ne a blacking B asa set
partition over the index-set for word-choicesin the datagram. Formally,

[

P2B
8P;Q2B: P\ Q=;:

P = f0;1:5n  1g;

That is, ablocking B consistsof seweral blocks s% 2 B and every word-choice
s is assignedto exactly one block, sothat blocks never share word-choices,
and noneremain unassigned.One can bring theseblocks into an arbitrarily

chosen order, and think of them as an n%tuple s = (s§;s;s9;:::;8% ;)
where n® is the number of blocks. This sequenceof blocks can, itself, be
seenas a sequenceof elemeris ead of which takeson a nite number of
values, just as the sequenceof word-choices. Each block s% can take on
exactly v

jSti= S

i2g0
i2s

distinct values. If, for example, a block s is assignedto three word-choices
Sa, Sp and s¢, we can seeead of the word-choicess; 2 S, sp 2 Sy, and
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Sc 2 S¢ as an information-carrying elemen x 2 X or we can seethe whole
block sJ 2 S§ whereS%='S, S, S¢ asan information-carrying elemen
X2 X.

Again, we will use the numeric properties of word-choices as digits of
mixed-radix numbers for coding, by de ning v(s;j), the numeric value of a
word-choice sj, asv(s;) = x, if and only if, s; is the x-th replaceableword
in S; in alphabetic order. The correspondencebetween a block's numeric
value v(s%), and the valuesof eath of the assignedword-choicescan be de-
ned by the numeric value of a mixed-radix number, the digits of which are
represerntied by the word-choicesassignedto the block. This property of a
block to behave asan abstract elemen reducesthe problem of nding acon-
guration for the word-choices (v(Sp); Vv(s1);V(S2);::5;v(Sn 1)) to nding a
con guration for the blocks' numeric values (v(s9); v(s?); v(s3); :::;v(s% ,))
and determining the valuesof the word-choicesby expressingthem asmixed-
radix numbers.

Figure 7.1 shows this graphically. In this example,there aren = 5 word-
choicesassignedto n®= 2 blocks. The word-choicess = (Sg;S1;S2; Sz Sa)
are chosenfrom synsetsS; = fa;b;c;dg, S, = fx;y;zg, S3 = fp;q;r;s;tg,
S, = fk;lg and Ss = fm; n; o;pg.

We can think of this as a mixed-radix number
" #

V(so) V(s1) V(S2) V(s3) V(s4)
4 3 5 2 4

Alternativ ely, we can think of the two blocks as a mixed-radix number
" #
v(sg) Vv(s9)
20 24

and reinterpret the digits v(s9) and v(s?) asthe numeric valuesof the mixed-
radix numbers establishedby the word-choicesassignedto the blocks as

V(so) V(s2)

vsh= Ve

and " #
v(s1) V(s3) V(s4)
3 2 4

We already mentioned that the reasonwhy we composethe word-choices
into blocks is becausewne wish to make error-correcting codesfor g-ary chan-
nels applicable in this scenario. Two methods to achieve this cometo mind.

v(s)) =

Metho d | is to composeall word-choicesof equal capacity into blocks.
For all blocks s% 2 B we have

85>(;Sy25i00 DS = JSyJ + "
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Figure 7.2: Blocking by Method I: Each block cortains word-choicesof equal
capacity.
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Figure 7.3: Blocking by Method II: Each block has equal capacity.
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This makes it possibleto assumethe smallest capacity g = minjSj and
apply a g-ary error-correcting code within ead block.

Metho d Il isto composeword-choicesinto blocks in such a way that the
resulting blocks have the samecapacity. That is, for all blocks s2, 2 B and
330 2B,
S = jSPi +

This will make it possibleto assumethe smallestcapacity q= min jS%j and
apply a g-ary error-correcting code to the abstract valuesof the blocks.

Here " is a variable summand which allows for some deviation in the
blocks' capacities. It is desireableto keep = max" as small as possible,
howewer, it will be necessaryto allow for somedeviation, to allow for e -
cient assignmen of word-choicesto blocks, accordingto Method |1, and to
compensatefor word-choicesof capacitiesthat appear only oncefor Method
I. Figures 7.2 and 7.3 shav examplesof how the two methods would choose
the blocks.

7.2 Some Elements of a Coding Scheme

The word/blo ck-choice hash: Let w(x) denote an elemern's value for
usewith the g-ary code (recall that an elemen x chosenfrom X caneither be
a word-choice s; 2 S; or a con guration of a block sioo 2 Si%). By de nition,

a symbol chosenby a gary code can only take on q distinct values, so
we could de ne w(x) as an integer in the range 0  w(x) < ¢. This is
problematic unless = 0, sincewe assumeq to be the minimum capacity of
any elemert, sothere will be elemerts which actually have a larger capacity,
sothat 0 v(x) < jXj, while 0 w(x) < g for g < jXj. As a result,
somecon gurations are never assignedby the code, which could be security-
relevant (very much like the block-code that restricts synsetsto specic
sizes,resulting in undergenerationbecauseof the possiblereplacemerts that
remain unassignedby the code). A straightforward approac might be to
let

v(x)  w(x) (modulo ¢®

for a constart q° g, sothat, given a value w(x) determined by the g-ary
code, one could randomly choosea v(x) that decadesto w(x).

Prime-factorization of capacities:  Another improvemert might be to
split up the \physical" elemerts, given by the word-choicesinto \virtual"

elemerts, atomic units forming the basisfor the coding-process.The values
for word-choicescan be determined by the numeric value of a mixed-radix
number, the digits of which are the atomic units. Theseare chosenin sud a
way, that their capacitiesare the prime-factors of the word-choice's capacity
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Figure 7.4: Splitting word-choicesinto atomic units.

as shown in Figure 7.4. For example, instead of one single choice sg from
So = fa;b;c;dg choosing from jSpj = 4 values, we can think of two choices
Vo and v; from Vp = f0;1g and V; = f0;1g. SincejVp Vij = jSpj we can
establish a one-to-onecorrespondence,and doing so is straightforward via

the mixed-radix number
#

v(Vo) V(v1)

V(so) = 5 5

This hasthree important advantages: First, for many error-correcting codes
it is necessaryfor g to be prime. Secondly for Method I, we will be able
to construct larger blocks. For example, if we have elemers of capacities
6, 8 and 12, it will suce to allocate two blocks, one with g = 2 and
one with g = 3. Since the rate of redundancy an error-correcting code
needsto introduce in order to correct a given number of errors saturates
logarithmically with a raising number of elemers, it will be preferable to
represen a datagram of a given capacity by many elemeris, choosing eath
from a small number of distinct values,asopposedto few elemerts, choosing
ead from alarger number of values. Thirdly , it will be easierto keep small,
sincesmaller elemeris allow to perform blocking in a more ne-grained way.

Random-assignmen t of blocking strategies: Another problem that
arisesin the context of lexical steganograply is of strategic nature. Suppose
we constructed a stegosystemto use either Method | or Method Il as a
matter of design.

In responseto a code, constructed with blocking by Method I, Wendy
would pick out exactly oneblock to attack, sinceoneblock is su cien t for the
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data to be unrecoverable, and then attack asmany units within this block as
possible,maximizing the probability to succeedin making the whole block
unrecoverable. In responseto a code constructed with blocking by Method
I, shewould attack as many blocks as possible,maximizing the probability
of breaking the block-error-correction, but would attack no more than one
unit within ead block sinceone elemer is su cien t for the whole block to
be unrecoverable.

A simplistic approad to making sure Wendy cannot make use of such
strategic considerations,is to make sure she doesn't know the blocking. A
straightforward way of adhieving this would be to have the encader \ip
a coin" to decide which strategy to use. That way, Wendy could not rely
on any single strategy to be most successful.However, shewill still bene t
from choosing one of the above attack-strategies, since she knows it must
be one of the two available strategies, or she could usea clever conbination
like picking oneblock, in which to attack many units and attacking only one
unit in ead of the remaining blocks, which would maximize her probability
of succeedingover both strategies.

A more sophisticated approacdh might be to partition the sequenceof
units in two areasand handle oneareaby Method | and the other by Method
I, sothat Wendy never knows how the areasare composed. We could assign
units to two areas,for example, by seedinga random-number generatorwith
a secretkey to generatea bitstring boflength n. Random-number generators
have the important property that they generatea bitstring b in such a way
that there are no statistically signi cant correlations betweenany two bits
in the string b, and by,. The value of by could be usedto decide upon a
blocking-method to use. For example, a value by = 0 could be interpreted
by the encdaing/decoding-medanisms as \use Method | for unit v;" and
b = 1 as\use Method Il for unit v;", asdepictedin Figure 7.5.

7.3 An Exemplaric Coding Scheme

We can think of a coding-sdheme organizedin six layers as shovn in Figure
7.6.

1. On the rst layer, the word-choicessg; s1;S2; :::; S10, from synsetsS;
are split up into atomic units vo; Vv1;Vz; i, Voo, Wherev; refersto the
choice for an elemen from a corresponding set V;. Sewral values
Vi1V, v, determinethe word-choicess;, and their respectiveV;,;Vj,; 5V
are chosenin sudh a way that jV;, Vj, = Vj,j = |Sij, sothey
provide for the right capacity and all jV;,j are prime. In the simplest
case,such a correspondencecould be establishedby the value v(sp) of
a mixed-radix number, the digits of which are v(vj,); v(vj,); 3 v(Vj, )
where 0 v(vj,) < jV;,j. For example, the units vg and v, together
make up a mixed-radix number, which is supposedto choose an sg

n
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seed pseudorandom numbers
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Figure 7.5: Assigning Blocking-Methods to elemerts.

from Sg = fa;b;c;dg. The numeric value of this mixed-radix number
v(so) will have to range from O to 3, becausgSpj = 4. The two digits
vo and v; that make up this mixed-radix number needto be chosen
from a prime number of values. SincejVyj jVij = 2 2= 4theseunits
are chosenwith jVoj = 2 and jVij = 2.

2. The secondlayer assignsall units to one of two areas, according to
a bitstring b, generatedby a random-number-generatorfrom a secret
key. In Figure 7.6 all elemens v; where a corresponding bit I from
the bitstring bis 0, are assignedto Area | which is to be coded using
Method I, and all elemens with by = 1 are assignedto Area Il which
is to be coded using Method 1.

3. The third layer composesthe units Vo; V1; Vo; :::; Voo into blocks s8; s9; s9; :::

I. In Area |, Method | composesthe blocks in such a way that
all the units in one block have the same capacity, for example
Vi + 0= jVioj+ 0= jVigj + 0= 3. Here = 0.

1. In Area Il, Method Il composesthe blocks in such a way that
the blocks themseles have the samecapacity, for examplejSYj =
jS%+ 1=jSY+ 1= 16. Here = 1.
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Figure 7.6: An exemplaric coding-scheme.
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4. Layer four is where Method | appliesits error-correction.

I. In the simplest case,we could use a repetition-code, and make
sure three adjacert units in Area |, like w(vg);w(vy);w(vs), are
always assignedthe samevalue, in this example the block-value
v(sf). (Recall that we denote valuesof elemerts, aschosenby an
error-correcting code asw(x)). Since = 0, v(x) always coincides
with w(X).

Il. Method Il does not carry out error-correction on this layer, so
there is no error-correction involvedin Area ll. The valuesv(vs); v(v3); v(v4); v(v7),
are simply a mixed-radix represenation of v(s3).

5. Layer v eis where Method |l appliesits error-correction.

I. As far asArea | is concerned,we can simply interpret the blocks'
numeric valuesv(sd); v(s9); v(s9); v(s9) asdigits of a mixed-radix
number to determine v(secret,)

1. Again we usea repetition code but this time we will apply it to
the block-level, making surethat three adjacen blocks are always
assignedthe samevalue. For examplew(s?) = w(s) = w(sQ) =
v(secret)| ). Here the hash-function v(v;)  w(v;) (modulo q) is
used, to determine the valuesv(s3) = v(s2) = v(s?) randomly.
Since > 0, thesevalueswill not always coincide.

6. Layer six is where we bring Area | and Area || together and compute
v(secret) by interpreting v(secret; ) and v(secret; | ) asdigits of a mixed-
radix number.

The repetition-code was usedin the above setup only asa primitiv e ex-
ample of error-correction. It has many disadvantageous side-e ects. For
example vy, is left unassignedin Figure 7.6, and would have to be initial-
ized randomly. The code is very ine cien t, sinceit needsvast amourts of
redundancy and correctsonly a comparatively small number of errors. From
a strategic point of view, it is not optimal either. Consider, for instance, the
consequencesf an error in word-choice sg. It would result in altering both
Vo and v, leading the error-correction astray when reconstructing sg.

All of theselimitations could be overcomeby using more sophisticated
codes, for example Hamming codes. Howewver, we would like to draw at-
tention to the multi-la yered blocking-scheme, rather than to the details of
error-correction. The blocking schemeintro duced above, incorporates some
degreeof security, sinceit will not easilybe possibleto extract the secretfrom
the word-choiceswithout predicting the pseudorandomnumbers assigning
elemerts to coding-strategies. It also provides for robustnessagainst some
attacks, overcoming the problematic requiremert of error-correcting codes
to operate on g-ary channels.
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Figure 7.7: Encoding the secret255.
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error error
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Figure 7.8: Decading the secretagain, after incorrectly receiving the word-
choices.
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For example , in the situation depictedin Figure 7.6, if we wanted to en-
code the value v(secret) = 255with word-choices,we could do soasdepicted
in Figure 7.7, by:

6. rewriting v(secret) = 255= 17 15+ 0 1 asv(seret)) = 17 and

5-1.

S-Il.

4-].

4-11.

v(secret)|) = 0, using mixed-radix corwversion.

rewriting v(secret)) = 17=1 2 2 3+0 2 3+1 3+2 1
asv(sd) = L,v(s?) = 0;v(s9) = 1, and v(s§) = 2, using mixed-radix
corversion.

determining a con guration for w(s); w(s2), and w(sQ) using an error-
correcting code with g = 15. In the simple caseof a repetition code,
we let w(s3) = w(s?) = w(s?) = v(secret;;) = 0 and use a random-
number generator to set v(s3) = 15, v(s) = 0 and v(sd) = 0. Note
that 15 0 (modulo 15).

determining a con guration for w(vg); w(vy);w(vs) using an error-
correcting code with g = 2. Again, using a repetition code, we have
w(vo) = w(v1) = w(vs) = v(s?) = 1 and, as a result, v(vp) = v(vi) =
v(vs) = v(s9) = 1. Analogously, we get

V(Vo) = V(v1) = V(vs) = v(s9) = 1,

V(Vg) = V(v10) = V(V17) = V(s9) = O,

V(V19) = V(V20) = V(V21) = V(s9) = 1, and

V(Ve) = V(V12) = V(Vie) = V(S)) = 2.

v(v22) is randomly initialized to O.

rewriting

v(is)) =15=1 2 2 2+1 2 2+1 2+1 lasv(v) =
1;v(va) = Lv(va) = Lv(v7) = 1,

v(s))=0=0 5+ 0 1lasv(viy) = 0;v(vig) = 0, and

vis)) =0=0 2 2 2+0 2 2+0 2+0 1lasv(v) =
0;v(vi3) = O;v(vi4) = O;v(v15) = 0.

bringing the elemers from the order usedfor blocking bad into the
order, asassignedby layer 2. (This would not usually incorporate any
actual processing,if we are working with references).

bringing the elemerts from the order used for dividing them into
two areasbadk into the original order, accordingto the mixed-radix-
numbers assignedby the prime-factorization on layer 1 (again, not
usually incorporating any processing).

. rewriting
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V(vg) = Liv(vi)) = 1lasl 2+ 1 1= 3= v(d),

v(v) = Liv(vz) = lasl 2+ 1 1= 3= v(9),

v(vg) = Liv(vs) = 1lasl 2+ 1 1= 3= v(d),

v(vg) = 2;v(v7) = las2 2+ 1 1=5= v(n),

v(vg) = O;v(vg) = O;v(vyo) = 0as0 2 2+0 2+0 1= 0= v(9),
V(vi1) = O;v(vip) = 2as0 3+ 2 1= 2= v(t),

V(V13) = O;v(viga) = O;v(vis) = 0as0 2 2+0 2+0 1= 0= v(9),
V(vig) = 2;v(vi7) = las2 2+ 0 1= 4= v(q),

v(vig) = 0as0 1= 0= v(a),

V(Vig) = Lv(v) = 1lasl 2+ 1 1= 3= v(s), and

V(Vo1) = Lv(vep) = 0asl 2+ 0 1= 2= v(c).

Figure 7.8 shaws the impact of an error. If Wendy tries to destroy the
secret, by changing elemen sy from sto r and elemen s3 from r to o, we
could still recover the secret.

The error propagatesthrough all the levelsof coding, until it is corrected.
Sincev(s:) is 2, instead of 3, v(v3) getsO, instead of 1. This propagatesdown
to the block-level (sincethis elemen happensto be handled by Method I11),
where the repetition code would expect w(s?) = O;w(s?) = O;w(s?) = 0.
The decader now nds the valuesw(s?) = 10,w(s2) = 0;w(s?) = 0 instead.
Since0 was transmitted correctly twice, w(s) = 10is more likely to be the
elemert which is in error, sothe decader can assumew(s$) = 0.

Similarly, the error at word-choice s3 changesv(vg) from 2to 1 and prop-
agatesonly down to the unit-level (sincethis elemen happensto be handled
by Method 1) where the repetition code would expect v(vg) = 2;v(vi2) =
2;V(vig) = 2. The decader now nds the valuesv(vg) = 1;v(vi2) = 2;V(Vig) =
2 instead. Since?2 was transmitted correctly twice, v(vg) = 1 is more likely
to bethe unit which isin error, sothe decader canassumev(vg) = 2, thereby
correcting the error and successfullydefending against Wendy's attack.



Chapter 8

Towards Coding In Lexical
Am biguit y

8.1 Two Instances of Am biguit y

Basically, a lexical steganograply system deals with two kinds of sense-
ambiguity. We will refer to the sense-arhiguity an encader is confronted
with when deciding which synsetthe replacemets of a speci ¢ word should
be chosenfrom as forward ambiguity, and the sense-arhiguity a decaer is
confronted with, when deciding which synset a replacemen was originally
chosenfrom as backwaid ambiguity.

Let W be the set of words and S be the set of synsetsin a lexicon. We
require that W is erumerableand S 2V is a set of synsetswith words
from W. In accordancewith chapter 3, we usea function L : W 7! 25 to
denote the lexical evidenceL (w) of a word w, which is nothing but the set
of synsetsthat corntain w. We use a function C: W 7! C to denote the
contextual evidenceC(w) of an occurenceof w in a text under investigation.
We can think of C! asa set of contexts, but we will not be concernedwith
the actual data-structure, sinceit dependson the model employed by the
actual disambiguation system. The disambiguation systemwill herein be a
function dis: 25 C 7! S, sothat s, = dis(L(0); C(0)) and r 2 s, implies
that r is a correct replacemen for o in the speci c context C(0).

A text in which a secretis to be embedded could, for example, con-
tain the word o = move When the encaler looks up the lemma move
in its dictionary, it will nd three synsets: s = fmove,run, gog, s; =
f move,impress,strikeg, and s, = f move,motion, movement;. These make
up the lexical evidencel (0) = fsg;s1;S20. Sincethere are se\eral alterna-
tives from which to choose, we call L(0) forward-ambiguous. The disam-
biguator would be neededto decideupon the correct synsetfrom which the

!Note that we previously denoted by C the set of covers. We can safely rede ne it for
this chapter, since there will be no instance where these might be confused
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() \F orward ambiguit y" (b) \Bac kward ambiguit y"

Figure 8.1: Two kinds of ambiguity involved in the replacemen of moveby
run.

replacemens can be chosen. If it choosessy from L (0), we can replacethe
original word o = moveby a word from sy determined for coding-purposes,
for exampler = run.

When decaing the secret again, the decader would look up run in
its dictionary, and will nd sewral synsets: s = fmove,run, gog, S3 =
frun, go, workg, s4 = frun, testg, which make up the lexical evidenceL (r) =
fsg;s3;840. Sincethere are sewral alternativ es, from which to choose, we
call L(r) backward-ambiguous. At this point, the decaler would have to
employ a disambiguator to decideupon the sensethe given replacemen was
originally chosenfrom. If it choosessy from L(r), we can interpret r asa
replacemen from sgp, therefore correctly decading the data again. Howeer,
we have to be aware of the fact that the disambiguator might just as well
choosea di erent sensea problem we will deal with in the next section.

8.2 Two Typesof Replacements and Three Types
of Words

The problem of forward-ambiguity is security relevant, since an incorrect
identi cation of the replacemerts will produce unnatural text. Badkwards-
ambiguity is relevant for the decaler, sincean incorrect identi cation of the
synsetthe replacemens were originally chosenfrom will result in incorrectly
decding the data coded by the replacemer.

If we employ an automated scheme, we cannot do much against the
consequencesf forward-ambiguity but to usea highly preciseword-sense-
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disambiguator. Howewer, we could get better results if we let a human
judge, whether the disambiguator's decisionwas correct or not. As long as
the human judgeson the transmitting and receiving endsagree,this will not
a ect the performanceof the code. The rst drawbadk of this schemeis that
this might not always be the case,and the secondoneis that it could take
many such decisions,discouragingthe useof practical systemsimplemerting
sud a scheme, becauseof the user's additional e ort.

In the presenceof badkwards-anbiguity, it is crucial not to seea word-
sense-disarbhiguator as a black box where we put in a word, and get out
an identi cation of the set containing the universally correct replacemerts.
Given the context of a lexeme C(0) and the lexical evidence about this
lexeme L (0), the disambiguator simply estimateswhich | 2 L(0) best ts
the context C(0). If wereplaceo by r, we do not changethe context, soC(0)
will always equal C(r), but we have to be aware that L(0) is not necessarily
equalto L(r), and we have to think of the consequences.

For example,the disambiguator employed in the encader deciding upon
the correct synsetto replace movefrom, might choosethe synsetalso con-
taining the word run, becauseboth motion and strike are very unlikely to
appear in the context. The problem is that, if we substitute run for move
we changethe lexical evidence. If the decader would now blindly usea dis-
ambiguator to pick the most probable synsetto replacerun from, then this
synset might well be the one containing test, instead of the one containing
move becausethe cortext might happento give suc evidence.

We canresolwe the problem of backward-ambiguity, by letting an encader
analyzethe lexicon, and decidein advancewhether a word should be chosen
for coding-purposesor not. It needsto decide for ead possibler which
could be replaced for o, whether or not this replacemen would lead to
badwards-anmbiguity. Looking only at the lexicon, this could potentially
be the casewhenewer L(r) 6 L(0), which is the reasonwhy Winstein and
Chapmanrequired their synsetsto be disjunct. Howeer, if we bring a sense-
disambiguator into the picture, areplacemet of r for o involvesproblematic
ambiguity only if the disambiguators resolving the forward- and badkward-
ambiguity disagreeabout the word-sense.Formally,

st = dis(L(0);C(0)) N r2s ™ sp=dis(L(r);C(r)) ™ st 6 sy

It might be desirable to avoid using such replacemens, so we can be
sure the decader will be able to pick the right synset. Howewer, if a human
would be able to pick the correct synsetand only a computer would pick the
wrong one, then we might even want to provoke this situation, becauseit
is an HIP, giving an arbitrator a hard time trying to automatically analyze
the text.

Let rep(o) denote the replacemetts for a word o. It can easily be deter-
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mined from the synset
rep(o) = dis(L (0); C(0)):
We can now distinguish between
type-A-replacemetts rep, (0) that can automatically be reversed,and
type-B-replacemets repg (0) that cannot.

They are given by

repa (0); if rep(o) = rep(r)

r2rep(o)) r2 repg (0); otherwise

Building upon this classi cation of replacemens we can distinguish

type-A-words o where repg (0) = ;. All words in the synseto is re-
placed from lead to type-A-replacemeits. Here we can be surethat a
replacemen of word o will always be reversible automatically.

type-B-words o where rep,(0) = ;. All words in the synseto is re-
placed from lead to type-B-replacemets. Here we can be sure that a
replacemen of word o will never be reversible automatically.

type-C-words o where rep,(0) 6 ; ”~ repg(0) 6 ;. Somewords in
the synseto is replaced from lead to type-A-replacemers, somelead
to type-B-replacemets. Herethe questionwhether a replacemen will
be reversible dependson the actual replacemet which is made.

8.3 Variants of Replacemen t-Co ding

We can basically think of three di erent scenariosfor using these replace-
ments in a coding strategy:

Coding for fully automated extraction  restricts usto usingonly type-
A-words for coding purposes.Here we can be surethat it will be possibleto
extract all of the data again, automatically, both for the receiver and for the
arbitrator. Sincethe type-A-replacemeis have the property that rep(o) =
rep(a) it will still be possibleto automatically identify the synsetthat was
originally usedfor coding the secret, after carrying out replacemets.
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Coding for extraction by humans restricts us to using only type-B-
words for coding purposes. Here we can be sure that no data can be ex-
tracted without human intervertion, neither by the receiwer, nor by the ar-
bitrator. Sincetype-B-replacemets have the property that rep(o) 6 rep(b)
it will not even be possibleto automatically identify the words that were
usedfor coding the secretany more. The userwould have to manually dis-
ambiguate all words, sothe decaler knows which words are relevant. It can
do so by cheding the judgemert of the user, against the automatic judge-
ment of the word-sense-disarhiguator. All words, where the two disagree
are then known to hold the secret.

Coding for maximal capacity This is avariant of the above stheme,in
which we useall words. Here the userwill have to manually disanmbiguate
all words, but an arbitrator will be able to recover parts of the secretauto-
matically. Howewer, sincesomewords will resolwe to the wrong synsets,and
somewill not, the arbitrator will not be ableto distinguish betweencorrectly
and incorrectly decaded data. It will therefore be possiblefor the arbitrator
to extract parts of the secret, but it will not easily be possibleto identify
it, in terms of distinguishing the correctly decaled type-A-words that hold
data from the secretfrom the noise due to the type-B- and type-C-words
that are incorrectly decaled.

Distinguishing two codings in one document The above schemehas
the sewre disadvantage that we have no cortrol over the parts of the se-
cret that can be extracted automatically and those that cannot. It might
therefore be desirableto distinguish betweentwo data-blocks codedinto one
text-documert. One could be made up of the type-A- and type-C-words to
encade data we can allow to be extracted automatically (a cryptogram, for
instance), and we can usetype-B-words to encade data we cannot allow to
be extracted automatically (for example, parts of a key necessaryto decrypt
the cryptogram in the other part of the documert).



Chapter 9

Conclusions

In this report, it was shavn that natural languagesteganograply is a very
promising approad, and that, unfortunately, the topic has received only
little attention in the past.

Relevant badkground from steganograply was systematically presened,
by rst presering the information theoretic characterization of steganogra-
phy, relying on meaninglesssymbolic blackboxes exchanged by senderand
receiver and then moving on to the ontologic demand for models, relating
thesesymbols to eadh other, in sud a way that we can interpret them and
tell whether they are innocuous or suspicious, from the point of view of
a model that accouris for their semariics. Usually the interpretation of
covers we want to hide secretsin is ultimately carried out by intelligent
humans. Unfortunately models for the essetially cognitive ability to ulti-
mately understand the content of datagrams are di cult, if not impossible
to construct. This is where we were confronted with the limits of what we
can expect a computer to do, but it was showvn how to useeven theselimits
to improve steganographicsecurity by exploiting them as human interactive
proofs.

It wasdemonstratedthat it is crucial for the succesof systemsbasedon
replacemen of dictionary-words to rely upon sophisticated models of lexi-
cal semartics, as investigated in computational linguistics. The ambiguity
inherent to a word and to the corntext a word is usedin was presened asthe
linguistic phenomenonwe are seekingto exploit when we expect to encale
data by substituting words. Computational modelsof theseambiguities have
beendriven by researd in word-sensedisambiguation, and are now a well
understood topic. The state-of-the-art in this eld wassummarized. Moving
away from purely synonymy-basedideasof substitutabilit y, other lexical re-
lations found in state-of-the-art computer-readabledictionaries were shawvn,
and current measuresthat quartify the degreeto which two words can be
consideredsubstitutable, basedon lexical evidence,were described.

The ideasand approadesbehind current prototypesfor natural language
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steganograply were described, systematizing them by the kind of linguistic

modelsthey employ. A distinction was made betweenapproacesthat mea-
surethe degreeof distortion imposedby the embedding of a hidden message
by meansof symbolic, syntactic, and semaric models of language. It was
shown that all of these approateshave onetheme in common: manipulat-

ing a sequenceof symbols in such a way that it can be reinterpreted by a

function to reconstruct a secretmessageleaving the usual interpretation of

this sequenceof symbols intact. The critical distinction of symbolic, syn-

tactic and semaric approacesto natural languagesteganograply is then

simply the model that accouns for this \common interpretation". Lexical

approacheswere demonstratedto accoun for symbolic models, context-free

grammars to account for syntactic models, and ontologic analysis of deep-
structure to accourt for semaric models. These linguistic models were
related to the steganographicbadground, by pointing out the value of all

the symbols originating from either level of linguistic analysis as relevant

\clues" to a steganalysttrying to detect hidden communication.

Moving on from the ideasand approacesbehind current prototypesto
their actual designand implementation, special issuesthat were addressed
in thesesystemswere preserted in detail. Winstein's approad of the word-
choice hashwas described, which allows a human author to in uence word-
choicecon gurations madeby a stegosystem.Chapman'sapproac to model
natural languagevia style-templates was presened as well as Wayner's ap-
proach to context-free mimicry, using Hu man-trees to guide the selection
of context-free productions from a grammar that characterizesinnocuous
covers. The useof ANLs was preseried to provide for the semartic side of
the \linguistic equation" as stated by Atallah et al.

A summary was then given about the lessonslearned from theoretical
and practical issuesinvestigated so far, and objectives for the design and
analysis of natural language stegosystemswere proposed. Based on these
objectives, the current prototypes were evaluated, and future researt di-
rections were pointed out.

Although current systemsfor lexical steganograply allow encading data
into natural languagetext, none of these coding-techniques was designed
with theoretically strong security and robustnessin mind. It was shown
that these problems are not quite trivial, for example, due to limitations
in the applicability of current techniques for error-correcting coding. A
blocking-scheme was shown that allows us to overcome these limitations,
making the schemerobust. The use of one-way-functions in this blocking-
schemewas described, to addressthe issueof security. Although no strong
formal claims could be made, it wasshown by examplethat the schemedoes
indeed provide for somedegreeof robustnessand security.

Although current systemsare already using lexical replacemen for cod-
ing text, none of thesereplacemert-strategies hasbeenthoroughly analyzed
from a linguistic point of view. The problem of word-senseambiguity was
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investigatedfor the rst time in this context. The two manifestations of this
ambiguity in a coding scheme,forward- and badkward-ambiguity, wereiden-
tied. Basedon these phenomenathe use of lexical ambiguity was showvn
for constructing coding schemeswith di erent interesting properties. One
coding scheme outlined allows encading data by carrying out lexical re-
placemens and automatically decaling the data again. Due to the use of
sense-disarhiguators, these lexical replacemeits are much more adequate
than any of those carried out by current systems. Another coding scheme
outlined allows encading data in sudh a way that no computer will be able to
extract the data again, confronting large-scaledetection of hidden commu-
nication with a seriouspractical obstacle. Somehybrid schemes,conbining
the two, were shown as well.

Summing it all up, one can sa that, although we are nowhere near the
goal of constructing provably secureand robust natural languagesteganog-
raphy systemstoday, this report might have shed somelight on the road
that could lead us there.



Chapter 10

Evaluation & Future
Directions

In this report many relevant issueswere preseried, from a technical point
of view. Howewer, little has beendone to motivate these studies. A more
detailed investigation of applications, and a comparisonwith current tech-
niquesin steganograply would have beeninteresting. For example, a thor-
ough ewaluation of the advantages natural language-basedtechniques can
0 er over image-basedtechniques could have o ered valuable insights.

An important contribution of this project to natural language stega-
nography is the linguistic sophistication of the model for word-substitution
put forward. The lexical modelsemployedin current substitution-based sys-
tems were often criticised and their inadequate behavior usually described
with respectto languagetheory. Thesephenomenacould have beendemon-
strated by example, shaving texts and inadequate replacemets carried out
by current stegosystems. A more detailed analysis of how common these
critical situations really are in typical text could have given clues for the
construction of such systems,to decide whether the additional complexity
introduced by statistical word-sensedisambiguation is worth the e ort.

Other linguistic models have been studied, in addition to the lexical
ones,and put in relation to ead other, and to their usefor steganographic
purposes. The steganographicaspects were then covered by information-
theoretic models. Howewer, little has beendone to justify this choice. It
might have beenfruitful to presen other characterizations of steganograply
and to comparetheir suitability to natural languagesteganograply.

A certral part of the problem motivating this report wasthat there are no
modelsformalizing the designand analysisof natural languagestegosystems.
Although the presen report somewhatimprovesthe situation, by providing
a systematic investigation of the topic, there is still no system to build
upon for making formal claims about security or robustnessin the natural
languagescenario. A more formal, perhapsaxiomatic, treatment of the ideas
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and conceptsthat were usedherein to evaluate current stegosystemscould
have done much to improve this situation.

Two approadceswere preserted herein, that are of signi cantly innova-
tive nature. Unfortunately, both of them had to be preseried in this report
as position statemerts.

The rst onewasthe secureand robust coding scheme. At the beginning
of the project, a detailed formal analysis of the security and robustness
this stcheme can o er was anticipated. After dedicating much time to this
analysis, it turned out to betoo complexa topic for the scope of this project
and time did not permit further investigation, for example carrying out a
proof-of-conceptimplemertation.

The secondinnovative cortribution wasthe lexically more adequatecod-
ing technique. We kept emphasizingthe importance of evaluating the prop-
erty of steganogramsto appear innocuousto humans empirically. A proof-
of-conceptimplementation could provide important insights, and, most im-
portantly, could be usedto carry out such an empirical investigation.

Discussion & Remarks to Academic Evaluators Looking badk on
the project, | beliewe that | can be satis ed with its overall outcomesespe-
cially in the light of the usual scope of an undergraduate nal-y ear project.
The amourt of work that went into this report was about twice as much as
what is expected, consideringthe time- and word-court- criteria givenin the
project-guidelines. | did my bestto maintain consistert quality of presen-
tation, throughout this report, and a high level of commitment throughout
the project. In particular, | tried very hard to put forward innovative mate-
rial, and to preser things in a new way. This is why | invested much time
and e ort to original researt, directed towards a more formal treatment
and the proof-of-conceptimplementation | had anticipated in the original
project proposal. Howevwer, in the courseof this researt, | realized that a
theoretical investigation had much more to o er, at the time being, which
is alsothe reasonwhy the project changedits facefrom a software engineer-
ing and systemsreseart topic, to the theoretical investigation preserted
throughout this report. 1 am corvinced that this decisionwas correct, since
the methods usedfor the presen analysis are much more suitable than the
onesarnticipated. A prototype would, due to the limited time-scope of this
project, probably have required making many overly simplistic assumptions
and using highly limited models. This would clearly not have lead to any
cortribution to the state of the art worth the e ort.

If there is one thing that | can say for certain about this project, then
that it wasboth demandingand rewarding. Deciding to dedicate signi cant
time to original researt, although this is not expectedof an undergraduate,
was very demanding becauseit was much work and required me to do a lot
of badkground reading, which turned out to be rewarding becausel discov-



ered many exciting areasof researt | would not otherwise have thought |
could be interestedin. Handing in a contribution to the 7th Information Se-
curity Conferencecoauthoredby my supervisor wasvery demanding, sincel
had never cortributed to an academicconferencebefore, but, although the
acceptancedecision has not yet beenmade, it already proved to be highly
rewarding, becausel learned so much about technical writing, and the way
academiaworks.

Most importantly, howewer, | hope that the impact of this project does
not remain limited to the learning outcomel could claim to have gained for
myself, but will turn out to be an important cortribution to the state of the
art in natural languagesteganograply.
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