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Abstract

Steganographicsystemsprovide a securemedium to covertly transmit
information in the presenceof an arbitrator. In linguistic steganogra-
phy, in particular, machine-readabledata is to be encaledto innocuous
natural languagetext, thereby providing security againstany arbitra-
tor tolerating natural languageas a comnunication medium.

So far, there has been no systematic literature available on this
topic, a gap the presen report attempts to Il. This report presers
necessarypadkground information from steganograplg and from natu-
ral languageprocessing.A detailed descriptionis given of the systems
built so far. The ideas and approadesthey are basedon are sys-
tematically presenied. Objectivesfor the functionality of natural lan-
guagestegosystemsare proposedand design considerationsfor their
construction and evaluation are given. Basedon these principles cur-
rent systemsare comparedand evaluated.

A coding sthemethat providesfor somedegreeof security and ro-
bustnesss descriked and approadestowards generatingsteganograms
that are more adequate,from a linguistic point of view, than any of
the systemsbuilt sofar, are outlined.

Keyw ords: natural language,linguistic, lexical, steganograply.






Ac knowledgemen ts

StefanKatzenbeisseris, of course,the rst personl owe specialthanks
to. | feelvery lucky that, despitethe formal hassleof acting for the
rst time asan external supervisor at the UDA, and despite his busy
schedule,he decidedto give a strangerfrom Leondingand his odd ideas
on natural languageand steganograply a chance. He has dedicated
an irreplaceableamourt of work and time, helping me to cultivate
theseideasand to put them down in a written form. Without his
commitmert the project would newer have beenpossiblein this way.

In addition, | would like to thank Manfred Mauerkirchner, the
UDA, and the University of Derby for o ering the ambitious program
of study that allowed me to e ciently cortinue my HTL-education,
taking it onto an academiclevel. Our Final Year Project Coordinator
Helmut Hofer has beena very cooperative partner when it cameto
formal and administrative issues.

Furthermore, | would like to thank Gerhard Hefer for supervising
the project on computational linguistics | carried out last year, and for
many interesting discussion®n arti cial intelligenceand its philosoph-
ical background. | would like to thank the faculty at HTL-Leonding
and UDA, especially Peter Huemer, Gunther Oberaigner,and Ulrich
Bodenhoferfor the in uence they have had on my picture of computer
science.

| would like to thank the JohannesKepler Universitat Linz, the

Vil



Tednisthe Universitat Wien, the Tednische Universitat Menchen, the
ACM and the IEEE, whoselibraries and digital collectionswere im-
portant resourcedor this project.

Last, but not least, | would like to thank my parerts who have sup-
ported me and my work in ewery thinkable way, especially my mother,
Dorothea Bergmair, for proofreadingmany drafts of the report.



cContents

1 Intro duction 11
2 Steganographic Security 17
2.1 A Framework for SecureCommunication . . . . .. .. 18
2.2 Information Theory: \A Probability Saysit AllL" . .. 24
2.3 Ontology: \W e needModels!" . . . ... ........ 30
2.4 Al: \What if there areno Models?" . . . . .. ... .. 33
3 Lexical Language Pro cessing 37
3.1 Ambiguity of Words . . ... ... ... .. ...... 39
3.2 Ambiguity of Context . . . . ... ... ... ...... 41
3.3 A CommonApproach to Disambiguation . . . . .. .. 42
3.4 The State of the Art in Disambiguation. . . . . .. .. 45
3.5 Semaric Relationsin the Lexicon. . .. .. .. .. .. 48
3.6 Semaric Distancein the Lexicon . . .. ... ... .. 51
4 Approac hes to Linguistic Steganograph y 55

4.1 Words and Symbolic Equivalence: Lexical Steganograply 56
4.2 Senencesand Syntactic Equivalence:Context-FreeMimicry 63

4.3 Meaningsand Sematic Equivalence: The Ontological
Approadh . . . . ... e 67



9

Systems For Natural Language Steganograph 'y 73
51 Winstein . . . .. ... . ... 74
52 Chapman . ... .. ... .. .. . ... . ... 81
53 Wayner . . ... . ... .. 85
5.4 Atallah, Raskinetal. . . . ... ... .......... 86
Lessons Learned 93
6.1 Objectivesfor Natural LanguageStegosystems . . . . 93
6.2 Comparisonand Evaluation of Current Systems . . . . 99
6.3 Possiblelmprovemerns and Future Directions . . . . . 101

Towards Secure and Robust Mixed-Radix Replacemen t-

Coding 105
7.1 Blocking Choice-Con gurations . . . . . ... ... .. 105
7.2 SomeElemerts of a Coding Scheme. . . . . .. .. .. 110
7.3 An Exemplaric Coding Scheme . . . . ... ... ... 116
Towards Coding in Lexical Am biguit y 125
8.1 Two Instancesof Ambiguity . . . .. .. .. ... ... 125
8.2 Two Typesof Replacemets and Three Typesof Words 127
8.3 Variants of ReplacemettCoding . . . . . . . . .. ... 130
Conclusions 133

10 Evaluation & Future Directions 137



List of Figures

Unilateral frequencydistribution of a ciphertext . . . .
Ciphertext . . . . . . .. ... ... . ... ...
Unilateral frequencydistribution of English plaintext. .
Two similar patterns. . . . . . .. ... ... ... ...
Cleartext. . . . . . . . . . ... . .
A code for a homophoniccipher.. . . . . ... .. ...
Homophonicciphertext with code . . . . . .. .. ...
Homophonicciphertext . . . . . . .. .. ... .....

0o ~NOo ok WN PR

2.1 Framework for cryptographic comnunication . . . . . .
2.2 Framework for steganographiccomnunication. . . . . .
2.3 Two kinds of weak cryptosystems.. . . . .. .. .. ..
2.4 Partsofastegosystem. .. ... ............
2.5 Mimicry asthe inverseof compression.. . . . . . . ..
2.6 A perfectstegosystem.. . . .. .. ... ... .....
2.7 A tough questionfor acomputer. . . .. ... ... ..

3.1 Ambiguity in the matrix-represenation. . . .. .. ..
3.2 Ambiguity illustrated by VENN-diagrams. . . . . . ..
3.3 Resultsofsenseval-2 . . ... .............
3.4 VENN-diagram for the levels of abstraction for guitar. .
3.5 A sampleof WordNet's hyponymy-structure. . . . . . .

4.1 A Hu man-tree of wordsin asynset. . . .. .. .. ..

Xi

00 NO Ol WDNNDN



4.2
4.3
4.4

5.1
5.2
5.3
5.4
5.5
5.6
5.7
5.8
5.9

6.1
6.2

7.1
7.2
7.3
7.4
7.5
7.6
7.7
7.8

8.1

An examplefor relative ertropy. . . . . . . . ... ... 62

A context-freegrammar . . . .. ... ... ... ... 66
A systemicgrammar . . . . ... ... 69
A text-sampleof Winstein's system . . . . . . ... .. 75
Encading a secretby Winstein's scheme. . . . . . . .. 76
The word-choicehash. . . . . ... ... ........ 78
An exampleof coincidingword-choices . . . . . . . .. 79
A NICETEXT dictionary . .. ... ... ....... 83
A text-sample of Chapman'ssystem. . . . . . ... .. 84
A text-sample of Wayner'ssystem. . . . ... .. ... 85
A text-sample of Atallah's system. . . . .. ... ... 87
ANL treesasproducedby Atallah's system. . . . . .. 88
Comparisonof sdhemes. . . . . .. .. ... ... ... 98
Disjunct synsets. . . . . . .. . ... ... ... ..., 98
How word-choicesare assignedto blocks. . . . . . . .. 107
Blocking by Method 1. . . . . . ... ... .. ..... 109
Blocking by Method Il . . . . . ... ... ... .... 110
Splitting word-choicesinto atomic units. . . . . . . .. 111
AssigningBlocking-Methods to elemetts. . . . . . . .. 114
An exemplariccoding-sdheme. . . . . ... ... L 115
Encodingasecret. . . ... .. ... ... ... ... 119
Decdding the secretagain . . . .. ... ........ 120

Two kinds of ambiguity. . . . . . ... ... ... ... 126



Dear Diary ,

Jan-07: Eve's Diary
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Figure 1: Unilateral frequencydistribution for the ciphertext.

TB XP JGFX

AMPCP TCP JGF XG IGFXGR

AMPCP TCP AMLGNR XP JGFX XP JGF X

XP TIRF JGFX

AMPCP TCP S GFX& 2aI GFXAB

AMTALR AF BTV

XP IGEX AMPCP TCP BFHP AMLGRR

XP RF GFA JeFX

S2ZA AMPCP TCP TIBF 26J6F X6 Z6IGFXGR
AMP FGPB XP QFG A JGFX XP QFG A JGFX

Figure 2: The ciphertext that is to be broken.
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Figure 3: Unilateral frequencydistribution of English plaintext.
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Figure 4: Two similar patterns.

Jan-11: Alice's Diary
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THERE ARE ENOWN KO WS

THERE ARE THINGS WE INIOW WE KNIOW.

WE ALSO KNIOW

THERE ARE ENO WN UNENOWW S,

THAT IS TO SAY

WE KNIOW THERE ARE SOME THINGS

WE PONOT KNOW.

RUT THERE ARE AL SO ONKNOWN UNENDOWNIS.
THE ONES WE DON'T KNOW WE D ON'T KNOW,

Donald H. Rumsfeld
Feb. 12, 2002, Department of Defensenewsbrie ng

Figure 5: The cleartext.
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A S w E K N [e] w T H E R E A R
469 156 647 937 498 016 514 365 204 551 921 772 345 458 289

E K N O W N K N O W N S T H E
315 989 974 800 033 052 158 920 436 373 359 516 170 360 755

R E A R E T H | N G S W E K N
313 095 082 531 248 738 298 186 618 302 434 628 199 479 968

o w W E K N [¢] W W E A L S o K
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N o w T H E R E A R E K N o W
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N u N K N (e} W N S T H A T | S
173 975 569 474 119 093 530 740 083 634 355 511 796 408 693

T o S A Y W E K N o w T H E R
929 941 912 857 529 187 092 243 843 003 833 075 370 364 837
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Figure 7: The sameciphertext, encaled with the homophoniccode.
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Figure 8: The pure ciphertext.
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Chapter 1
In tro duction

\Ev eryone hasthe right to freedomof opinion and expres-
sion; this right includesfreedomto hold opinions without
interferenceand to seek,receive and impart information
and ideasthrough any mediaand regardlessof frontiers."

United Nations
Universal Declaration of Human Rights

Tednologiesfor information and comnunication security have of-
ten brought forth powerful toolsto make this vision cometrue, despite
many di erent kinds of adversecircumstances.The mosturgert threat
to security that hasbeenaddressedsofar is probably the exploitation
of sensitive data by interceptorsof messagesa situation studied in the
context of cryptography. Cryptograms protect their message-cdant
from unauthorized accessput they are vulnerable to detection. This
is not a problem, aslong ascryptography is perceived at a broad basis,
as a legitimate way of protecting one'ssecurity, but it is, if it is seen
asa tool usefulprimarily to a potential terrorist, volksfeind,enemyof
the revolution, or whatever term the historical cortext seemgo prefer.

11



12 CHAPTER 1. INTRODUCTION

Throughout history, wheneer the political climate got di cult,
we could often obsene intentions to limit the individual's freedom
of opinion and expression. What is new to the times we are living
in, is that we now rely heavily upon electronic media and automated
systemsto distribute, and to gather information for us. The fact that
thesemediado not, by design,rule out the possibility of certral cortrol
and monitoring is dangerousin itself. Howewer, the fact that we can
now watch the necessaryinfrastructures being built should be highly
alarming.

This is why | beliewe that today it is more important than ewer
beforethat we start asking oursehesabout the consequencesf these
infrastructures being cortrolled by what we will often refer to as an
arbitrator in this report. The connotationsof this English stemalready
de ne the setup we are thinking about very well. In German we use
words like willkurlich, tyrannisch, eigennachtig, and launenhaft for
arbitrary, which could roughly translate bad to desptic, tyrannical,
high-hande, and moody.

Clearly, it is highly desirableto protect Alice's and Bob's freedom
to comnunicate securelyin the presenceof Wendy the warden, an
individual who cortrols the usedcomnunication channelsand seekgo
detectand penalizeunwanted commnunication, a well-understaod setup
in information-security studied in the cortext of steganograph.

Whether we write books, articles, websites,emails,or post-it notes,
whether we talk to ead other over the telephone,over radio or simply
over the fencethat separatesour next-door-neighbour's garden from
our own, our commnunication will always adhereto one and the same
protocol: natural language. So, when we talk about information and
commnunication security, we should be well aware that we encale most
of the information that makesup our scciety in natural language.The
security of steganogramarisesfrom the di cult y of detectingthem in
largeamourts of data. Therefore,it seemgeasonabldo study natural
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languagein the cortext of steganograply, asa very promising haystadk
to hide a needlein.

Today, the best-knovn steganograply systemsuseimagesto hide
their data in. The most simplistic technique is LSB-substitution. We
can think of digital imageswith 24 bits of color-depth as using three
bytes to code the color of eat pixel, one for the strength of eat a
red, agreen,and a blue light-sourceproducing the color under additive
syrthesis. If we randomly togglethe leastsigni cant bit (LSB) of eat
of thesebytes, it will resultin the respective color of the pixel deviating
in ﬁ units of light-strength. By substituting these LSBs by bits of
a secretmessagejnstead of randomly toggling them, we can in fact
encale a secretinto the image, and if we do not expect humansto be
ableto tell the di erence betweenthe original color of a pixel and the
color of the samepixel, after we have madeit oneof 256degreesnore,
s&, reddish, we have in fact hidden a secret.

From linguistics we know that natural languagehassimilar features.
For example,is there a signi cant di erence between Yesterds | had
my guitar repairedand | had my guitar repairedyesterdg? Is there a
signi cant di erence between This is truly striking! and This is truly
awvesome? We can think of many transformations that do not change
much about the semattic cortent of natural languagetext. In this
report, our attention will be dewted to using sud transformations for
hiding secrets.

While automatic analysisof imagessert over electronic channelsis
already di cult, it is an undertaking that still seemdeasible. Natural
languagetext, howeer, is soomnipresen in today's scciety that arbi-
trators will hardly ever be ableto e cien tly cope with thesemassesf
data, usually not even available in electronic form.

If we already had the kind of technology we envision, it would be
possibleto encale a secretPDF- le into a natural languagetext. It
would be possibleto distribute it, by having the resulting text printed,
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sa, onto a t-shirt and showving the text around on the streetsand it
would be possiblefor legitimate receiwversto erter the text into a com-
puter and reconstructthe le again. Most importantly, it would not
be possiblefor any arbitrator to prove that there is anything unusual
about the text on that t-shirt.

Clearly this vision outlines a long way we will have to go, but we
will necessarilyhave to build upon two disciplines:

Steganograply (also known as\information hiding", and closely
related to \w atermarking") is the art and scienceof covert com-
munication, i.e. the study of making sensibledata appear harm-
less. Good introductions to the topic are given by Katzenbeisser
& Petitcolas (2000) and by Wayner (2002a).

The elds of computational linguistics and natural languagepro-
cessingdeal with automatic processingof natural language.The
book by Jurafsky & Martin (2000) sernesasa good point of ref-
erence.

Combining thesetwo disciplinesis not a commonthing to do, so
all the necessanpadground, asfar asit is relevant to the understand-
ing of the issuesdiscussedn this report, will be introducedin chap-
ters 2 and 3 for readerswith traditional computer sciencebadkground.
As far as steganograply is concerned,we will rely on information-
theoretic models. As far as natural languageprocessingis concerned,
we will mainly dealwith lIexical models. Although other investigations
of the topic, for example, basedon complexity-theoretic approathes
to steganograply, or strictly grammatical models of natural language,
like uni cation grammars, would surely be very interesting, we con-
certrated on theseapproades,sincethey are well understood and, for
a number of reasonswe will discussin chapter 6, most promising to
lead to practical systemsin the near future.
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Unfortunately, the topic of natural languagesteganograply hasnot
beenextensiwely studied in the past. One signi cant theoretical result
hasbeenadieved, and a small number of prototypeshave beenbuilt,
ead following another generalapproad. Currently there is no formal
framework for the designand analysisof sud systems.No systematic
literature covering relevant aspectsofthe eld hasbeenavailable,agap
we will try to Il with this report. In chapter 5, we will investigatethe
few systemsbuilt sofar, and chapter 4 will try to systematizethe ideas
behind theseimplemertations. A number of issuesthat are of certral
importancefor building secureand robust steganograply systemsin a
natural languagedomain have never beenaddressedefore. Chapters7
and 8 will idertify someof theseproblemsand will presen approates
towards overcomingthem.

Natural languagealsoo ers itself to analysisin the cortext of an-
other topic, fairly newto computersecurity. Human Interactive Proofs
(von Ahn et al. n.d., 2003,von Ahn et al. 2004), or HIPs for short,
dealwith the distinction of computersand humansin a communication
system,and the applications of sud distinctions for security purposes.
HIPs have beenrecognizedas e ective medanismsto courter abuse
of web-services,spam and worms, denial-of-service-and dictionary-
attacks. Throughout this report, we will often nd oursehes con-
fronted with major gapsbetweenthe ability of computersand humans
to understandnatural language.We will analyzethesewith respect to
their value to function as HIPs, making it dicult for arbitrators to
automatically processsteganograms.This hasalreadyleadto the con-
struction of an HIP relying on natural languageasa medium (Bergmair
& Katzenbeisser2004). It provides a promising approad towards an
often cited open problem.

Basedon sud considerations,we will discussmany properties of
natural languagethat are highly advantageousfrom a steganographic
point of view. For example, using natural language,it is possibleto
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encale data in sud a way that it can only be extracted by humans,
but not by machines. This provides for a signi cant security bene t,
sinceit is a considerablepractical obstaclefor large-scaleattempts to
detect hidden communication.

Summingit all up, we can s& that steganograply is a highly ex-
citing eld to be working in at the momen, investigating interesting
technologieswith rewarding applications already in sight, and natural
languageis a particularly promising medium to study in the cortext
of steganograph.



Chapter 2
Steganographic Securit y

Cryptography is sometimesreferred to as the art and scienceof se-
cure communication. Usually this is adiieved by relying on the secu-
rity of someother commnunication system,a systemthat takescare of
distributing a key, which is a piece of information that makes some
communication-endpoints \more privileged" than others. Basedon
sud a setup, communication channelsnot assumedto be secure(e.qg.
a channelwherewe cannot disregardthe possibility of an eavesdropper
intercepting the messagesare secured,by making them dependert on
communication channelswe can safelyassumeto be secure(e.g. a key
distribution systemwe can trust).

It is important for cryptographersto bearin mind that ewery piece
of information not explicitly de ned as a key is available to every-
body. Kerckhos' principle (Kerckho s 1883) statesthat the crypto-
logic methods usedshould be assumedcommonwisdom.

One approad to security is to represen information in sud a way
that the resulting datagram will be easily interpretable by privileged
endpoints, i.e. onesthat have the right key, while interpretation of the
samedata by non-privilegedendpoints posesa seriousproblem, usually
incorporating vast computational e ort. Systemsimplemerting sud

17



18 CHAPTER 2. STEGANOGRAPHIC SECURITY

security are called cryptosystems The study of how thesesystemscan
be constructedis referredto ascryptography, while the study of solving
the interpretation-problems posedby cryptosystemsis referredto as
cryptanalysis

Another approad to securily takesinto accourt the awarenessof
the very existenceof a datagram, asopposedto the ability of interpret-
ing a given datagram. Here information is represeted in sud a way
that the resulting datagram will be known to cortain secretinforma-
tion only by privileged endpoints (i.e. onesthat have beentold where
to expect hiddeninformation), while testing whether a given datagram
doesor doesnot cortain secretinformation posesa seriousproblem for
non-privilegedendpoints. Analogously systemsimplemerting sud se-
curity are called stegosystemsthe study of their construction is called
stegangraphy and the study of testing whether or whether not a given
datagram cortains a secretmessages called steganalysis

2.1 A Framew ork for Secure Comm unication

The purely cryptographic scenariois depicted in Figure 2.1. Alice
wants to senda messagé&o Bob, and shewants to do sovia aninsecure
channel,i.e. a channel Eve the earesdropper hasaccesgo. Onehasto
assumethat whatewer Alice submits over this channelwill be received
by Bob and will also be intercepted by Eve. Alice and Bob want to
make sure that Bob will be able to interpret the messageand Eve
will not. Therefore, they rely on a trusted key-distribution facility,
that will equip both Alice and Bob, but not Eve, with random pieces
of information { keys. Using the key and the messagehat is to be
transmitted, Alice computesa cryptogram, sheencrypts the message.
The properties of the cryptogram make sure that, after transmitting
it over the channel, there will be a simple way for Bob to decrypt the
messageagain(using the key). Howeer, there will not be a simpleway
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Eve

| | breaking

Alice Bob

encryption decryption
l:li untrusted

‘ trusted key-distribution facility ‘

Figure 2.1: The cryptographic scenario. Information is \lo cked inside
a safe".
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Wendy
contains
hidden
information?
f
— y/n
— | breaking
Alice Bob
message stego-object stego-object messag

embedding extraction
untrusted

‘ trusted key-distribution facility ‘

1] 7

Figure 2.2: The steganographicscenario. Information hasto be read
\b etweenthe lines".

for Eve to break the cryptogram, i.e. reconstruct the secretmessage,
given only the cryptogram but not the key.

The steganographicscenariois depicted in Figure 2.2. Instead of
Eve the eavesdropper, Alice's and Bob's problem is that they are now
in prison, and their messagesre arbitrated by Wendy the warden.
Alice and Bob want to dewelop an esca-plan, but Wendy must not
\see" anything but harmlesscommnunication betweentwo well-behaved
prisoners. (Simmons 1984)

Again Alice wants to submit a messagen 2 M chosenfrom the
message-sge M to Bob, and again a securekey-distribution facility
makes sure Bob has an advantage over Wendy when it comesto re-
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constructing this messageThat is, Bob and Alice know exactly which
key k in the key-s@ce K is used(they could have agreedon onebefore
imprisonmert), while Wendy only knows that k must be chosenin one
of the jKj possibleways.

Wendy has a set C, usually disjunct from M, of possiblecovers
that she knows are harmless,e.g. the set of English greetings. For
example,let

C = fHi!; Good marning!, How are you?dy
and
M = fEsca tonight!; Don't escag tonight!; Canwe escaje tonight?y:

If Alice sendsHi! to Bob, they canbe sureWendy will not suspect any
esca-plans being deweloped, but under no circumstancescan they
send Esca tonight!, since Wendy will immediately put them into a
high-security prison no one hasewer escagd from.

How can Alice and Bob exploit this commnunication system?A ba-
sic idea due to Simmons(1984) is that of a subliminal channel We
can abusea cover channel to submit information (it is not supposed
or even allowed to submit) by shifting the interpretation of the signals
sernt over the channel. Channelsoperating under sud a shifted inter-
pretation are called subliminal. A rst approad might be to usean
invertible function e: M 7! C. Then, Alice can map a messagan to
a steganogramc, using e(m) = c¢. Sincec 2 C, Wendy will not nd
it suspicious,and sincethe function is invertible, Bob will be able to
computee *(c) = m in order to reconstruct the original message.In
the simplest casethis function could be expressedy a table:

e(Esca tonight!) = Hi!
e(Don't escag tonight!) = Good marning!

e(Canwe escap tonight? = How are you?
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Here e itself would have to act as a key, sinceif Wendy knows e 1,
shecan, just like Bob, chedk whether or not e 1(c) is a messageshe
should worry about. For example, if Wendy knows that e *(Hi!) =
Esca tonight!, then shecanbreakthe stegosystenby observingwhether
thereis a correlation betweenAlice greetingBob with Hi! and attempts
to escape that night.

A secondapproadt might be to use a non-invertible function e :
M K 7! C, to encale a messageand a functiond: C K 7! M
to decale it again (for example assumingd(e(m;k); k) = m). This
approat hasthe advantagethat, following Kerckho s' principle, e and
d cansafelybe assumedoublic knowledge. At this point, onemight see
steganograply merely asa specialkind of cryptography, wherewe deal
with ordinary cryptograms, but have to usespecial represetations for
them, in particular onesthat will not arouseWendy's suspicion. This
is, of course,only feasibleif we have a preciseidea about what will
and what will not be suspiciousto Wendy In other words, we need
a model characterizing C. Howewer sud a model will usually only be
available in very restricted casesfor example,when Wendy is known
to be a computer behaving accordingto a known formal model.

A core problem of steganograply is therefore the semanic com-
ponert that erters the scenewhenwe try to formalize what it means
for a steganogramto be innocuous i.e. whenwe try to determineC.
For example,steganograply systemsare often concernedwith the set
of all digital images. In this work we will be concernedwith the set
of all natural languagetexts. Of course,imageswhere random pixels
have beeninverted in color or the like give rise to the suspicionthat
someunusual digital manipulation has occurred. A serience like, Hi
Bob! Let's break out tonight!, is perfect natural language,but it will
clearly not be innocuous. In fact, steganograply systemsneedto be
somewhatmore selective about the setof possiblecovers, e.g. \the set
of all digital images,that could have originated from a digital camera"
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or \the setof all natural languagetexts that could have appearedin a
newspager'. As a result, a steganograply systemdealingwith JPEG
imagesneedsa model far more sophisticatedthan the de nition of the
JPEG- le-format and, analogously it is crucial for natural language
steganograply systemsto take semaitic aspectsinto accour.

A generaldesignprinciple for steganograply, following from these
obsenations is that we assumethat Alice only usesa subsetC® C of
covers. For example,shecould actually take a picture with her digital
camera,or shecould cut out an article from today's newspager. Then,
usingthe cover c°2 C° sheperformssomeoperatione: C° M K 7!
E called emledding, to map a messagem 2 M to a steganogram
e 2 E in the set of all possible steganogramsE, using a key k 2
K. This operation is subject to someconstraints which make up a
model for perceptualsimilarity . We assumethat there is somefunction?
simy(c® €) which can be usedto determine the perceptual distortion
betweena cover c®and a steganograme. Wendy will seee asinnocuous
aslong as simy(c® €) , i.e. aslong asc®and e dier only in some
xed amourt of distortion which cannotbe perceived by Wendy The
designgoal by which the enbedding function must be de ned is that,
given a messagen that is to be transmitted using a key k, Alice can
selecta c® from the set of covers sheactually has available C°in sud
a way that, if e(m;c%k) mapsto x, there will be a ¢ in the set of alll
covers C, which is indistinguishable by Wendy from x, in terms of the
perceptual distancesimy. Formally,

8m2M 8k2K 9c¢°2 C%°9c2 C: simy(cie(c>m;k)) : (2.1)

LCommonly similarity functions are used,wheresim : C2 7! (1 ;1], suc that
sim(x;y) = 1 for x = y and sim(x;y) < 1 for x 6 y. Throughout this paper we
will, howewer, usea function simq(c% €), and seeit asa distance, to highlight some
isomorphisms. Note that simg(c% €) is equivalent in meaning and purposeto sim,
but establishesthe reverseordering. One could think of it as1 sim(c% e).
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We adopt this approat becausea model characterizingC, i.e. a sys-
tem capableof generatinginnocuouscoversin the rst place,is often
di cult or impossibleto construct, whereasa model capturing what
deviationsfrom a giveninnocuouscover will make it suspiciousjs often
available.

Of course,there must be a way for Bob to extract the message
again. Most commonly this is doneusinga functiond: E K 7! M,
the extraction-function. Some stegosystemaeed the original cover
available for extraction. This could be viewed as a special caseof the
systemde ned sofar by letting K = K® CY i.e. thereis asetK° the
randomkeysare chosenfrom, and a key from the actual keyspaceof the
stegosystemis constructed by choosinga k®2 K ° and by choosing a
c®2 C°2 In such a systemit is necessaryto view the choiceof a cover,
as part of the key, sinceit will be signi cantly easierfor a warden
to detect hidden information, given the original cover. Thereforethe
choiceof a cover (or the cover itself) shouldin sud systemsalways be
transmitted over securechannels.

2.2 Information Theory: \A Probabilit y Says it
All."

Where do security systemsget their security from? What doesit mean
for a cryptosystemto be perfectly secure?How can a stegosystenever
be securein the sensdhat it is equallydi cult to break,than to break
a cryptosystem?How canthe \amount of security” we canexpectfrom
a security systembe measuredwhenit is not perfectly secure?

The information-theoretic idea behind a cryptosystemcould infor-
mally be stated as \ message- key = interceptible datagam". The

2This would, of course,imposean additional constraint on e, namely instead of
e:Co M K 7' E wehavee:f(c®m;(c%k9)jc®2C*m2Mrk2Kg7!E.
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(a) exploitable keys (b) exploitable messages

Figure 2.3: Two kinds of weak cryptosystems.

information theory behind cryptanalysis, on the other hand is \ inter-
ceptal datagam + eduated guessing= messagé Whene\er it takes
lesscryptanalytic guessingthan it would take to guessthe messagen
the rst place,the systemis, theoretically® exploitable. Note that the
information theoretic point of view depends heavily on probabilistic
models being available, characterizing the choice of a messageand the
choice of a key. We saw in the diary-examplewhy it is reasonableto
assumesud modelsfor simple cryptosystems.

Figure 2.3 shows two cryptosystems. MessagedM;::;;Mg and a
probability-distribution P(M;) are given. The systemdependson two
keysK 1; K, chosenwith probabilities P (K ). By deterministic process-
ing, basedonly on the messageand the key, we obtain cryptograms

key and the message.
Figure 2.3(a) shavs a very weak cryptosystem. When cryptogram

S\theoretically" in the senseof the scenariousually consideredin the commu-
nication theory of secrecysystems,as explained by Shannon(1949). One assump-
tion underlying this setting is that the \enemy" hasunlimited time and manpower
available. Today it is more common to analyze secrecysystemswith regard to
computationally bounded attackers.
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E, isintercepted,onecantell that the messagehis cryptogram origi-
nated from is most likely M, rather than M, sincethe key transform-
ing M, into E; is more likely to be chosenthan the key transforming
M, into E;. The impact of this possibleexploit is measuredby Shan-
non (1949) by the key-ejuivacation?

X A 1
H(KJE) = . P(K E)Iogip(KjE).
In the example,Eve exploited the fact that the substitution-table was
not completely random. Instead of randomly permuting the alphabet,
the alphabet had only beenshifted and reversed.

Figure 2.3(b) shavs another kind of weakness cryptosystemcould
have. In this system, all keys are equally probable but the messages
are not. If messageE; is intercepted, there is no way to tell whether
the key generating E; from M; is more or lesslikely than the key
generatingE; from M, but sinceM, is, per se,more likely than M,
M, will possibly be the solution to this cryptogram. This exploit is
guarti ed by Shannon(1949)asthe message-guivaation

. _ X A 1 .
H(MJE) = - P(M~™E) loQiP(MjE)'
In the example,Eve exploitedthe fact that Alice had encryptedEnglish-
language-text,so sheknew someprobabilities of the messageinderly-
ing the cryptogram.

Thereforethe most desirablecryptosystemis onewith keysequally
probable and with messagegqually probable. Shannon(1949) shows,
in detail, why perfectly securecryptography canonly be achieved if we
allow at least as many keys as there are messagesFor our purposes,
the intuitiv e picture shall su ce. When there are more messageghan

4Shannon usesthe term equivacation in his original paper (Shannon 1949, p.
685). Today the term conditional entropy is more common.
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there are keys, it will always be possible,by simply guessingthe keys,
to determine the messagghowever, by possibly using vast computa-
tional resources).Sinceguessingthe key amourts to lessinformation
than guessingthe messagethis is considereda weakness,from the
information theoretic point of view.

What we have consideredso far is the upper triangle (MKE) of
Figure 2.4, respectively that which is labelledR in Figure 2.6. Each arc
in the relation R in Figure 2.6 correspndsto the choice of one of six
equally probablekeys. (Keys were not labelled with their probabilities
here for the salke of clarity). From what was de ned sofar, R is a
perfect cryptosystem,if its input is uniformly distributed. As a result,
its output will be uniformly distributed aswell.

For analyzingthe impact of non-uniformly distributed messagest
might be helpful to view the input of this cryptosystemas originating
from a relation Q, which provides perfect compression.So, given that
R is a perfect cryptosystem,Q R o ers perfect secrecyif Q oers
perfect compression.

Turning bad to Figure 2.4, there is onein uence on E we have not
yet considered.A secrecysystemthat takesinto accour the in uence
from C to E, follows the basicidea of mimicry (Wayner 1992,1995).
Here C is a set of possiblecovers, in the senseof a steganograply
system,and we are given the probabilities P (C;) for innocuouscovers
to occur.

If the probabilities of our cryptosystem'soutput E, givenby P (E;),
which dependsonly on P(M;) and P(K;), aredi erent from the prob-
abilities of innocuouscovers P(C;), then a one-to-onecorrespndence
betweencryptogramsE and suspectedlyinnocuouscoversC will clearly
be exploitable, sincecovers will occur with \unnatural* probabilities.
This could be quartied by what one would be tempted to call the
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cover-gjuivaation, although this term is not commonly used:

X 1
H(CJE) = P(CME)lo —!
(CiE) =" P(C"E)log 5

Cadin (1998) goes yet a bit further and usesthe relative entropy
D(CJjjE), also called Kullback-Leibler distance, to investigate, from

a statistical point of view, a steganalyst'shypothesis-testing-problem
of trying to nd out whether or not covers have originated from a

stegosystem. For this purposewe needtwo distributions Pc(c) and

Pe (¢), where the former is the probability of a cover being produced
\naturally” and the latter is the probability of a steganogrambeing
producedfrom the stegosystem.(Both distributions are over all data-

gramsthat can be submitted over the channel,e.g. C[ E):

o X Pc(c)
D(CjiE) = e Pc(c) log Pe(0).
This measureis not a metric in the mathematical senseput it hasthe
important property that it is a nonnegative corvex function of Pc(c)
and is zeroif, and only if, the distributions are equal. The larger this
measuregets, the lesssecurity we can expect from the stegosystem.
For analyzing the impact of the cover-distribution, it is corvenien
to view the output of a perfectcryptosystem(such asR) asthe input to
arelation S providing mimicry. Giventhat R is a perfectcryptosystem,
R S will be a perfect stegosystemijf S is the inverseof perfect com-
pression,i.e. perfectmimicry. As canbe seenin Figure 2.5, mimicry is
basicallyde ned asa relation transforming a small messagepacewith
equally probable message@to a larger messagespacewith messages
distributed accordingto cover-characteristics. The exact opposite is
compressionwhich is supposedto transform large non-uniformly dis-
tributed messagespacesnto small ones.
Consideringthe parts of Figure 2.6, there is no commonly agreed
upon notion of what deseres to be called stegan@raphy. Wayner

(2.2)
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Figure 2.5: Mimicry asthe inverseof compression.
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X M E C

formalization compression encryption mimicry interpretatiol

Figure 2.6: A perfect stegosystem.

(1995)emphasizeshe importance of what we have called S asthe very
core of strong theoretical steganaraphy, while Caciin (1998) considers
R S in his information theoretic model for stegana@raphy, demon-
strating the impact of the cryptographic aspects of a stegosystem.Of

course,reversing the mimicry on a cover that has not actually origi-

nated from a stegosystenwill produce\garbage”. A basicrequiremen

isthat it shouldnot be possibleto distinguishthis \garbage" from what

comesout when reversingthe mimicry on a cover that has originated

from a stegosystem.

2.3 Ontology: \W e need Mo dels!"

Recalling the idea behind practical steganographiccovers (\images
that could have originated from a digital camera”, \natural language
texts that could have appearedas newspager-articles"), the rst prob-
lem of the information theoretic approad getsobvious: that of nding

a probabilistic model measuringprobabilities of sud covers. What is
the probability of a yellow smiley face on blue badkground? What is
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the probability of Steveplaysthe guitar brilliantly? Theoretically, when-
ewver a steganalysthas sut a model, then this model can be usedin
steganograply aswell, to construct a stegosystemwhere probabilities
arising from this model are not exploitable. In practice, howewer, the
idea of \public wisdom", whenit comesto knowledgeabout stegana-
lytic activities, should be doubted.

The secondproblem was already mertioned briey. There is no
point in producing digital images, where the statistical distribution
of colors of pixels matchesthat of digital imagestaken from a digital
camera,if the resulting steganogramis not even syrtactically correct
JPEG, and there is no point in producing character-sequencesvith
charactersdistributed asin English text, if the charactersdo not even
make up correct words.

The problem goes even beyond purely syrtactic issues,into a se-
martic realm. A stegosystenthat producescoversthat are suspicious
under a cover's usualinterpretation will clearly be insecure,no matter
how low the relative ertropy is. We cansgy, relative erntropy (equation
2.2,in particular) is a \degreeof ful llmen t* for equation 2.1 from an
information theoretic point of view, but it will be necessaryto enforce
the ful llmen t also from the point of view of a model that takesinto
accoun this \usual interpretation" of a cover.

Sud models are available for many kinds of steganograply and
watermarking systems,sincethey can usually rely on simple measure-
merts. In image-basedsteganograply, for example,one can compare
the deviation in color of a pixel, resulting from the enbedding, to the
deviation in color that will be perceiable to a human obsener.

[p51] Color valuescan, for instance,be stored accordingto

their Euclideandistancein RGB space:

d= IOR2+ G2+ BZ;

Sincethe human visual systemis more sensitive to changes
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in the luminance of a color, another (probably better) ap-
proach would be sorting the pallette entries accordingto
their luminance componert. [p44]

Y = 0:29R + 0:587G + 0:114B
(Katzenbeisser& Petitcolas 2000)

Hereformulae are known that capture human perceptionfrom a phys-
iologic point of view, basedon simple measuremets. Clearly a com-
puter hascertain advantagesover a humanwhenit comesto measuring
whether or not the color of a pixel is 1 degreein 256 more red than
blue. Since2004,the ACM ewen publishesa periodical called \A CM
Transactionson Applied Perception'.

In linguistic steganograply this semaric requiremen is probably
the mostdi cult problemthat hasto be tackled, sincewe cannotrely
on simple measuremets.

\A semartic theory must descrile the relationship between
the words and syrntactic structures of natural languageand
the postulated formalism of conceptsand operations on
concepts.” (Winograd 1971)

Howe\er, there is currently no sud formalism that operateson all the
conceptsunderstood by humansasthe meaningof natural language. If
we do not wish to resole theseproblemswe have to draw badk to the
pragmatic approatc Winograd used, concertrating on a few speci c
aspects, when we go about postulating sud formalisms, yet have to
remain aware of the criticism brought forth by Lenat et al. (1990)
about sud approadies:

\Th us, much of the \I" in these\Al" programsis in the
eye - and\I" - of the beholder." (Lenat et al. 1990)
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2.4 Al: \What if there are no Mo dels?"

Wesaw earlierthat breakinga cryptogram should, by de nition, amourt
to solvinga hard problem, sudh asthe information-theoretic problem of

\guessing" a solution, or the problem of nding an e cient algorithm

that makes a solution feasiblewith limited computational resources.
The Al-community knows many problemsa computer cannot easily
solwe, therefore posing problemsthat are not merely di cult to solwe
within a given formalism, but that aredi cult to solve dueto the very

fact that we do not know any formalism in which they could be solved
at all. The value of suc problemsfrom a cryptographic point of view
hasrecerly beendiscoveredto tell computersand humansapart.

Generally sud a cryptosystemis called Human Interactive Proof,
HIP for short (Naor 1997 ,First Workshopon Human Interactive Proofs
2002). The most prominert characterization of an HIP is the Com-
pletely Automated Public Turing Teststo Tell Computersand Humans
Apart, CAPTCHA for short, as descrited by von Ahn et al. (2003).
The namerefersto Turing's Test (Turing 1950),asthe basicscenario.
Humans and computers are \sitting in" black-boxes of which noth-
ing but an interface is known. This interface can equally be usedby
computersor humans, which makesit dicult to tell computersand
humansapart. Howeer, the scenariodi ers from the original Turing-
Testin that it is\completely automated", which meansthat the judges
cannot be humansthemseles. Thereforethe scenariois sometimesre-
ferredto asa ReverseTuring Test The requiremen for the test to be
\public" refersto Kerckho s' principle.

The most prominent HIPs are image-basedechniques, employed,
for example,in the web registration forms of Yahoo!, Hotmail, PayPal,
and many others. In orderto prevent automatedrobots from subscrib-
ing for free email accours at Yahoo!, the registration form relieson
having the userrecognizea text appearingin a heavily distorted im-
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age. There is simply no technique known to carry out sud advanced
optical character recognition, asit would take to automatically recog-
nize the text. Howewer, humans seemto have no problem with this
kind of recognition. Sincethe distortion of theseimagescan be done
automatically, sudr methods can safely regard their image-databases,
lexica, and distortion-medianisms as public knowledge. In the end,
security relieson the private randomnessusedby the distortion- Iters,
and since the spaceof possibletransformations is large enough, this
method can provide solid security.

The problemis closelylinkedto linguistic steganograply. If natural
languagesteganogramscould be constructedin sud a way that they
cannot be analyzedfully automatically, it would make an arbitrator's
job much moredi cult. A greatadvantage of linguistic steganograply
over other forms of steganograply arisesfrom the largeamourts of data
coded in natural language. Arbitrating sud large amourts of data is
nearlyimpossible,and even more soif we manageto prevert computers
from doing the job. One of the highlights of the method presened
hereinis a layer of security that arisesfrom sud considerations.

The creation of a true CAPTCHA in atext-domain, in the senseof
an HIP that doesnot rely on any private resourceshowe\er, is still an
open problem. It was motivated by von Ahn et al. (2004) by the need
for CAPTCHAs that can be usedalso by visually impaired people.
Human-aidedrecognition of text in the senseof an HIP had already
beenunder investigation in the cortext of this project, when Luis von
Ahn publishedthe problem-statemen in Communictions of the ACM
in February 2004. Bergmair & Katzenbeisser(2004)give a partial solu-
tion, an HIP which relieson the linguistic problem of lexical word-sense
disanbiguation. The approad cannotclaim to provide a fully \public"
solution, sinceit relieson a private repository of linguistic knowledge.
Howe\er, it hasthe ability to learnits language thereforethis database
can be viewed as a dynamic resource.The assumptionthat, basedon



2.4. ARTIFICIAL INTELLIGENCE 35

Which of the following are meaningful replace-
merts for eat other?

Shewalked homealonein the dark?
Shewalked homealonein the night.
Shewalked homealonein the black.

Shewalked homealonein the sinister.

Shewalked homealonein the nighttime.

Figure 2.7: A tough questionfor a computer.

aninitial private \seed" of linguistic knowledge,this dynamic resource
grows faster than that of any eneny is not unreasonableand therefore
the impact of the approad to rely on a private resourceis limited.
Eliminating the needfor sud a private databasewould be desirable,
but remainsan open problem.

The basicsetup that allows distinguishing computersand humans
in a lexical domain is a lexicon'sinability to truly represen a word's
meaning. Linguists have found out that it is hardly possibleto \de ne"
aword in alexicon, or in any other formal system,in sud a way, that
aword's \meaning" would not changewith the syrntactic and semartic
cortext it is usedin.

The creatorsof the most prominent lexical databaseWordNet, sav
meaningcloselyrelatedto the linguistic conceptof synorymy. By their
de nition \t wo expressionsare synorymous in a linguistic cortext C
if the substitution of one for the other in C doesnot alter the truth
value" (Miller et al. 1993). A linguistic cortext might for examplebe a
set of sertences. Observinga set of sertencesand their truth values,if
we nd that the sertences'truth valuesnewer change,whena specic
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word is substituted for another, then the two words are synorymous.

Therefore we can newer de ne what it meansfor a word to be
synorymousto dark. The bestwe cando is to state that there existsa
linguistic cortext in which dark canbe interchangedby blackor sinister
and there exists a cortext in which dark can be interchangedby night
or nighttime Consider, for example, the sertence She walked home
alonein the dark. A native spealer would probably accept Shewalked
homealonein the night or Shewalked homealonein the nighttime but
not Shewalked homealonein the blackor Shewalked homealonein the
sinister On the other hand, considerthe sertence Don't play with dark
powers Here Don't play with black powersor Don't play with sinister
powerswould be correct, but Don't play with night powersor Don't play
with nighttime powerswould not. Thereforethe questionin Figure 2.7
will be very dicult to answer for a computer relying on a lexicon
while it is trivial for a human.



Chapter 3
Lexical Language Pro cessing

In the previouschapter we discussedvhat steganograply is all about.
Sincewe want to put a strong emphasison lexical steganograply, we
will dedicate this chapter to lexical languageprocessing. Especially
the problem of sense-arbiguity is highly relevant, not only becausat
enableslinguistic HIPs, which were briey preserted in the previous
section. As we will seelater on in this work, enabling stegosystemso
mimic these peculiarities of natural languagecan be highly security-
relevant aswell.

The problem of word-senseambiguity can be traced bad to the
guestion,\What is the meaningof a word?". It opensup a philosoph-
ical spectrum of thought:

The Lexical View: Two symbols have the samemeaning if
they appear in linguistic expressionsand the choice for one of
the symlols doesnot a ect the meaningof the expression

The Contextual View: Two symbols have the samemeaning
if they appearin linguistic expressionsand the choicefor one of
the expressionsdoesnot a ect the meaningof the symlol.

37
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move impress strike motion movement work go run test
s1| 1 1 1 0 0 O O 0 oO
S| 1 0 0 1 1 O O 0 oO
ss| 1 0 0 0 0 0 1 1 O
s;| O 0 0 0 0 1 1 1 O
ss| O 0 0 0 0 O o0 1 1

(a) the lexical matrix

G G GGG G G G G
ss/1 1 1 0 0 O O 0 O
ss/1 0 0 1 1 0 O 0 O
ss|!1 0 0 0 O O 1 1 O
s;,/]0 0 0 O O 1 1 1 O
ss|l0 0 0 0 0 0 O 1 1

(b) the \contextual matrix"

Figure 3.1: Ambiguity in the matrix-represenation.



3.1. AMBIGUITY OF WORDS 39

colored ...

(a) lexical semartics (b) \contextual* seman-
tics

Figure 3.2: Ambiguity illustrated by VENN-diagrams.

3.1 Am biguit y of Words

The creatorsof WordNet, perhapsthe most prominent lexical resource
in Computational Linguistics, de ne the notion of synonymyasfollows:

\According to one de nition (usually attributed to Leib-
niz) two expressionsare synorymousif the substitution of
one for the other newer changesthe truth value of a sen-
tence in which the substitutionis made By that de nition,

true synoryms are rare, if they exist at all. A weakened
versionof this de nition would make synorymy relative to
a context: two expressionsare synorymous in a linguistic
cortext Cif the substitution of onefor the other in C does
not alter the truth value." (Miller et al. 1993)

This de nition clearly follows the lexical idea, and it is called a di er-
ential theory of semairtics, becausemeaningis not represeted beyond
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the property of di erent symbols to be distinguishable. For example,
move in a sensewhereit can be replacedby run or go, hasa di erent

meaning than move in a sensewhere it can be replacedby impress
or strike. If we wanted our dictionary to model semarnics explicitly,

we would have to formulate statemerts like \use moveinterchangeably
with run, if you want to expressthat somethingchangesits position in

space"or \use moveinterchangeablywith impressor strike if you want
to expressthat something has an emotional impact on you". How-

ewer, in di erential approatcesto semarics, we model meaningonly
implicitly, becausewe cannot formalize the \if you want to express
that..."-part of the above phrases.All we cando is to formulate state-
merts of the form \there exists one sensefor move in which it canbe
interchangedby run or gad' and \there exists another sensefor move

in which it can be interchangedby impressor strike".

In this framework, word-meaningsss;s;,;::: emergefrom record-
ing words and their semattic equivalence. In a lexicon, we represen
word-forms explicitly. Sud explicit represetations of word-forms are
calledlemmata For madine-readablelexica, they are most commonly
ASCII-strings of a word's written form. Meaningsof words are only
represeted implicitly , by organizingwords into semaric equivalence
classeswhere\semartic equivalence"is relative to linguistic context.

Miller et al. (1993) used the lexical matrix to demonstrate this
relation betweenword-formsand their sensesFigure 3.1(a) represets
this relation, consideringthe words from our example. If we wanted
to analyzethe meaningof a word, say run, we would have to look up
its meaning. In this case,we would get multiple sensesss,ss, and ss.
This ambiguity is called polysemy Inversely if we want to express
a meaning by a word, we would have to look up all the word forms
that express,for example, meanings,. Here we would get multiple
word-forms: move motion and movement This ambiguity is called
synonymy
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3.2 Am biguit y of Context

We canthink of corntext asanotherview of di erential semarnics. Let's
rephraseMiller's statemen, for that purpose,in order to highlight an
interesting isomorphism:

According to one de nition two expressionsare synory-

mousif the substitution of onefor the other never changes
the truth valueof the expressionthat is substitutel. By that

de nition, true synoryms are rare, if they exist at all. A

wealkenedversion of this de nition would make synorymy

relativeto a variable: two expressionsre synorymousfor a
linguistic variable L if the substitution of onefor the other
doesnot alter the truth value corntributed by L.

Informally, if we have a lexicon but no text, we know ewerything
about the words, but nothing about their usage. The ambiguity that
arisesabout the meaningof a word needsto be resoled by knowledge
inherert to linguistic cortext. Analogously if we have a text but no
lexicon,we know everything about how the wordsare used,but nothing
about the words themseles. The ambiguity that arisesabout the
meaningof a text needsto be resohed by knowledgefrom a linguistic
variable.

We canthink about a linguistic variable asa\gap" in atext written
as\. ..". For example,if we see

My favouritecola is.. ..

we know that \. .." must be one of red green blue etc. If, for any
reason,the interpreter of the setenceknows that the speaker doesnot
like the color green then the choiceis even narrower.
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Conversely we can think about linguistic cortext asthe meaning
of \. ..". For example,if we see

...green...
Weknow that \. .." must beoneof Grasss..., | bought...paint, etc.
Formally, we can think of contexts G;G;:::; G, arrangedin a

matrix, much like the lexical matrix. Figures 3.2(b) and 3.1(b) show
the idea of \contextual semarics” in analogyto lexical semarnics.

In the lexical case we explicitly expressedvords,andsenseemerged
from the di erent con gurations of thesewords appearinginterchange-
ably in any cortext. In the contextual case,we explicitly expresscon-
texts, and senseemergefrom the di erent con gurations of them ap-
pearing with any word. The examplein Figure 3.2 confrornts us with
the problem that both red and white are national colors of Austria,
and we do not know anything about \my favourite color”, exceptthat
it must be a color. Theseare cortexts that could equally t for red
and white. If we have a third cortextual clue, like blood is ..., thereis
only oneword left to Il the gap, which is red

3.3 A Common Approac h to Disam biguation

In the previous section, we examined the notion of meaning estab-
lished by di erential approahesto semairtics, either basedon words
or cortexts. For our purposes,t will su ce to view sense-arbiguity as
the phenomenorof the lexical formalization underspecifying the mean-
ing of a word found in a text, sothat additional cortextual cluesare
needed. For example,from a lexical point of view, we would have to
expect that a lemma represets a meaning. Howeer this is not the
casewith bank since bank has a di erent meaningin The eastriver
...was o odedasin This...hasthe bestinterestrates.
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Since the notion of cortext turns out to be rather hard to put
in formal terms, as opposedto words which can be represeted by a
written form, the rst stepin the analysisof a pieceof text is to resole
aword by the lexicon. Sincemoveis underspgeci ed by alexicon, sense-
ambiguity arises;if we want to substitute moveby a synorym, we do
not know whether to replaceit by movementor by impress without
changingthe overall meaning. Therefore,we have to carry out a second
step in the analysis, which is to disambiguatethese competing word-
senses. This processis what is usually abbreviated WSD (short for
Word-SenseDisambiguation). Sud disanbiguation would have to be
basedon cortextual evidence.The advantage of rst letting ambiguity
arisein the lexical analysis,and then bringing cortext into the picture
by a selection-pr@esshasthe advantage that sud a heuristic selection
can usually be carried out, even if we have only a \rough idea" of
the cortext like a probabilistic formalization basedon a few simple
assumptions.

Usually the cortext of a word w is formalized by a window of n
words around it. For a window of 3 words, for example, we would
pick out 7 consecutie words, asthey appear in the text, and denote
then as a vector that corntains the 3 words immediately to the left of
the word of interest, the word itself, and the 3 words immediately to
the right (although the word itself is, of course,not signi cant evidence
for disambiguating its word-sense).

We denotea cortext with:

Cw) = hw 3;W 2;W 1; Wo; Wy; Wa; Wai ;

wherew, = w. Words that are insigni cant for sense-disatmguation,
like function-words and prepositions, are usually Itered out. For ex-
ample, in the sertence

UncleSteveturnedout to be a brilliant player of the electricguitar.
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a window of 2 words would formally be
C(brilliant) = hSteveturned brilliant; player, electric:

If L(w) is the set of all possiblesensesf a word w we can derive
from the lexicon, then we can considera senses 2 L(w) as a correct
interpretation of the word, if it maximizesthe conditional probability
of appearingin cortext C(w),

max P (sjC(w)): (3.1
s2L (w)

We could collect statistics for the probability P (C(x)) by analyzing
a corpus (a statistically represemativ e collection of natural language
texts). The simplest approad would be to sense-tagt by hand, i.e.
to assignthe correctlexical senses 2 L (w) to ead word w, and court
how often a particular senseappearsin this cortext, thereforeproviding
statistics for the probability P (C(w)js), which we can always rewrite
in the usual Bayeseanmanner as

P(s)P(Cw)js) .
P(Cw))

This is why the method is called a Bayesclassi er.

The rst problem this approad su ers from is that corpora must
be sense-taggedor the speci ¢ lexicon that is to be used, which is a
tedious and costly task.

The secondproblemis that of sparsedata. Although there arelarge
corpora available (for examplethe British National Corpus, cortains
over 100 Million untagged words), even the largest oneswould not
su ce to collect signi cant statistics for larger windows. This is why
we collect the statistics of a speci ¢ word w appearing anywhere in
the context of a senses, written P (wjs), from the corpusand estimate
the probability of the complete window by assumingthe words are

P(siC(w)) =
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independen. This leadsto

P9 = P(Wj9):
j= n

Although this approad is successfullyapplied in part-of-speet
tagging (an experimertal setup that is very similar to word-sense-
disambiguation, in that it assignsambiguoussematic tokensto words)
and word-sense-disatmguation, the assumptionof the wordsin a con-
text beingindependen of eah other is somewherebetweenlinguisti-
cally questionableand self-cortradictory. (Wasn't the assumptionof a
functional dependencybetween subsequen words the very argumert
we basedthe idea of sense-disamiguation by cortext on?) This is why
the method is called the naive Bayesclassi er.

Using a naive Bayesclassi er, we can rewrite Equation 3.1 as

Y .
sm%l)\/() P(S) i= n P(WnJS),

leaving out the division by P (C(w)), sinceit is constart for all senses.

3.4 The State of the Art in Disam biguation

Of course,the naive Bayes classi er is not the only way to go about
WSD. There have beenmarny approatesto formalizing cortext, which
canberoughly divided into approadiesbasedon co-occurrenceand ap-
proachesbasedon collocation. The former obsene which words occur
togetherwith a particular word-senseat any position in a word's con-
text. Decision-listsare suitable data-structures, simply enlisting, for
eat word-sensethe words commonly obsened in a sense'ssurround-
ing. The latter conceirates on observingwords at speci ¢ positions
in the text surroundinga word, for example,collecting statistics about
certain features of these words to point out the correct word-sense.
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Of coursemany hybrid approadescan be thought of, conbining co-
occurenceand collocation-features. More accurate formalizations of
context could result, for example, from shalow-parsing a document,
soa disanbiguator could conceitrate on relationshipslike verb-object,
verb-subject, head-mali er, etc.

Oncea probabilistic model and its computational framework is set
up, dierent algorithms for statistical natural languagelearning can
be usedto train the model. Generally we can distinguish

supervisedlearning (using a completely sense-taggeaorpus)

bootstrapping-methads (starting from a small sense-taggeaor-
pus, but further improving the system'sperformanceby collect-
ing statistics from untaggeddata), and

unsupervised methods (using only a lexicon and an untagged
corpus)

Progressin this ewlving eld hasbeenmeasured,amongstothers,
in the senseval initiativ e, a large-scaleattempt to evaluate WSD sys-
temsin a competitive way. A Gold standaid corpus was compiled, by
having two human annotators tag a sampleof text. A basicrequire-
mert wasthat it shouldbe replicable,sohuman annotatorswould have
to agreeat least 90% of the time. This corpus consistsof a trial-, a
training-, and a testing-set. In senseval-2 , participating teams had
21 days to work with the training data and 7 days with the test data
before submitting their systems'resultsto a certral website for auto-
matic scoring.

Three criteria were evaluated: Recall is the percenage of correctly
tagged words in the completetest set. This measureis a good esti-
mator for the overall system-gerformancesinceit measureshow many
correct answers were given overall. Precision is the percenage of cor-
rect answersin the set of instancesthat were answered. This measure
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favors systemsthat \know their limits", i.e. onesthat are very accu-
rate, even though they might be limited to solving only a small subset.
Coverage is the percenage of instancesthat were answered. These
measureswere comparedagainst the baselineof always choosing the
most frequent senseappearingin the corpus.

A highly preciseWSD systemwill enablevery securesystemsfor
lexical steganograply, sinceit does not leave suspiciouspatterns in
the steganograms.As far as capacity is concernedthere is a tradeo
betweenprecisionand coverage. On the one hand, systemswith high
coveragewill identify more possibilities of word-substitutions, there-
fore providing more information-carrying elemerts, resulting in higher
capacitiesfor coding raw data. Howeer, lower precision will result
in higher probabilities of incorrectly decaling the information which
hasto be compensatedfor by error-correction. Sincethe redundancy
which needsto be introduced by error-correction raisesexponertially
with the error-probability, onecansay that, usually, precisionis a more
important criterion for lexical steganograply than coverage.

Figure 3.3 shaws the results of senseval-2 , for the English lexical
sample,sorted by precision. The performanceof the \BCU - ehu-dlist-
best" system(Martinez & Agirre 2002)was particularly impressie. It
is basedon a decisionlist that only usesfeaturesabove a certainty-
threshold of 85%, using 10-fold cross-alidation. Unsupervised meth-
ods perform belowv the most-frequertsensebaseline. Howewer, this
comparisonis not quite fair, sincethe most-frequert-senseheuristic is,
of course,basedon a hand-taggedcorpus,whereasunsupervisedWSD
systemsdo not useany hand-taggeddata.

Resnik(1997)cites personalcomrmnunication with GeorgeMiller, re-
porting an upper boundfor human performancein sense-disaimiguation
of around 90%for ambiguouscasesasopposedto the level of recall for
automatic systemsof up to 64%,asevaluatedin senseval-2 . Clearly,
there is room for improvemen here,but researt into WSD is still un-
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der way, motivated by applicationsin natural languageunderstanding,
madine translation, information retrieval, spell-chedking, and many
other elds of Natural LanguageProcessing.The resultsof senseval-
3 will be presened in July 2004.

3.5 Semantic Relations in the Lexicon

Generally one can say x is a hyponym of y if a native spealer would
accept sertencesof the form \x is a kind of y". The inverseof hy-
ponymy is hypernymy, soif x is a hyponym of y, theny is a hypernym
of x. Hyponymy is basically an inclusion-relation, adding a dimension
of abstraction for words.

The ideaof inclusionin the spaceof word-sensess depictedin Fig-
ure 3.4. In marny linguistic systemsthis inclusion is modelled as an
inheritance system, so if x is a kind of y, then x is viewed to have
all properties of y, and is only modi ed by additional ones. Lexical
inheritance can be found in the glossariesof most convertional dictio-
naries. If we looked up the word guitar in a dictionary, it would give
us a glossarylike \a stringed instrument that is smal, light, made of
waood, and hassix strings usualy pluckel by handor a pick”. Now what
is a stringedinstrumen? If we looked up that word in the dictionary,
we would get somethinglike \a musial instrument producing sound
throughvibrating strings”. What doesthat tell us about guitars? Ob-
viously, that a guitar is\a musial instrument producing soundthrough
vibrating strings, that is smal, light, madeof wood, and hassix strings
usualy pluckal by hand or a pick". Thereby we have resohed one
level of lexical inheritance, and could recursiwely apply this, looking
up instrument and soon.

Note that hyponymy and hypernymy are semaric relations. As
opposedto synorymy and polyseny, which relate words, hyponymy
and hypernymy relate speci ¢ sensef words. For example, for one
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Precision Recall Coverage| System
0.58 0.32 54.92| ITRI - WASPS-Workbendt
0.40 0.40 99.91| UNED - LS-U
0.29 0.29 100.00| CL Researb - DIMAP
025 0.24 98.61| IIT 2 (R)
0.24 0.24 98.45| IIT 1 (R)

(a) unsupervised

Precision Recall Coverage| System
0.83 0.23 28.07| BCU - ehu-dlist-best
0.67 0.25 37.41| IRST
0.64 0.64 100.00| JHU (R)
0.64 0.64 100.00| SMUIs
0.63 0.63 100.00| KUNLP

(b) supervised

Precision Recall Coverage| System
051 051 100.00| Lesk Corpus
0.48 0.48 100.00] Commonest
0.44 0.44 100.00| Grouping Lesk Corpus
0.43 0.43 100.00| Grouping Commonest

(c) baseline

Figure 3.3: Results of senseval-2 : \English Lexical Sample- Fine-
grained Scoring"” (Sensedl 2001). Only the top v e were given here.
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instrument

Figure 3.4: VENN-diagram for the levels of abstraction for guitar.

1./4#*8&%9 *0 /- /"5#!,72#3*—00#%: AHIT2#3

*%.["#*2,3 0*'5#*2,3 [" 02,3

Figure 3.5: A sampleof WordNet's hyponymy-structure.
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sense,
f bank bankingcompany nancial institutiong IsA f institutiong
but for another sense,
f banlg ISA f geologicaformation formatiorg:

Resnik (1998) seessynorymy and polyseny, asa horizortal kind of
ambiguity and hyponymy and hypernymy asa vertical kind. This idea
getsvisible in Figure 3.5. Analogousto synorymy, which confrorts us
with the problem of choosing the correct word to expresssomething,
hyponymy confrorts us with the problem of choosingthe correct level
of abstraction, which might be viewed as another kind of interchange-
ability. In many sertencesit would be possibleto substitute guitar for
electricquitar, basedon the fact that an electricguiter is just a special
kind of guitar. For example,insteadof Yesterda | hadmy electricguitar
repaired one could say Yesterds | had my guitar repaired

This idea of inheritance is crucial to how hyponymy establishes
substitutability. While Yesterdg | had my instrumentrepairedwould
probably still be acceptedby a native-spealer, Yesterds | hadmy entity
repairedwvould already soundquite peculiar. This could be viewed asa
result of the fact that the spealer of Yesterds | had my guitar repaired
is using guitar, to refer to an object which has certain properties, for
examplethat it is a physical object which can easily break, and needs
repair. Since entity has not yet inherited these properties from its
hypernyms in the lexicon, the word doesnot t in the cornext.

3.6 Semantic Distance in the Lexicon

Many measureshave been proposedthat try to capture a degreeof
semairtic similarity of two wordsin a lexicon. Thesemeasuresare par-
ticularly usefulin lexical steganograply, sincethey usethe knowledge
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from a lexicon for a model capturing the substitutability of words,
which is the certral issuein lexical steganograply. In particular, we
will introduce measureghat rely on WordNet's hyponymy graph, ide-
alizedasa treel!

Leacak & Chodorow (1998) rely on a logarithmic measureof the
length len(s;; s;) of the shortest path betweentwo word-meaningss;
and s,. They scaleit by the depth D of the whole tree.
len(ss; s2), .

2D ):

The measureof Resnik(1995)is basedon the lowestsuper-ordinate
Iso(s:; s2), also known as most speci ¢ common subsumer It is the
root of the smallestsubtree cortaining both s; and s,. Resnik (1992)
points out that, if lexicavary in the depths of the \h yponymy-tree" in
di erent parts of the taxonomy, this se\erely limits the performanceof
approadiesbasedon path length, sohe usesthe probability of the LSO
to occur in a corpusinstead, asthe basisfor the information-theoretic
measure,

simc (s1;82) = log(

simg(sy;s2) = log(P (Iso(sy; s2))) :

Note that he collects the statistics in sud a way that P (super)
P (sub, if subIsA super, sothe probability-spacesthemseles re ect
the inclusion-properties of hyponymy-relations. (seeResnik 1998)

Budanitsky & Hirst (2001)comparedthe mostimportant similarity-
measuredasedon WordNet for their overall accuracy They examined
the agreemen of the degreeof relatednesredicted by thesemeasure-
merts with data from a study by Rubenstein & Goodenough(1965)
askinghuman subjects to rate the degreeof semairtic relatedness.Fur-
thermore they investigated the performanceof these measuresin a

1Strictly speaking, the hyponymy-graph, is not a tree, since WordNet's lexical
inheritance systems makes use of multiple inheritance, much like polymorphous
object-oriented systems, therefore violating the constraint that a tree-node has
exactly one parert.
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systemfor malapropism-detection,an experimertal setup that widely
parallels the application in lexical steganograply. According to their
obsenations, the most accurate similarity-measurewas that of Jiang
& Conrath (1997),

distyc(s1;s2) = 210g(P (Iso(sq; s2))) log(P (s1)) + log(P(s2)) :

This measurehas, from an information-theoretic point of view, an
intuitiv e appeal, if we bear in mind the idea of lexical inheritance.
log(P (Iso(s:; S2))) is the information both senses; and s, share,since
it contains featuresthat areinherited down to both s; and s,, which is
alsothe ideabehind the measureof Resnik(1995). Howeer, sincethis
measurds supposedto be a distance,rather than a degreeof similarity,
the expressiorhasa positive sign. This amourt of information is then
reducedby the information that distinguishesthe sensesthe features
that are speci ¢ to the words, as captured by log(P(s;)), respectively

log(P (s2)).



54 CHAPTER 3. LEXICAL LANGUA GE PROCESSING



Chapter 4

Approac hes to Linguistic
Steganograph y

We have seenin the previouschapterswhy the study of steganograply
needsto be closelylinked to that of the channelssupposedto cover
steganogramsand the interpretation of the usual cover-datagrams.

The structure of this sectionis aligned along traditional linguistic
lines of layersaccourting for atomic symbols, syntax relating the sym-
bols and semarnics expressingtheir meanings,approadied via lexical,
grammatical and ontological models.

Sincelanguageis essetially redundart, it will carry information
that is irrelevant for understandingits meaning. In the coriext of
steganographicembedding, a good model for redundart information
in languagesuitable for steganograply is meaning-preservingsubsti-
tution. Depending on the approacy we employ, the term \meaning-
preserving" hasdi erent interpretations.

Lexical steganograply makessurethat the interpretation of any
speci ¢ word doesnot raisesuspicion. The approad is essetially
symbolic. Here we call a substitution meaning-preserving|f it
newer changesthe actual ertity referredto by the symbol.

55
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Context-free mimicry makes sure that the interpretation of a
set of words and the formal structure interrelating them does
not raise suspicion. This is an essehally syrtactic idea. Here
we call a substitution meaning-preservingjf it doesnot violate
grammatical rules.

The ontological approad makes sure that the interpretation of

a set of words, the formal structure interrelating them, and the

meaningthat is expresseddoesnot raise suspicion. It is essen-
tially semaric. Herewe call a substitution meaning-preserving,
if an explicit represetation of the text's meaningdoesnot change
when the substitution is made.

4.1 Words and Symbolic Equiv alence: Lexical Ste-

ganograph y

The most straightforward subliminal channel in natural languageis
probably the choiceof words. On the word-lewvel, meaningis tradition-

ally linked to the lexical relation of synorymy. For example,consider
the following set of covers:

C = f Midshireis a nicelittle city;
Midshireis a ne little town;
Midshireis a greatlittle town;
Midshireis a decentlittle town;

Midshireis a wonderfullittle towng

We can usesynorymy to encale ten statesin the above seriences,

sincetwo information-carrying synmbols are available, one of which can
take on v e values,whereasthe other one cantake on two values. The
rst is the choicefor either wonderfu) decent nice ne or greatand the
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other is for either city or town:

9
% vvonderful%

decent 8 o 9
Midshireis a ne little v o
- town -
great %
nice

We call setsof words that can be usedinterchangeablysynonymy
sets or synsetsfor short and denotethem in standard set-notation as

f wonderfuj decent ne; great niceg;
f city; towng:

We have seenin the previous section, how lexica can be used as a
sourceof sut synsets.

A mixed-radix numker is one way to encale a secretstate in a
serience, if we think of state in numeric terms. Mixed-radix numbers
can be written using positional notation in the following way (Knuth
1997,p. 208): 5 3

4 o0 G @, &1, &g
by by by by
for 0 & < b. The numeric interpretation of a mixed radix number
is
it aghpbnby + @by + ahy + ao:

Giventhe baseof ann-digit mixed-radix numberh, 1;:::;p; by; by,
we can always usethis numerical identit y to uniquely write ead num-
ber in the range from 0 to Q h 1asasequence, i1;:::;a;a;a
where0 a; < b for eadh i.

Since,analogously eat sequencef bits of a length blogz(Q h)c
can always be thought of as a binary number in that range, we can
always nd a unique mixed-radix represemation for it, and vice-\versa.
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In practice sud a corversion can be done e cien tly using Horner's
rule. Knuth (1997,p. 635) givessomeexamples.

To establisha direct correspndencebetweena text and a mixed-
radix number encaling documert state, let's establishthe convertion
that the leftmost word in a text always correspndsto the most signi -
cart digit in the mixed-radix represetation of the text and wordsfrom
the text that do not fall into any synsetcanbe ignoredfor this purpose.

then interpret a mixed-radix digit & in the range0 & < |S;j asthe
choicefor the a;-th word in synsetS; with respectto alphabetic order.
Turning badk to the example,we would encale one of the ten pos-

sible statesby a mixed-radix number in the rangefrom zeroto nine:
2 3

5 2
If we wanted to encale a bitstring 101, we would interpret it asthe
numeric value 5, which clearly is in the range from zeroto nine. The
number 5 can be written in the above systemas

2 3
2, 1
4 7 "5=2 2+1=5;
5 2
which correspndsto the following choicesof words from the synsets:
8 9
% 0 Wonderqu
1 decent 8 9
. = . S 0city =
Midshireisa_ 2 ne little . o
1 town
3 great §
4 nice

Therefore, 101 would encale to the serience

Midshireis a ne town.
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Howewer, mixed-radix-corversion is computationally rather inten-
sive, given that all we want to achieve is a uniquely decalable rep-
resemation for a bitstring. A more e cient approat would be to
reconstruct the secretmessagedy concatenatingcodewords that are
directly assaiated with a word-choice, instead of using mixed-radix
conversion. The most simplistic approad would be to restrict synsets
to cardinalities that are powers of two. For example:

8 9
% 00 wonderful
01 decent 8 9
L = . S0 city =
Midshireisa_ 10 ne little . o
-1 town -
11 great

?? nice

The fact that niceis newer chosenby the stegosystem,although
it is sometimeschosenby native spealers, could be securiy-relevant.
It would, in sud circumstancesbe better to allow a random choice
betweentwo synorymouswords that decale to the samebitstring.

8 9
% 00 wonderful%
01 decent 8 9
e = <0 city =
Midshireisa_ 10 ne little | o
-1 town :
% 11 great %

11 nice

In this example,when encaling the bitstring 11 using the left synset,
a random number generatordecideswhether it should be encaled to
greator nice

The restriction to block-codesclearly reducescapacity, sincefewer
states can be represeted by the sameelemerts. Wayner (1992) uses
variable-length codes, the Hu man code in particular, for his mimic
functions. Not only do variable-length codeslift this restriction, they
also make it possibleto cortrol the probabilities with which synbols
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O/\l
wonderful
O/\l

decent

ne
‘)Al
great  nice

Figure 4.1: A Hu man-tree of wordsin a synset.

are chosen, as opposedto block-codes where all choicesare equally
probable:

10 decent :25

110 ne 125 _ little
1110 great :0625
1111 nice 0625

8 9
<0 city 57

Midshireis a

8 9
% 0 wonderful :5 %
% 1 town 5 °

In the above example,the variable-length codewords were chosenac-
cording to a Hu man tree (seeFigure 4.1). Recall that, given any
set of symbols, a binary pre x-code can be constructed by arranging
the symbols as leafsin a tree in which eat node has two brandes.
Thinking of them aslabeledeither with 0 or 1, we can assigna binary
codeword to eat synmbol by concatenatingall the bits along the path
from the root to the symbol. Pre x-codeshave the property that they
newer assigna codeword that is the pre x of another codeword, which
is important becauseotherwise a string resulting from concatenation
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of sud codewords could not be uniquely deciphered.If X and Y are
two symbols assignedto leaf-nadesnyx and ny, then X will of course
be assigneda longer codeword than Y if ny it is at a greater depth
in the tree than ny. Hu man-trees in particular have the important
property that they provide optimal compressionin the sensethat if
X occurs more frequertly in a string of synbols that is to be com-
pressedthan Y, then nx will be at a smaller depth in the tree than
ny. Hu man-trees can be constructedfor any alphabet.

The code'simpact on the distribution of wordsin the cover follows
intuitiv ely. In one of two cases(0, 1), a random bitstring will start
with 0. Only in oneout of four caseq00, 01, 10, 11), it will start with
10, etc. The probabilities will, of course,sumup to one, becausesome
choiceis madein any case,and sincewe are using the binary system,
the probabilities are restricted to negative powers of two. Figure 4.2
demonstratesthe useof relative ertropy for quartifying the security of
sud a system. It canbe seenthat the restriction to negative powers of
two is theoretically exploitable, however, Wayner (1992) shavs some
approadiesthat make more precisemimicry possible.

All approadhieswe have seensofar have onebasicideain common:
transforming a sequencef synbols

into a sequence
T(s1) j T(s2) j T(ss) ] it ] T(sn);

which hasa\dual" interpretation, onewith regardto the cover-channel,
onewith regardto a secretmessage.

HereT is somecode that reinterprets singlesynbols, and j is some
operation that reconstructsthe secretmessage.We have seenthree
examplesfor T: a binary block-code, a binary variable-length code
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wonderful
decent
ne
great
nice
city
y X Pc(©)
town c
D(CjjE) = Pc(c) lo
(CIiiE) e c(0) ng(c)
D,(CjjE) = 42=200 Iogzﬁgch 27=200 Iogzﬁgo
17=200 9=200
+ 17=200 log, ——~ + 9=200 IogZE
5=200 58=200
+ 5=200 Iogzﬁ+ 58=200 Iogzg

42=200

Figure 4.2: An examplefor relative entropy.
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(in particular the Hu man-code) and numbers with respect to alpha-
betic order. The operation most commonly used for \|" is string-
concatenation, sinceit is simple and computationally e cient. How-
ewer, other operations are possible,sut as mixed-radix conversion.

4.2 Sentences and Syntactic Equiv alence: Context-
Free Mimicry

Wayner (1992) demonstrateda more sophisticatedapproad with his
context-free mimic functions. It provideshighercapacities,sinceit uses
not only the choice for a word for steganographicpurposes,but also
the choicefor a syntactic structure, relating the words. His approat
closelymimics the real structure of natural language sinceit generates
cortext-free structures, just like natural languagesdo.

Recall that the Kleene-closureX of a set of synbols X is the
setof nite sequenceshat can be constructedby choosingead of its
elemerts from X (including the empty sequence).Further, recall that
a conext-free grammar G = (V; T; P; S) consistsof a set of variables
V, asetof terminals T, a nite setP of productions and a designated
start-symbol S 2 V. Following Hopcroft & Ullman (1979),if A !
is a production of P and and arestringsin (V[ T) ,wedene a
relation) as A ) , (A directly derives ). If) isthe
re exive and transitive closureof ) , then the languagecharacterized
by the grammar G can be de ned as

L(G)=fsjsisinT andS) sg

Clearly, if a string s is in L(G), there will be a sequenceof direct
derivations of the form

S) 1 1) 2 2) 3 i m1) S
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If there exists only one sud sequencddisregarding permutations) for
ead string s 2 L(G), we call G unambiguousand this is the only case
we wish to considerfurtheron.

A probabilistic cortext-free grammar (PCFG) assaiates a proba-
bility P(p) with ead production p 2 P to be chosen. If v is a xed
non-terminal variable, then all productions(v! ) 2 P are mutually
exclusive and the probabilities of these productions sum up to one.

Wendy might be a computer using sud a grammar to obsene a
cover-channel. A datagram e will be suspiciousif e Z L(G) and if
D(CjjE) > , where C is the set of all productions occuring in the
cover-channeland E is the set of productions the stegosystenactually
usesto derive e from S.?

Then, if Alice wants to senda messagen to Bob, she rst hasto
randomize her messageo get a bitstring B(m) with bits uniformly
distributed. Of courseshecan not transmit a 0/1-coded random bit-
string over a channel, arbitrated by Wendy, unlessf0; 1g 2 L(G), but
shecan useG to generatemessageshat will bein L(G).

To do so,shestarts with S, and appliesproductionsto non-terminal
symbols until sheis left with a grammatically correct messageWhen-
ewer sheexpandsa non-terminal synbol v, and whenthere are se\eral
productions expanding v, she can use these\degreesof freedom" to
encale somebits from the message.

In fact, the approad is very similar to that presened in the previ-
ous section. Alice constructsa sequencel that senesa dual purpose.
First, d will be a sequenceof productions deriving a messagee from
S, i.e.

S) 1 1) 2 2) 3 N om1) €
Secondly Bob will be ableto usea code T and an operation \j" sud

INote that Wayner himself doesnot usethis notion of relative entropy, however,
it goeswell both with what waspresered sofar and with Wayner's ideasunderlying
the information-theoretic aspects of mimicry
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that

TS) )iT(1) 2iTC(2) 3] jT(ma1) €

reproducesB (m). The operation\ " usedby Wayner is string-concate-
nation and the code T is a Hu man-code, where there is a separate
Hu man-tree for eat set of productions expanding a non-terminal.
(The samerestrictions that were preserted in the previoussectionap-
ply). Note that it would theoretically be possibleto use block-codes
or alphabets, or to reconstruct B (m) by mixed-radix conversion, since
we are dealing with nothing but symbolic steganograply, with the re-
striction that symbols happen to denote productions from a CFG.

If Alice and Bob agreeon someparsing-corvertions, this sequence
will be uniquely recoverable, given only the steganograme and the
grammar G, and therefore the bitstring will be recoverable as well.
On the other hand, Alice and Bob can be surethat C is innocuousto
Wendy, and thereforethey have exploited a subliminal channel.

Let's considerthe example used by Wayner (1992): Figure 4.3
showvs a PCFG. The probabilities are given in parertheses. We could
have measuredthem by courting the occurencesof the productions
in a treebank (a statistically represetativ e collection of syrtax-trees).
This grammar will, for example,derive a cover

SY e e o ) fC

wherethe numbers are rule-numbers from Figure 4.3 and

¢, = AB
¢, = Good GollyB
cz = Good Golly lovingE

C = Gaood Golly lovingis better than picklesfor lunch.
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S! AB (:25) 00 (1)
S! AC (:25) 01
S! DC (:25) 10
S! DB (:25) 11 ()

Al Good Golly (:25) 00 (5)
A! Whoa,(:25) 01

Al Wow, (:25) 10

Al Zounds,(:25) 11

B! lovingE (:5) 0 9)
B! awinter'snight E (:25) 10 (10)
B ! friendshipE (:125) 110 (11)
B ! snugglingE (:125) 111

C ! panthersF (:25) 00

C ! pterodactylsF (:25) 01

C ! GilamonstersF (:25) 10

C ! serpentsF (:25) 11

D! Hmmm,(:5) 0

D! Well (:25) 10 (18)
D! I'm not sureabout that, but (:25) 11

E ! is better than no hair at all. (:25) 00 (20)
E ! isaword for kittens (:25) 01

E ! is better than picklesfor lunch. (:25) 10

E ! shouldn'tbe overestimated(:25) 11

F ! shouldn'tbe left unattendedwith kittens (:25) 10

F ! aren't suchbad petsin the schemeof things (:5) 0

F ! arethe meanestpat of anend.(:25) 11

Figure 4.3: The examplegrammar by Wayner (1992).
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In our example,when reconstructing the bitstring
T(S) ) iT(@) &) iT(e) &)iT(e)’ C)

we know that T(c, )9 c3) decalesto O. If we had T(c, )10 Cs) it would
be 10 and T(c, )* c3) would decale to 110, etc. Figure 4.3 shows the
bitstrings, assignedoy the Hu man treesfor eat of the non-terminals.

We can now go through a complete example. The \ " will be
usedto denotethe currert state in readingthe secretbitstring and in
grammatical production.

1. Start with a bitstring | 11101011 and try to encade it to .

Choosebetweenthe four possibleproductions to expand an S.
Sincethe string 11 is a pre x of the secretmessagend is asso-
ciated with production (4), useit to expandS to DB.

2. Encode bitstring [11 101011 to | DB | There are three possi-
bilities to expandD. Sincel0 is a pre x of the messageapply
production (18).

3. Encode bitstring ({1110 1011|to (Well, B

4. Encode bitstring [111010 11]to |Well, a winter'snight E |

5. Stop at state 11101011 | which encalesto

Well, a winter's night shouldn'tbe overestimated. |

Note that, asopposedto replacemen of lexically synorymouswords,
mimicry completely disregardssemarnic aspects of language. Data is
not hiddenin linguistic ambiguity, but in semarically signi cant parts
of language. Therefore mimic-functions, as studied by Wayner, can
only fool madines, not humans.
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4.3 Meanings and Semantic Equiv alence: The On-
tological Approac h

Of the techniques consideredherein, the ontological one is the most

sophisticatedapproad with respect to modelling semarnics. Instead

of implicitly leaving semartics intact by replacing only synorymous

words while embeddinginformation into an innocuoustext, an explicit

model for \meaning" is usedto ewaluate equivalencebetweentexts.
Considerthe following examples:

Steveplaysthe guitar.

The guitar is played by Steve.
Steveplays Evo.
StefanspieltGitarre.

Although the questionwhether or not onecantalk about equalor dis-
tinct \meanings" should be left open with respect to its philosophical
implications, let's pretend we could capture meaning by what Mc-
Carthy (1976) calls an Arti cial Natural Language(ANL). The idea
is to de ne the ANL in sud a way, that translation from any of the
above natural languagesenencesto ANL would yield the samerepre-
sertation.

For this to be successfuin the above case we would have to be able
to translate betweenEnglish and ANL, betweenGermanand ANL, we
would have to understand sertencesin active-wice and passi\e-wice,
and we would have to make use of someknowledge about the world
under discussion,sud asthe fact that Stewe's guitar is named\Ev 0".

One formalism traditionally considereda good candidate for an
ANL is First-Order Predicate-Calculus.The meaningof all of the four
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Mood
—_—

Transitivity
_—

Material Process

Indicative

+subject
subject>predicator
+finite
finite>predicator
finite/auxiliary
subject/noun phrase

Imperative

predicator/infinitive

\oice
+goal

+process

process=finite, predicator

Relational Process

69

Active
+actor

actor=subject
+object
object=goal
predicator>object
object/noun phrase

Passive
goal=subject

finite/be
predicator/past-participle

Figure 4.4: A simpli ed version of the examplefor systemicgrammar
presetted by Jurafsky & Martin (2000)
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above sertencescould be represeted by
9e;s;g: IsA(e;Playing)
A Actor(e;s) » HasNamés; Stevg
~ Experiencer(e;g) * IsA(g; Guitar) » HasNamég; Evo):

The predicatel sA(x; y) reads\ x is a kind of y" or \x is an instanceof
y" andis frequerily usedby computational linguists to state inclusion
in the broadestsense.An important property is that it is transitive.
Naturally if 1sA(x;y) and | sA(y; z) then I sA(x; z). Everything that
hasto do with an ewert is usually descriled in terms of its type, an
actor and an experiencer. The type of an evert could, for example,
be Playing, Writing , Building, indicating that, in this evert, someone
plays something, someonewrites something,or someonebuilds some-
thing. Here it can be seenthat an ewert's type is closely linked to
the verb usedto descrite it. If a is an actor taking part in ewert e,
Actor(a; e) indicatesa asthe object that causeghe evert to happen. It
couldbeindicated by a sertence'ssubject. If x is an experiencertaking
part in evert e, Experiencer(e;x) indicates x asan object whosestate
isin any way alteredin the courseof the evert. It is usually indicated
by a sertence’'sobject.

With respect to this model, the above expressionformalizesthe
meaningof the sentenceby the assertion\There is an e, sud that eis
the ewvert of playing something,the actor taking part in eis s, s has
the name Steve the experiencertaking part in eis g, g is a Guitar,
and g is called Evo."

Linguists call the \semartic" model, just presered \deep struc-
ture”. It is a very vagueway of modeling the semartics behind a nat-
ural languageserience, and thereforeit might be questionedwhether
one can talk about a meaning-represetation in the cortext of deep
structure. Howewer, it demonstrateswhat it takesfor a model to go
beyond purely syrtactic issues.
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Natural languagegenerationis the problem of translating sud an
ANL represetation to a natural language.In the courseof this trans-
lation many decisionamust be made. Formalizing thesedecisionamade
in the courseof generatinga sertenceis the basicideaof systemicgram-
mar. One could say that systemicgrammarsare somehav andchored
in the \semartic" view of languagewhile conext-free grammarstake
a \more syntactic" point of view. Therefore systemic grammars are
often the linguistic model of choice, when it comesto automatically
generatingsenences. Figure 4.4 shavs an example.

In this example,generatingnatural languageseriencesfrom mean-
ing, amourts to making the following decisions:

1. What isthe grammaticalmood? Indicative or Imperative? (Steve
playsthe guitar. or Steve,play the guitar!)

2. What constrairts do we have regardingtransitivit y? Is it a mate-
rial processwherethe verb expressesomethingabout its noun,
as in \Steve is playing." or \Steve is waiting.", or do we have
a relational processasin \Steve plays the guitar." or \Steve is
waiting for the bus." where the verb relates a subject and an
object?

3. What mood do we want to use? Active as in \Steve plays the
guitar." or passie asin \Steve is played by the guitar."?

If we have a speci ¢ meaning\in mind" (or rather represeted in
ANL), we can make di erent sequence®f choices,aswe traversethis
network, that do not a ect meaning. For example,the decisionvoice
in the grammar tells us, that we can go for active, which meansthat
the semaric actor will syrntactically be in subject position, and the
semairtic experiencerwill syrntactically end up in object position. This
would yield Steveplays the guitar. The grammar also o ers passive
which meansthat the semartic actor will end up in object position,
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and the semarnic experiencerwill end up in subject position. Then,
the very samemeaning will be expressedas The guitar is played by
Steve Almost all suth grammatical choicesare instancesof ambiguity,
whereonemeaningis expressiblan many ways. Of coursemood is not
the only example, transitivity could also be used, by generatingtwo
sertencesSteveplays. The guitar is played.

If we did not have an ANL-represeration of a sertence's mean-
ing available, we could newer judge whether or not two sequence®f
grammatical choicesare equivalert in meaning. Therefore, this basic
approat was presened as the \ontological" one, sinceit relieson a
formal model of the semartics behind the text that should be gener-
ated.

Note that the symbolic approad is not symbolic becauset replaces
symbols, but becauseit replacesthem in sud a way, that symbolic
\correctness" is presened, and analogouslythe syntactic approad is
not syntactic becauseit replacessynactic structures, but becauseit
presenessynactic correctness.This is crucial to the understandingof
the semarnic approad, which does not change sematics, but rather
presenes a speci ¢ formal interpretation of the semarics behind a
natural languagetext.



Chapter 5

Systems For Natural
Language Steganograph y

As we are only yet beginningto understandthe cryptographic appli-
cations of natural languagesystems,there are still only a few imple-
mertations of linguistic steganograply:

1. TyrannosaurusLex (Winstein n.d.b,n) substitutes words for syn-
onymsin atext, coding blocks of data in a mixed-radix-fashion.

2. NICETEXT (Chapman & Davida 1997,Chapman 1997,Chap-
man et al. 2001, Chapman & Davida 2002,n.d.) degradescor-
pora to \style-templates" that specify sequence®f word-types,
and mimics them by replacingtypesby dictionary words, using
a binary block-code.

3. Wayner (20020) publishedsample-implemetations of his mimicry-
systemson the websiteto his book \Disappearing Cryptography".
Spammimic(n.d.) is not animplemenration in its own right, but
a nice application of Wayner's system. It employs a grammar
that mimics spam.

73
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4. The system by Atallah et al. (2001, 2003), Atallah & Raskin
(n.d.) relieson transformations closedwithin an ANL-domain.
The method of quadratic residuesimplemerts additional crypto-
graphic requiremens for watermarking.

5.1 Winstein

Winstein's systemis the basisof what was presened in Section4.1. A
dictionary groupswordsinto interchangeability-sets; substitution from
theseinterchangeability setssenesasthe linguistic ambiguity that is
exploited for carrying the steganogram.The encaler replaceswordsin
a given innocuoustext, by looking them up in a lexicon and, if found
in an interchangeability set, interpreting them as mixed-radix digits
in accordancewith their alphabetic order. Winstein was the rst to
expressthe idea of using mixed-radix coding for this purpose.He also
brings up afew interestingissueswith lexical steganograply in its pure
form.

First, there should be a way to adapt the density of word-sub-
stitutions to the amourt of information that needsto be encaled.
Encading in a pure left-to-right manner when iterating through the
words of a documern, would result in aggressie substitution of words
at the beginning of a documen, until the encaler runs out of secret
bits and then leaving the rest of a documen untouched. Secondly
no matter how sophisticateda linguistic model we can employ, it will
still be bene cial to let a humanin uence the word-choices,at leastto
somedegree.

Theseproblemsare tackled by a blocking-sthememaking possible
a more ewenly distributed pattern of substitutions and a hash-function
providing for a one-to-mary mapping from the secretto the word-
con guration, which is why the author can make the nal decisionfor
one of many word-choice con gurations that would be appropriate to
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\Risky E-Vote Systemto Expand"
Wired News (01/26/04); Zetter,
Kim [...]

She promises that the workplace
computers people use to vote on

SERVE will be [fortied @ | with

rew alls and other intrusion coun-
termeasures,and addsthat election
o cials will recommendthat home
users install antivirus software on
their PCsand run virus cheds prior
to election day.

Rubin counters that antivirus soft-
ware can only identify known
viruses, and thus is ine ective
against new e-wting malware;

furthermae® | attacks could go

undetected because SERVE lacks
veri abilit y.

Rubin and the other re-

searders who furnished the report
were part of a 10-menber expert
panel enlisted by the FederalVVoting
AssistanceProgram (FVAP) to as-
sessSERVE. Paquette reports that
of the six remaining FVAP panel
menbers, v e recommended that
the SERVE trial proceed,and one
made no commert. [...]

(a) original text
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\Risky E-Vote Systemto Expand"
Wired News (01/26/04); Zetter,
Kim [...]

She promises that the workplace
computers people use to vote on

SERVE will be [fortied @ | with

rew alls and other intrusion coun-
termeasures,and addsthat election
o cials will recommendthat home
users install antivirus software on
their PCsand run virus cheds prior
to election day.

Rubin counters that antivirus soft-
ware can only identify known
viruses, and thus is ine ective
against new e-wting malware;

, attacks could go un-

detected because SERVE lacks
electa© | veri abilit v.

Rubin and the other re-

searders who furnished the report
were part of a 10-menber expert
panel enlisted by the Federal VVoting
AssistanceProgram (FVAP) to as-
sessSERVE. Paquette reports that
of the six remaining FVAP panel
menbers, v e recommended that
the SERVE trial proceed,and one
made no commert. [...]

(b) steganogram

Figure 5.1: An article from ACM TechNews6(598) with the bitstring
1101 enbeddedby Winstein's system.
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encale the secret.
We will demonstrate Winstein's stheme consideringthe example

capacity in bits (c = blog,( " jSij)c). If the number of secretbits is s,
the capacity would su ce to encale the secret: times.

The modulation frequencyf is de ned by Winstein asthe smallest
integer f between 1 and a maximum frequency f nax, sud that the
capacity given by the word-choiceswould su ce to hide the secretf
times,

f = minfb gc; f max O

In our examplewe have synsetsof capacities4; 4; 6; 8; 8; 6; 4; 4 and
we want to usethem to encale the secret001101110 The capacily is
then givenby, c=10g,(4 4 6 8 8 6 4 4)= 19169925sothe
word-replacemets allow for encaling 19 bits of data. The secrethas
only s = 9 bits of data, sowe get a modulation frequencyof f = 2.

The secretis seenas a bitstring, which is is divided into blocks,
eah of which cortains a number of bits equalto what Winstein calls
the oversamplefactor o. In the example,if we have o = 3, we would
divide the secret001101110into three blocks: 001, 101, and 110.

in sud away that a block of wordsis always \responsible" for encaling
a block of bits from the secret. This assignmeh is made by traversing
a list of the text's words, sorted by their synsets'cardinalities. A block
is constructedby assigningwords to it, aslong asthe block's capacity
in bits is smallerthan f 0.

In the examplewe would reorder the word-choicesof synsetsfrom
the sizes4; 4;6; 8; 8; 6;4; 4 in sud a way, that we have 8; 8; 6;6; 4; 4; 4.
Using this list, we could assignblocks, however we have to make sure,
that the number of con gurations for the block is 2 ©, in our exam-
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split according to
oversample-factor o
110

101

Secret001101110
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Figure 5.2: Encoding a secretby Winstein's sdheme.
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Binary Bases 4,3
1 00 —— 00
+1¢ 01 — 01|
wi¢ 0 —= 02
+1< 11 — 10

- let the author choose
+1( 00 11 the configuration with
+1< 01 — 12| the most appropriate
10 ——= 20 word-choices
0 e 21

¢ 00 —= 22
+l< 01 — 30|

Figure 5.3: Mapping the bitstring 01 to a mixed-radix number repre-
serting word-choices(adapted from Winstein n.d.b)

ple 2' ©= 223 = 64. We start with the elemen of capacity 8. Since
8 < 64 we have to assignanother elemein to get a block 8;8. Since
8 8 64,wecanuse8;8 asthe rst block. We go on to the next
elemen, we nd that 6< 64,6 6< 64,and nally 6 6 4 64,sothe
next block cortains the elemens 6; 6; 4, and soon. This ensuresthat
eah block provides for f times the capacity necessaryto encale its
block of secretbits. Recall that, in the examplethe word-choiceshad
a capacity of over 19 bits, while the secrethad only 9. This sdheme
simply distributes the unusedcapacitiesover all blocks.

As opposedto choosing the words in a left-to-right manner, this
method results in distributing its replacemets over the whole text.
Sorting by synset-sizeensuresthat the positions of replacemets are
chosenin sud a way that words that can be replacedfrom larger
synsetsare always preferredto words that have to be replacedfrom
smaller ones,regardlessof their position in the text (in casewe would
leave elemens unused, which can be the caseif we restrict f,ax to
small values).

The coding U(x) applied within ead block is a hashfunction con-



5.1. WINSTEIN 79

Binary Bases 4,4 Bases 4,3

+1< — 01 01

|1o — 02 02 |

19 SR %eFZ< 03 10
alling’in"sync — 10 11 the least
+l< |10 — 11 12 | significant

digit coincides
+1¢ 11 —— 12 20 / for all choices

st 00— 13 21
+i o — 20 22 |
11 ——» 21 30

Figure 5.4: Word-choicesthat coincide (adapted from Winstein n.d.b)

verting a given number x from its mixed-radix represetation to a
binary number of length o

U(x) x (modulo 2°)

asdemonstratedin Figure 5.3.

This hasthe advantage that, on oneside, there will be multiple x
which decaleto the samesecretbitstring, and on the other, the di er-
ent x will (usually) resultin di erent mixed-radix digits an, :::; a,; a;; ao
(where the block consistsof m words) so the author could manually
choosethat x which resultsin the most appropriate word-choices.

A problemis that if the | least-signi cant digits of the mixed-radix
represetation of x satisfy

jSij 0 (modulo 2°)

0 i<l

then thesel word-choiceswill coincide for all the possiblex. Instead
of x (modulo 2°), Winstein usesthe hash-alue

U(x) x+ b%c (modulo 2°)
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in order to \discourage falling in sync with the documert state", as
he puts it. This works perfectly for the exampledemonstratedin his
paper (Winstein n.d.b) in which 0= 2, and jSgj = |S;] = 4. Howe\er,
we would like to point out the straightforward casein which

jSijj+ 1 0 (modulo 2°)
0 i<l
sinceit givesrise to the very sameproblem with the modi ed word-
choicehash, for examplefor jSpj = 3 and jS;j = 4, asdemonstratedin
Figure 5.4.

Despite these technical problems howewer, the idea is clear: By
providing more word-choice con gurations in ead block than there
are con gurations of the bitstring we wish to encale in the block, we
can get some\degreesof freedom" which can purposelybe left unused
by the coding. A secretbitstring could thereforeresult in a number of
di erent word-choice con gurations. The nal decisionwhich of them
is usedis not madeby the steganographiencaling, but by a linguistic
model or by the author.

Winstein deriveshis dictionary from WordNet, by intersectingsyno-
nymy-sets that are not disjunct, and Itering out all synorymy-sets
that cortain only oneword.

Sometext from an article from ACM TechNews6(598) was given
in Figure 5.1,to provide an impressionof the word-replacemets. The
dictionary cortains the following interchangeability sets:

f bastione ; fortied ¥ g
f furthermae® ; moreovef? g
felects®; votetl g
fiii©@; thredV g

Therefore, the text has a storage capacity of four bits, sincefour re-
placeablewords appear in the text and ead word can be replacedby
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only onealternative. It is pure coincidencethat all of the interchange-
ability setsin this examplecortain exactly two alternative words, leav-
ing the mixed-radix-number in this examplewith the samedigits as
the binary represetation.

5.2 Chapman

Chapman's systemis named NICETEXT , and it is similar to Win-
stein'sin that it usesa purely symbolic model of linguistic similarity.
It also relies on word-replacemets from disjunct interchangeability
sets. Howewer, as opposedto the systemof Winstein, it requiresin-
terchangeability setsto have cardinalities that are powers of two so
binary block-codes can be used. Furthermore, Chapman's approat
doesnot rely on a given innocuoustext in which to replacewords, it
rather generatessupposedlyinnocuoustext, usingthe syntactic struc-
ture inherert to a style-template A style-template originates from a
grammar or from a sample-text.

The former approad relies on a cortext-free grammar, which is
randomly expanded,to create sertences. The terminal symbols of
that grammar are word-types.

A common kind of word-types are what linguistis call parts of
speech, a conceptthat turns out to be very hard to de ne. As we
do not want to go into the linguistic details here, we will stick with
the common-sensale nitions of noun (N), verb (V), adverb (Adv),
adjective (Adj), pronoun, preposition (P), conjunction, participle, and
determiner (Det).

For examplethe grammar

S! NP VP
NP ! DetN
NP ! N
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VP! V NP
could be usedto derive the serience-malel
Det N V Det N
asin The boy chaseghe ball or to
NV Det N

asin Steveplays the guitar. Howe\er, this randomexpansionof grammar-
rules senesonly to derive a sertence model. Coding takes place only
by substituting actual wordsfor word-types. This is not to be confused
with context-free mimic-functionsthat usecortext-free productionsfor
actually coding data from the secretmessage.

The secondway of generating sertence-malels is by extracting
them from given sample-setences. For example,the sample-setence

The boy chaseghe ball.

couldbetagged,to derive the serience-malel Det N V Det N by looking
up the sample-vords in dictionaries.

NICETEXT 's word-types are not in any way limited to the lin-
guistic parts of speed, they can be de ned at any level of granularity
for linguistic symbols. In the original approad, Chapman(1997)used
parts of spee® as word-types. Sincea word's part of speed is an
abstraction for the syntactic role it can play in a sertence, the sys-
tem turned out mimicing the syntactic structure of a given corpus. In
a later paper, however, Chapman et al. (2001) descrilke the usageof
synorymy-classesas basisof sertence-malels, asin:

John's [synonymOfQ3d is [synonymOfReallyjsynonymOfNice]

A dictionary that could be usedwith the above sertence-malel is
givenin Figure 5.5. The encaler generatesa text by randomly choosing
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Type Word Cade
[synonymOfGa auto 000
[synonymOfG3 automobile 001
[synonymOfGa car 010
[synonymOfGa jeep 011
[synonymOfGa limousine 100
[synonymOfGa motorcar 101
[synonymOfG3 sedan 110
[synonymOfGa vehicle 111
[synonymOfReally] really 0
[synonymOfReally] very 1
[synonymOfNice] nice 00
[synonymOfNice] cool 01
[synonymOfNice] slick 10
[synonymOfNice] wonderful 11

83

Figure 5.5: A NICETEXT dictionary (Chapman & Davida 1997)
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The Doe and the Lion A DOE hard xed by robberstaught refuge
in a slave tinkling to a Lion. The Goods under- took themsehes
to aversion and disliked before a toothless wrestler on their words.
The Sheep,much past his will, married her backward and forward
for a long time, and at last said, If you had defendeda dog in this
wood, you would have had your straits from his sharp teeth. One
day heruined to seea Fellow, whosehad smearedfor its pro- vision,
resigning along a fool and warning advisedly. said the Horse, if you
really word meto bein good occasion,you could groom me less,and
proceedme more. who have openedin that which | blamed a happy
wine the horse of my possession.The heroic, silent of his stranger,
was about to drink, when the Eagle struck his bound within his
wing, and, reading the bestowing corn in his words, buried it aloft.
Mercury soon shared and said to him, OH thou most base fellow?
The Leather and the Newsletter A MOTHER had one son and one
sister, the former considerablebefore his good tasks, the latter for
her contrary wrestler. The Fox and the Lion A FOX sawv a Lion
awakenedin a rage, and grinning near him, kindly killed him. [...]

Figure 5.6: A sampleof NICETEXT output from the \Aesop's Fables"
style-template as preseted by Chapman& Davida (1997).

a sertence model and choosingwords for typesin accordancewith the
assignedcodeword. This randomnesshasthe advantage that the same
secretbitstring will result in a di erent text, ewery time the encaler
is run. Of coursethis is a degreeof freedomthat is left unusedby the
coding, and therefore constitutes unused potertial.

5.3 Wayner

Wayner's approad of cortext-free mimicry hasalready beenpreserted
in Section4.2. The only resourceit relieson is a probabilistic cortext-
free grammar (PCFG) characterizing the covers that should be mim-
iced. The most prominent sudh PCFG is Wayner's baseball-game-
grammardemonstratedin Figure 5.7. It is employedin the mimicry ap-
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It's time for another game between the Whappers and the Blogs
in scenicdowntown Blovonia . I've just got to say that the Blog
fans have come to support their team and rant and rave . Play
Ball ! Time for another inning . The Whappers will be leading o

. Baseballand Apple Pie . The pitcher spits. Herbert Herbertson
swings the bat to get ready and enters the batter's box . Here's
the fastball . He tries to bunt, and Robby Rawhide grabsit and
tossesit to rst . Hey, one down, two to go. Here we go. Prince
Alb ert von Carmicheal swingsthe baseballbat to stretch and erters
the batter's box . Okay. Here's the pitch It's a spitter . High and
outside . Ball . No cortact in Mudsville ! Nothing on that one.
Nice hit into short left eld for a dangerousdouble and the throw
is into the umpire's head! Whoa ! The Blogs needtwo more outs.
Here we go. Alb ert Ancien-Regime adjusts the cup and ernters the
batter's box . Yeah. And the next pitch is a knuckler . Nothing
on that one. The next pitch is a wobbling knuckler . Whooooosh!
Strike! And the next pitch is a smoking gun . He just watchedit go
by . The last strike . Only three chancesin this game. He's hefting
somewood . Here we go. Sal Sauvignon adjusts the cup and enters
the batter's box . Yeah. He's winding up . What a fast one that
looked like it wasrising . Whooooosh! Strike ! He's winding up .
What what looks like a spitball . No contact in Mudsville ! Here's
the pitch It's a wobbling knuckler . Whooooosh! Strike ! He's out
of there . That inning proveswhy baseballis the nation's game]...]

Figure 5.7: The secret messageINNOCENTmimiced by Wayner's
baseball-gamegrammar (Wayner 200d).
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plet on the homepageo his book Disappearing Cryptography (Wayner
2002). Spammimic(n.d.) is another website demonstrating mimicry.
This implemertation of Wayner's system employs a grammar that
mimics the appearanceof spam. Howewer, no attempts have been
made so far to apply Wayner's algorithm with larger-scalelinguistic
resourcesand in practical scenarios.

Howe\er, a direct implemertation of the systemwould, in practice,
be limited by the inadequacyof context-free grammarsas models for
natural language. Many featuresof the English languageare known
that cannot easily be modelled by CFGs, and there are even some
peculiarities that cannot be expressedoy CFGs at alll.

5.4 Atallah, Raskin et al.

The systemdeweloped by Atallah et al. di ers from the other systems
in that it doesnot aim at steganograply in general,but watermarking.
Watermarking systemsmust ful Il additional requiremens, sud as
robustnessand resistanceto collusion attacks. Here adversariesare
interestedin damagingthe watermark without seriouslydegradingthe
cover text.

The system of Atallah et al. also diers in a secondimportant
respect. As opposedto the replacemensystems consideredso far,
that presene meaningimplicitly by carrying out meaning-preserving
replacemets, this systemtakes an explicit approad to meaning by
represeting semairtics in an ANL.

Furthermore, Atallah's schemedoesnot embed a secretinto a natu-
ral languagerepreseiation of a cover, but into an ANL represertation
which needsto be translated badk and forth to natural language.

More formally, the enbedding-systemsve have seensofar encaled
a messagen 2 M into a cover c® 2 C° by deriving a steganogram
x 2 E from afunctione: M C°7! E, which operatesdirectly on the
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WASHINGTON/RABA T,
Afghanistan (Reuters) - The
United States on Friday carpet-
bombed Taliban front lines in
Afghanistan and dispatched two
new spy planesto pinpoint targets,
while at home troops guarded
California bridges against new
terror attacks.

The anthrax scare spread abroad.
One letter in Pakistan was con-
rmed to contain spores of the
deadly bacteria but initial fears
that the germ warfare weapon had
also spread to Germary appeared
to be a falsealarm.

\W e're slowly but surely tighten-
ing the net on the eneny. We're
making it harder for the eneny
to communicate. We're making it
harder for the eneny to protect
themselves We're making it harder
for the eneny to hide. And we're
going to get him and them," Bush
said.

The United States has been at-
tacking Afghanistan for almost four
weeks to root out the ruling Is-
lamic fundamertalist Taliban and
their \guest", Saudi-born militant
Osamabin Laden, whom Washing-
ton accusesof masterminding the
Sept. 11 attacks on New York
and Washington that killed almost
4,800people.

The Pentagon ordered two new
spy planes,including the unmanned
\Global Hawk", to the region to
start ying over Afghanistan.

(a) original text
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WASHINGTON/RABA T,
Afghanistan (Reuters) - The
United States on Friday carpet-
bombed Taliban front lines in
Afghanistan and dispatched two
new spy planesto pinpoint targets,
while at home troops guarded
California bridges against new
terror attacks.

The anthrax scare spread abroad.
One letter in Pakistan was con-
rmed to contain spores of the
deadly bacteria but initial fears
that the germ warfare weapon had
also spread to Germary appeared
to be a falsealarm.

\W e're slowly but surely tighten-
ing the net on the eneny holding
the front lines. We're making it
harder for the eneny to commu-
nicate. We're making protecting
themselwes harder. We're making
it harder for the eneny to hide.
And we're going to get him and the
fundamentalist,” Bush said.

The United States has been at-
tacking Afghanistan for almost four
weeks to root out the ruling Is-
lamic fu ndamertalist Taliban and
their "guest”, Saudi-born militant
Osamabin Laden, whom Washing-
ton accusesof masterminding the
Sept. 11 attacks on New York
and Washington that killed almost
4,800people.

The Pentagon ordered two new
spy planes,including the unmanned
"Global Hawk", to the region to
start ying.

(b) steganogram

Figure 5.8: A text-sample of Atallah's system(Atallah & Raskinn.d.)
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author-evert-1

autMme

for-pro c-organization-1 command-3
aQWmse
ministry-1 deploy-2 region-1 y-air-v ehicle-1
aQMme ag?/\@th
unknown set-2 unknown  nation-2

cardinality ersset purpose

2 airplane-1,airplane-2 <2  spy-on-1

(a) original tree: 11110000010100010101011

author-evert-1

aulhi//wme

for-pro c-organization-1 command-3
agen detjnation purpose
ministry-1 deploy-2 region-1 y-air-v ehicle-1
agert eme agen ath
unknown set-2 unknown carry-2.destination
cardinality ersset purpose ‘
2 airplane-1,airplane-2 <2 spy-on-1 carry-2

!hemwf
set-3 army-1

card\t\ahty milit... menbgrs set destination

>1  nation-1 organization-division  nation-2

(b) grafting: 10001011000101001100100

author-evert-1

author theme
for-pro c-organization-1 command-3
agen destination purpose
ministry-1 deploy-2 region-1 y-air-v ehicle-1
agert eme agen ath
unknown set-2 unknown assault-1.theme
cardinality ersset purpose
2 airplane-1,airplane-2 <2 spy-on-1 assault-1 pation-2 aspect
ag%‘ﬂ phwﬁon
nam‘m-l begin/continue  multiple
wus"

(c) grafting: 01100011111001010110001

author-evert-1

autMme

for-pro c-organization-1 command-3
ageﬂ///W\Wpose
ministry-1 deploy-2 region-1 Y-air-v ehicle-1
ange ag%n
unknown set-2 unknown

cardinality ersset purpose

2 airplane-1,airplane-2 <2  spy-on-1

(d) pruning: 01100001100011011111110

Figure 5.9: The sampletreesgiven by Atallah & Raskin (n.d.).
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natural languagerepresemation of a cover c®. Atallah's scheme,in con-
trast, rst analyzeshis natural languagerepresetation, by translating
it to an ANL. If AN Lo is the setof all ANL-represerted coversc®2 C°
and AN Lg isthe setof all ANL-represerted steganograms 2 E, then
his embedding function isdened ase: M ANLco 7! ANLg, and
the extraction-function isd : ANLg 7! M. Howewer, sincethe cov-
ers needto be represeted in natural languagefor transmission, we
needa natural languageanalyzera : C°7! AN Lco and a generator
g:ANLg 7! E, sowe can derive a steganogramx 2 E from a cover
c®2 C° by applying x = g(e(a(c); m)) and we can extract the message
again using d(a(x)).

Recallthat, in orderto maintain uniquedecalability, an embedding
function e and its extraction function d haveto be chosenin sut a way
that d(e(m;c)) = m, in the classicalcase. For Atallah it meansthat
d(a(g(e(a(c); m)))) = m, i.e. messagesieedto \survive" translation
badk and forth from the ANL to natural language,which is not quite
trivial. Howeer it should make the sdhemerobust against attacks by
an adversarywho can

1. \P erform meaning-preservindgransformations on sen-
tences(including translation to another language).”

2. \P erform meaning-mdalifying transformations on sen-
tences(but note that this cannot be applied to too
marny sertences,becauseof the requiremen that the
overall meaningof the text shouldnot be destroyed)."

3. \Insert new seriencesin the text."

4. \Mo ve sertencesfrom oneplaceof the text to another
(including moving whole paragraphs, sections, chap-
ters, etc.)"

(Atallah et al. 2001)
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To someonewhose \philosophic" badkground is arti cial intelli-
gence,the above approat seemsa bit paradoaical. How can trans-
formation on a meaning-represeation ever be meaning-preserving?
Hereit might be pointed out that the philosopty inherert to Atallah's
approat seemdo originate from madine translation rather than ar-
ti cial intelligence.

If we think of the ANL asa natural languagelike Spanish,then the
above statemerts seemreasonable First, an English-languaggext s is
analyzedusing A(s) to yield an Spanishtranslation e. Then meaning-
preservingtransformations on the Spanish sertencesare made using
E (e;m) to yield awatermarkedversione®. Finally, the text is generated
using G(e to yield s, the English translation. If the adversarycarries
out an attack, by translating the text to German, to yield s then it
will still be possibleto recover the watermark, sincetranslating the
German text s®badk to Spanishwill basically assurethat A(s% =
A(sY yields the sameresult that was originally the output €°from the
enmbedding.

Howe\er, this will be di cult in practice. The world's besttransla-
tors will probably not comeup with the very sameSpanishtranslation
when confrorted with an English languageand a German language
text, evenif the two texts agreein even the nest connotations.

It is crucial to the understanding of Atallah's approad, that it
essetially works by exploiting the inadequacyof any language,even
an arti cial, completely formal one,to fully capture meaning. This is
why | preferthe term ANL to TMR (which is short for \T ext Meaning
Represemtion” and traditionally usedin the corntext of ontological
semarics). If a TMR would, in fact, represeh meaning, then what
\meta-meaning” would we judge meaning-preservingnesy, when we
make \meaning-preserving" transformations? This paradox is not ex-
clusively of philosophicinterest. It has practical implications in the
construction of ontology-basedwatermarking-shiemes.
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First, under the common-senseotion of a text's \meaning”, the
\more adequate”an ANL getsasa meaning-represetion, the more
dicult it will beto nd meaning-preservingtransformations closed
within this ANL-domain.

Secondly if we reject the idea of a true meaning-represeation,
then, consideringthe state-of-the-art in linguistics, | doubt that natu-
ral languagewatermarks that reliably \survive" translation from one
natural languageto another are near at hand.

The seart for the \Univ ersal Grammar" can almost be descriked
asa questfor the holy grail amongstlinguists following the tradition of
Chomsky (1965) and Ross(1967). Theselandmark papers suggested
that there might actually be a set of featurescommonto all natural
languagesmodi ed by a small setof optionsthat are chosendi erently
in ead language.Designingtranslation-robust watermarking schemes
would simply amourt to coding data within sud featurescommonto
all languageswhile avoiding to code data in featuresthat are specic
to single languages,and would therefore be destroyed in translation.
Howewer approatesto sud universalgrammarsare far from practical
applicability in a completely automated computational setting.

Howewer, it might be pointed out that the sequencesof word-
choices,or sequencesf context-free productions, consideredsofar are
nothing but simple ANLs. So, no matter whether or not one accepts
the idea of a true meaning-represeation, onewill have to admit that
Figure 5.8is animpressive demonstrationof what canbe achieved with
more sophisticatedANLs. The serencesthat cortain the watermark
are highlighted in boldface. The left side shaws the original version,
the right side cortains a watermark.

Figure 5.9 shonvs some ANL-represeried example sertences, and
the impact of two possibletransformations, \grafting" and \pruning".
The basicideaof the coding techniqueis to establisha correspndence
betweena sertence'stree-structured ANL-represeration and a secret
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bitstring. Transformationsare then appliedto the ANL-represenation
until the correspnding bitstring yields the desiredsecret. If this is
impossible,another sertenceis usedto encale the secret.



Chapter 6

Lessons Learned

6.1 Objectiv esfor Natural Language Stegosystems

Throughout the previoussectionswe have discussedand evaluated dif-
ferert theoretical approadiesand practical implemenations of stegosys-
tems, taking into accourt marny di erent criteria. In this section, we
will make these criteria explicit, by rst proposing objectives of the
functionality we expect of natural language stegosystemsand then
giving advice on designconsiderationsto keepin mind for their con-
struction and evaluation. We will motivate them by theoretical results
we have discussedso far, and by practical lessonslearned from the
stegosystemgpreseited in the previoussections.

Functional objectiv es

(1) Security: It must not be possibleto distinguish between a
steganogramand a naturally occuring cover, without knowing
a secretkey.

Analyzing security often involves establishinga way to measurea
\degree of ful llment" for the above proposition. We have seenthe

93
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approad of Cadin (1998), measuringthe security via the Kullback-

Leibler distanceD (CjjE) betweenthe distribution of coversP (C) and
the distribution of steganogramsP (E). Furthermore, we have seen
that it measuressecurity only from an information-theoretic point of
view, and that it is necessaryto take into accourt many other con-
straints. Thesecould, for example,arise from syntactic and semartic

restrictions imposedby the usual interpretation of covers. We have
discussedwhy this gets especially di cult to put in formal terms if

this usual interpretation is carried out by humans, asis the casewith

natural languagesteganograph.

Furthermore, we have seenthat the \imp ossibility" of telling a
steganogramfrom a real cover, without knowing the secretkey, is
achieved by constructing the stegosystenin sud a way that testing a
datagram for secretmessagesvolvessolving a hard problem. Sud a
problem could be expressedn terms of its computational complexity
or in terms of information-theoretic considerationsabout \guessing" a
key. We have seenthat an HIP can be sud a problem, cortributing
to a steganogram'ssecurity by making it more di cult to handle by
automated systems.

(2) Robustness: It shouldnot be possibleto manipulate a stegano-
gramin sud away that the secretcannotbe extracted any more.

This property of a stegosystems esgecially important in the pres-
enceof an active warden An active wardenwill try to prevert sublim-
inal comnmunication, by imposingsmall changeson all datagramsthat
passthrough a gateway under its cortrol. Robust steganogramswill
make it moredi cult for an active wardento do so.

For watermarking systems,this feature is absolutely imperative,
since watermarks must not be removable. Watermarking is probably
one of the more realistic applications of natural languagesteganogra-
phy. Natural languagechannelsdo not o er as much redundancy as
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other media, so we cannot expect natural languagesteganogramso
o er high capacitiesfor storing secretmessages.This is not usually
a problem in the context of watermarking, since watermarks are not
usually required to be very large. Howeer, for other applications of
steganograply, capacity usually is anissue. This is anotherreasonwhy
robustnesss an important feature for natural languagesteganograply
systems.

Design Considerations

(3) Kerckhos' principle : It is of certral importance newer to
make assumptionsabout the \enemy", exceptthat he doesnot
know the secretkey.

This important designconsiderationcomesfrom experiencewith cryp-
tosystemsin military applicationsand hasprovento be a valuablelec-
ture for engineeringsecurity systems.In natural languagesteganogra-
phy, we have to be aware of the strategically problematic consequences
of propositions of the form, \supposethe arbitrator is using linguistic
model X ...". Whene\er the arbitrator actually usesa better linguistic
model, in terms of more accurately capturing human usageof natural
language the stegosystemnis worthless. This hasthe consequencéhat
the only reliable bendymark by which a system'slinguistic performance
is to be measuredis human ability to understandnatural language,as
opposedto any formal model. Thereforea steganogram'sproperty to
be indistinguishable from real coverswill have to be evaluated empiri-
cally by humans.

(4) The state of the art in natural languageprocessingis a signi -
cart limiting factor, determining what we can expect a linguistic
stegosystento do.
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We have seenthat modelsfor true natural languageunderstandingin

the cortext of a synmbolic systemare still in their infancy, and have

discussedhe implications on Atallah's system,which relieson an ex-

plicit meaning-represeation. We have mertioned the inadequacyof

conext-free grammars as models for natural languageand discussed
the implications on Wayner's system,which relieson PCFGs to char-

acterizeinnocuouscovers.

(5) Systemsfollowing an approad of generating innocuous text,
rather than embedding secretsin given texts, are unlikely to
yield practically applicableresultsin the near future.

Partially motivated by applicability to watermarking, and as a result
of (4), we beliewe that embeddingis the right paradigm for construct-
ing practical systemsfor natural languagesteganograply. None of the
generation-basedsystemsconstructed so far could fool a human into
thinking their steganogramsvereinnocuoustext. The authors of these
systemsarguedthat their systemstargeted automated arbitrators op-
erating accordingto known formal models. Howeer, this argumert is
problematic in the senseof (3).

(6) Every symbol chosenby the stegosystenfor coding-purposeghat
can be directly obsened in a steganogram(e.g. word-choices),
or that can be derived from analyzingit (e.g. cortext-free pro-
ductions, deriving a steganogramfrom a given grammar), is a
potential \clue" for detecting hidden messagesA steganogram
must not cortain a clue that is never obsened in real covers.

Examining a singleclue, a steganalystwill always suspect the stegano-
gram to cortain a hidden messageif he knows that it can newer occur
in innocuouscovers. This is, of course,a direct consequencef (1).
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(7) A distribution of cluesobsenable in a steganogramP (E) must
not be statistically signi cant evidencefor distinguishingit from
naturally occuring covers.

A reasonableapproat might be to formulate P (C), the distribution
of cluesobsenablein natural covers, and construct the stegosystemnin
sud a way that the Kullback-Leibler distanceD (CjjE) is assmall as
possible.

(8) Linguistic modelsfor usein natural languagestegosystemsnust
not overgenerate.

Accuracy of linguistic models is usually analyzedby two properties,
their behavior of ovelgeneation and undergeneation. If a systempro-
ducestexts a human speaker would usually not produce, we sg it
overgenerates.If a systemnewer producestext a human speaker would
normally produce,we sa it undergeneratesClearly, asa result of (6)
and (7), a natural languagestegosystenmust not overgenerate,since
this would make a steganogramsuspiciousto an arbitrator.

(9) Linguistic modelsfor usein natural languagestegosystemshould
not undergenerate.

(10) If thereis atradeo betweenmaking a systemovergenerateand
making it undergeneratejt is preferableto make it undergener-
ate.

Natural languagestegosystemghat heavily undergeneratetext will

produce texts that signi cantly deviate from naturally occuring text,

therefore violating (7). However, the signi cance of this exploit de-
pends on what portion of the text a stegosystem\touc hes" at all,

and how marny transformations are applied, so (9) will usually be less
important than (8), and the impact of (9) will be lesssigni cant for
embedding systems.
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Winstein Chapman Wayner Atallah
usage| stego stego stego watermarking
arbitrator | human computer computer  human
model | synbolic symbolic syrtactic  semaric
technique | enbedding generating generating embedding
statistics | uniform uniform mimiced N/A
coding | mixed radix binary block Hu man quadratic residues

Figure 6.1: Comparisonof shemes.

6.2 Comparison and Evaluation of Current Sys-
tems

Atallah's systemis the only one where we cannot disregardthe pos-
sibility that it could fulll the \wishlist" preseried in the previous
section. Adapting Winstein's approad to take into accour the above
considerationswould be possibleaswell.

Robustnesss anissueconsideredonly by Atallah. His systemis the
only onethat ful lls (2), by selectiely picking the sertencesin which
transformations should be applied. This way of accouring for robust-
nessis similar to the famous\battleship” game. If the active warden
happensto correctly guessthe position of a data-carrying sertence,
and applies transformations to it that a ect its ANL-represenation,
there is no way to recover the data.

Limitations in the senseof (4) are especially relevant for Atallah's
system. Natural languagesystemsthat rely heavily on ontologic re-
sourceshave traditionally su ered from the fact that they could not
scale out of the microworld-domains their ontologies were designed
for and tested in. As a result of (3) howewer, sud restriction to a
microworld-domain is not acceptablefor natural languagesteganogra-
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(a) disjunct synsets (b) natural synsets

Figure 6.2: The impact of disjunct synsetson the lexical accour for
the sensef move
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phy. The problemis that, currertly, there is no common-sensentol-
ogy. The e ort of Lenat et al. (1990)is a notable exception, howeer,
ewven their systemis far from the vision of truly capturing all of the
common sensenecessaryto understand natural language. Therefore,
the questionwhether Atallah's approad will \scale out of the labora-
tory" is still open.

Wayner's systemis the only onethat takes(7) into accourt. Win-
stein's systemrelies on mixed-radix coding, which choosesead digit
of a mixed-radix number and therefore eat word at the sameproba-
bility. Chapman'ssystemusesa binary block-code. The problem with
theseapproadesis that the distribution of word-choicescan be traced
bad to the secret. If the bits in the secretare uniformly distributed,
then the word-choiceswill be uniformly distributed aswell. Chapman
et al. (2001) give an examplewhere the generator replacesthe word
what by whichse@ver Clearly, texts where whichs@veroccursjust as
frequertly aswhat will be suspicious.

Overgenerationof language,n the senseof (8), canoccurin Wayner's
system,depending on the grammar and in Winstein's system,depend-
ing onthe lexicon. Howewer, their systemsdo not overgenerateashear-
ily asChapman's. Constructing lexica, style-templatesor cortext-free
grammarsthat don't overgenerateis not usually a problem. Howe\er,
it is a problem not to make the system heavily undergenerateas a
result, thereforeviolating (9).

For example, Winstein's system undergeneratesnatural language
becausat doesnot make useof replacemets that are sometimesmade
by human spealers, due to its restriction to disjunct interchangeabil-
ity sets. Figure 6.2 shows the impact of disjunct interchangeability
sets. This could be exploited, for example, by analyzing a cover for
word-clusters. Word-clustering methods are well-known techniques,
usually usedin the corntext of statistic natural languagelearning, to
determinewordsthat commonlyappearinterchangeablyin a givencon-
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text. If theseclustersprovide evidencefor strictly disjunct synsets,the
cover is clearly suspicious.Newerthless,suc evidenceis lesssigni cant
in Winstein's embedding-frameveork than in Chapman's generation-
framework, sincethe restriction to disjunct interchangeability setsap-
plies only for a small portion of the words in a text.

A similar phenomenonappearsin the cortext of Wayner's system.
It is manifestedin the fact that all of the demonstration-grammarsised
with Wayner's systemproducerather repetitiv e text, simply dueto the
fact that the demonstration PCFGs are far too small. This weakness
could be exploited by analyzing a steganogramusing techniques for
grammatical rule inference. If it indicates that comparatively small
CFGs could have producedthe text, and the text newer cortains non-
conext-free linguistic constructs, this is strong evidenceto suggesta
hidden message.

We cannot disregardthe possibility that similar approadiesmight
make it possibleto exploit Atallah's limited ontology. We have already
showvn why an ontology needsto be comparatively limited, asopposed
to the \ontology" usedby humans.

6.3 Possible Impro vements and Future Directions

From what we have seensofar, the basicapproad that is most promis-
ing for building a secureand robust natural languagesteganograply
systemin the near future is a lexical replacemen system, similar in
principle to Winstein's.

Winstein's systemful lls (4), sinceit reliesonly onlexicalresources.
Sincelarge-scalelexica are available, covering a signi cant portion of
the English language, these resourcesdo not signi cantly limit the
scalability of the whole system. In accordancewith (5), it is basedon
embedding, which makesundergenerationin the senseof (9) lesssignif-
icant atopic, makesit possibleto usethe systemfor watermarking, and
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is a more realistic scenarioto produce text which will be innocuous,
evento human arbitrators in the senseof (3).

To fulll (6), it would perhapsbe necessaryto Iter out all terms
from the lexiconthat appearvery seldomin natural text. (For example,
we have seenan interchangeability set wherethreeis replacedby the
Roman number iii).

In orderto ful Il (7), onewould have to integrate someof Wayner's
ideas into the system, for example, using a variable-length code to
mimic the distribution of word-choices.

The linguistic model would have to be more accurate, in terms of
(8) and (9). We have to keepin mind that if WordNet cortains a
synset,then this synsetis relative to a linguistic context, soif we nd
a replacemen for a word in the lexicon, then all this hasto say is that
there exists a cortext in which we could replacethe word. When we
don't examinethe actual cortext of the word in the text wherewe make
the substitution, the systemwill overgenerateasaresult of substituting
the word, although the cortext doesn't permit doing so. As a result
of the limitation to disjunct synsets,the system will undergenerate
becausethere will be replacemets a human would apply that would
violate the stegosystem'sonstraint of keepingsynsetsdisjunct.

In orderto makethe linugistic model moreaccurate,onewould have
to lift the restriction to disjunct interchangeability setsand integrate a
statistic word-senseadisanbiguator instead. That thesetechniquescan-
not always resole sense-arniguities hasthree interesting side-e ects.

First of all, during embedding, whene\er the ambiguity cannot be
resoled, this is strong evidencethat the cortext doesnot allow any
substitution without signi cantly changing the meaning of the over-
all text. Therefore the system can skip sud words, not making any
replacemen We could not get sud evidence,from a lexicon with
disjunct synsets.

Secondly during extraction, it will not always be possibleto tell
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which synseta replacemen was originally chosenfrom. Chapmanand
Winstein saw this asa disadwantage, becauset is a signi cant obstacle
when it comesto automatically extracting the secretagain. | would
seriouslylike to questionthis. The fact that it is very di cult in this
situation for an automatic analyzerto extract the secretis actually
an HIP keepingan arbitrator from analyzingthe secretunderlying the
text, therefore providing additional security in the senseof (1). An

extractor could be constructed in sud a way that a human would
have to choosethe sensesf \problematic" words. This will not be a
problem for extracting the secretfrom a cover that is known to be a
steganogramby its legitimate receiver. Howewer, it will be a problem
for an arbitrator when automatically analyzing large amourts of text.

We have already mertioned the needto choosewords accordingto

their probabilities of actually occuringin the text. Insteadof relying on
eat replacemen for a word to be equally probable, we needa model
capturing the probability of all the possiblereplacemets in a given
linguistic cortext, soa variable-length code, as mertioned before,can
be constructed. This is the third interesting side-e ect, since models
for usewith statistic WSD will usually incorporate knowledge about

the probability of a word appearingin the given cortext.
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Chapter 7

Towards Secure and Robust
Mixed-Radix
Replacemen t-Co ding

7.1 Blo cking Choice-Con gurations

If we are not satis ed with establishing robustnessimplicitly, simi-
larly to how Atallah did, error-correction quickly becomesan issue.
Error-correcting codeswould enableusto actively reconstructdata af-
ter receivingit incorrectly (as a result of Wendy, the active warden,
attacking a steganogramby substituting words used for coding the
secret)aslong asthere are not too many errors.

Howewer, the automatic construction of error-correcting codes is
traditionally studied only in the context of g-ary symmetric channels
Generally we can think of steganogramsand covers as datagramsof a
xed length n represeted by n-tuples s = (Sp;Sz; Ss;::5;Sh 1). Data-
grams transmitted by g-ary channelsare restricted to choosing eat
si from a xed alphabet S of cardinality jSj = g, sothat s; 2 S, i.e.
datagramsthat can be transmitted over a g-ary channel are chosen

105
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from S".

Howe\er, this is not the casein lexical steganograply, if we wish to
code the data into word-replacemets s = (Sp; Sp; S3; i Sn 1), Where
ead s; is chosenfrom a di erent synsetwith a di erent cardinality, so
that s; 2 S;. As opposedto S", we wish to chooseour datagramsfrom
S S§S Sy

We will not deal with the construction of g-ary error-correcting
codesin detail. For readersunfamiliar with the topic of error-correction,
it might be helpful to think of the simplest form of error-correction
which is a repetition-code. For example,in order to encale a value
0 x < ¢ for submissionover a channel with 3 elemerts, we could
choose the con guration (x;x;x) from X; X, Xs. If an error
happens (i.e. Wendy changesa value x to y 6 x), then (X;Vy;X)
might be incorrectly received. We can then correct it by assum-
ing (x; x; X) instead, becauseone substitution would su ce to replace
(x;x;x) 1 (x;y;X), whereastwo substitutions would be necessaryto
replace(y;y;y) ! (Xx;y;x). Assumingthat a channelis more likely to
transmit ead value correctly than erroneously(since Wendy is trying
not to completelydestroy the datagram), we can safelydecale (X; y; X)
to (X; X; X).

In order to make the well-known techniques for automatic con-
struction of error-correctingcodesfor g-ary channelsapplicablein this
scenariowewill composethe word-choicesinto blocks, and apply error-
correctionat the block-level rather than to word-choices. We will de ne
a blacking B as a set partition over the index-setfor word-choicesin
the datagram. Formally,

[

P2B
8P;Q2B: P\ Q=;:

P = 101:5n 1g;

That is, a blocking B consistsof seweral blocks s 2 B and ewery
word-choice s; is assignedto exactly one block, so that blocks newer
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Figure 7.1: How word-choicesare assignedio blocks.

shareword-choices,and noneremain unassigned.One can bring these
blocks into an arbitrarily chosenorder, and think of them as an n%
tuple s°= (s§;s2;s9;:::;82 ;) wheren®is the number of blocks. This
sequenceof blocks can, itself, be seenas a sequenceof elemeits eath
of which takeson a nite number of values, just as the sequenceof
word-choices. Each block s% can take on exactly

Y

jSti= jSi

i2s%
distinct values. If, for example,a block s§ is assignedto three word-
choicess,, s, and s, we can seeead of the word-choicess, 2 S,,
S, 2 Sy, and s. 2 S. as an information-carrying elemem x 2 X or
we can seethe whole block s 2 S§ whereSy =S, S, S;asan
information-carrying elemen x 2 X.

Again, we will usethe numeric properties of word-choicesas dig-
its of mixed-radix numbers for coding, by de ning v(s;), the numeric
value of a word-choices;, asv(s;) = Xx, if and only if, s; is the x-th re-
placeableword in S; in alphabetic order. The correspndencebetween
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a block's numeric value v(s%), and the valuesof eat of the assigned
word-choicescan be de ned by the numeric value of a mixed-radix
number, the digits of which are represeted by the word-choicesas-
signedto the block. This property of a block to behave asan abstract
elemen reducesthe problem of nding a con guration for the word-
choices(V(So); V(S1); V(S2); =, v(Sn 1)) to nding acon guration for the
blocks' numeric values(v(s3); v(s?); v(s); :::; V(s 1)) and determining
the valuesof the word-choicesby expressinghem asmixed-radix num-
bers.

Figure 7.1 shows this graphically. In this example,there are n
5 word-choices assignedto n® = 2 blocks. The word-choicess
(So; S1; Sp; S3; Sa) arechosenfrom synsetsS, = fa;b;c;dg, S, = fx;y; zg,
S;=fp;qr;s;tg, S4 = fk;lgand Ss = fm;n; o;pg.

We can think of this asa mixed-radix number
2 3
4 V(So) V(s1) V(S2) V(Ss) V(Sa) 5.
4 3 5 2 4 '

Alternativ ely, we canthink of the two blocks asa mixed-radix number

2 3

4 V(S) v(s)) ¢
20 24

and reinterpret the digits v(s3) and v(s?) asthe numeric valuesof the
mixed-radix numbers establishedby the word-choicesassignedto the

blocks as 2 3
V(So) V(S2)
v(sd) = 4 5
(=47 "¢
and 2 3
V() = 4 V(s1) V(ss) V(sa) 5.
3 2 4

We already mertioned that the reasonwhy we composethe word-
choicesinto blocks is becausewe wish to make error-correcting codes
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Figure 7.2: Blocking by Method I: Each block cortains word-choices
of equal capacity.

for g-ary channelsapplicablein this scenario. Two methods to acieve
this cometo mind.

Metho d | is to compose all word-choices of equal capacity into
blocks. For all blocks s% 2 B we have

85x;sy25i°o IS =S

This makesit possibleto assumethe smallestcapacity g = min|Syj
and apply a g-ary error-correcting code within ead block.

Metho d 11 is to composeword-choicesinto blocks in sud a way
that the resulting blocks have the samecapacity. That is, for all blocks
s%2 B ands) 2 B,

iS5 = 150 +
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Figure 7.3: Blocking by Method I1: Each block has equal capacity.

This will makeit possibleto assumethe smallestcapacity g = min jS%j
and apply a g-ary error-correcting code to the abstract valuesof the
blocks.

Here" is a variable summandwhich allows for somedeviation in
the blocks' capacities. It is desireableto keep = max" as small
as possible,howeer, it will be necessaryto allow for somedeviation,
to allow for e cient assignmenh of word-choicesto blocks, according
to Method II, and to compensatefor word-choicesof capacitiesthat
appear only oncefor Method |. Figures 7.2 and 7.3 shov examplesof
how the two methods would choosethe blocks.

7.2 Some Elements of a Coding Scheme

The word/blo ck-choice hash: Let w(x) denotean elemeit's value
for usewith the g-ary code (recall that an elemen x chosenfrom X can
either be a word-choices; 2 S; or a con guration of a block s% 2 S9).
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"physical" elements
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7
sph%mmekﬁtors
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el g el el o e el
"virtual" atomar elements to base coding on

Figure 7.4: Splitting word-choicesinto atomic units.

By de nition, a symbol chosenby a g-ary code can only take on g
distinct values, so we could de ne w(x) as an integer in the range
0 w(x) < g This is problematic unless = 0, sincewe assumeq
to be the minimum capacity of any elemen, sothere will be elemerts
which actually have a larger capacity, sothat 0  v(x) < jXj, while
0 w(x) < gforq< jXj. As aresult, somecon gurations are newer
assignedby the code, which could be security-relevant (very much
like the block-code that restricts synsetsto specic sizes, resulting
in undergenerationbecauseof the possiblereplacemets that remain
unassignedby the code). A straightforward approad might be to let

v(x)  w(x) (modulo ¢?
for a constart o° ¢, sothat, given a value w(x) determinedby the

g-ary code, one could randomly choosea v(x) that decalesto w(x).

Prime-factorization  of capacities: Another improvemert might
be to split up the \physical" elemertts, given by the word-choices
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into \virtual” elemers, atomic units forming the basisfor the coding-
process.The valuesfor word-choicescan be determinedby the numeric
value of a mixed-radix number, the digits of which are the atomic units.
These are chosenin sud a way, that their capacitiesare the prime-
factors of the word-choice'scapacity asshowvn in Figure 7.4. For exam-
ple, instead of onesinglechoicesy from Sy = f a;b;c;dg choosingfrom
]Soj = 4 values,we canthink of two choicesvy and v; from V, = f0; 19
and V; = f0;1g. SincejVy, Vij = |jSoj we can establisha one-to-one
corresppndence,and doing so is straightforward via the mixed-radix
number 2 3
_ 4 V(vo) Vv(v1) 5.

v(so) = 4 ) ) S
This hasthree important advantages: First, for many error-correcting
codesit is necessaryor g to be prime. Secondly for Method I, we will
be able to construct larger blocks. For example,if we have elemens
of capacities6, 8 and 12, it will su ce to allocate two blocks, onewith
g = 2 and one with g = 3. Sincethe rate of redundancy an error-
correcting code needsto introducein order to correct a given number
of errors saturateslogarithmically with a raising number of elemetts,
it will be preferableto represeh a datagram of a given capacily by
many elemerts, choosingead from a small number of distinct values,
as opposedto few elemets, choosing ead from a larger number of
values. Thirdly, it will be easierto keep small, sincesmallerelemerts
allow to perform blocking in a more ne-grained way.

Random-assignmen t of blocking strategies: Another problem
that arisesin the cortext of lexical steganograply is of strategic na-
ture. Supposewe constructeda stegosystento useeither Method | or
Method Il asa matter of design.

In responseto a code, constructed with blocking by Method |,
Wendy would pick out exactly oneblock to attack, sinceone block is
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su cient for the data to be unrecoserable, and then attack as many
units within this block as possible,maximizing the probability to suc-
ceedin making the whole block unrecoverable. In responseto a code
constructed with blocking by Method II, she would attack as many
blocks as possible,maximizing the probability of breaking the block-
error-correction, but would attack no more than one unit within eat
block sinceoneelemen is su cien t for the whole block to be unrecor-
erable.

A simplistic approat to making sure Wendy cannot make use of
sudh strategic considerations,is to make sure she doesn't know the
blocking. A straightforward way of achieving this would be to have the
encaler\ip acoin" to decidewhich strategy to use. That way, Wendy
could not rely on any single strategy to be most successful. Howe\er,
shewill still benet from choosingone of the above attack-strategies,
sincesheknows it must be one of the two available strategies,or she
could use a clever combination like picking one block, in which to
attack many units and attacking only oneunit in ead of the remaining
blocks, which would maximize her probability of succeedingover both
strategies.

A more sophisticatedapproad might be to partition the sequence
of units in two areasand handle one areaby Method | and the other
by Method 11, sothat Wendy newer knows how the areasare com-
posed. We could assignunits to two areas,for example, by seeding
a random-rumber generatorwith a secretkey to generatea bitstring
b of length n. Random-rumber generatorshave the important prop-
erty that they generatea bitstring b in sud a way that there are no
statistically signi cant correlationsbetweenany two bits in the string
by and b,. The value of b could be usedto decideupon a blocking-
method to use. For example,a value b = 0 could be interpreted by
the encaling/decoding-medanismsas\use Method | for unit v;" and
b = 1 as\use Method Il for unit v;", asdepictedin Figure 7.5.
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seed pseudorandom numbers

0 1 1,0 1 0 0 0 1 0,
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Figure 7.5: Assigning Blocking-Methods to elemerts.
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Figure 7.6: An exemplariccoding-sheme.
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7.3 An Exemplaric Coding Scheme

We can think of a coding-sdhiemeorganizedin six layers as shawvn in
Figure 7.6.

1. Onthe rst layer, the word-choicessy; S1; S; i:3; S10, from synsets
Si are split up into atomic units Vo; Vi; Vo; ii1; Vop, Wherey; refers
to the choicefor an elemen from a correspnding setV,. Seeral
valuesy;;Vv;,; i} v;,, determinethe word-choicess;, and their re-
spective V;,; V,,; ::i; V;, arechosenin sud away that jV,, V,,

Vi.] = |Sij, sothey provide for the right capacity and all jV,, ]
are prime. In the simplestcase,sut a correspndencecould be
establishedby the value v(sy) of a mixed-radix number, the dig-
its of which are v(v;,); v(v,); 255 v(v;,) whereO  v(v;,) < jVi,J.
For example,the units vy and v, together make up a mixed-radix
number, which is supposedto choosean sy from Sy = fa;b;c;dg.
The numeric value of this mixed-radix number v(sg) will have to
range from 0 to 3, becausgSyj = 4. The two digits vy and v;
that make up this mixed-radix number needto be chosenfrom a
prime number of values. SincejVyj jVij = 2 2= 4 theseunits
are chosenwith jVoj = 2 and jV,j = 2.

2. The secondlayer assignsall units to one of two areas,according
to a bitstring b, generatedby a random-rumber-generatorfrom
a secretkey. In Figure 7.6 all elemerits v; wherea correspnding
bit b from the bitstring bis 0, are assignedto Area | which is
to be coded using Method I, and all elemens with b = 1 are
assignedio Area Il which is to be coded using Method 1.

3. The third layer composesthe units vg; Vvi; Vo; iii; Vo, into blocks
S0. SO. S0. S0
0 ) y ey OB

I. In Area I, Method | composesthe blocks in sud a way
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that all the units in one block have the samecapacity, for
examplejVej + 0= jVioj + 0= jVigj + 0= 3. Here = 0.

[I. In Areall, Method Il composeghe blocksin sud away that
the blocks themsel\es have the samecapacity, for example
jSY=jS%+ 1=jSY+ 1= 16. Here = 1.

4. Layer four is where Method | appliesits error-correction.

[. In the simplest case,we could use a repetition-code, and
make surethree adjacen units in Areal, likew(vg); w(vy); w(Vs),
are always assignedthe same value, in this example the
block-valuev(sf). (Recallthat we denotevaluesof elemertts,
aschosenby an error-correctingcode asw(x)). Since = 0,
v(x) always coincideswith w(Xx).

II. Method Il doesnot carry out error-correctionon this layer,
sothereis no error-correctioninvolvedin Areall. The values
V(V2); v(v3); v(Va); v(v7), are simply a mixed-radix represen-
tation of v(sY).

5. Layer v eis whereMethod |l appliesits error-correction.

I. As far as Area | is concerned,we can simply interpret the
blocks' numeric valuesv(sd); v(s9); v(s3); v(s9) asdigits of a
mixed-radix number to determinev(secret;)

[I. Again we use a repetition code but this time we will ap-
ply it to the block-level, making sure that three adjacert
blocks are always assignedthe samevalue. For example
w(s?) = w(s)) = w(sl) = v(seret;;). Here the hash-
function v(v;) w(vi) (modulo g) is used, to determine
the valuesv(s)) = v(s?) = v(sd) randomly. Since > 0,
thesevalueswill not always coincide.
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6. Layer six is where we bring Area | and Area Il together and
compute v(secret) by interpreting v(secret) and v(secret|) as
digits of a mixed-radix number.

The repetition-code wasusedin the above setuponly asa primitiv e
exampleof error-correction. It hasmany disadwantageousside-e ects.
For example v, is left unassignedin Figure 7.6, and would have to
be initialized randomly. The code is very ine cient, sinceit needs
vast amourts of redundancy and correctsonly a comparatively small
number of errors. From a strategic point of view, it is not optimal
either. Consider, for instance, the consequencesf an error in word-
choicesy. It would result in altering both vo and vy, leadingthe error-
correction astray when reconstructing sj.

All of theselimitations could be overcomeby using more sophis-
ticated codes, for example Hamming codes. Howewer, we would like
to draw attention to the multi-layeredblocking-sdheme,rather than to
the details of error-correction. The blocking schemeintroducedabove,
incorporates somedegreeof security, sinceit will not easily be pos-
sible to extract the secretfrom the word-choiceswithout predicting
the pseudorandomnumbers assigningelemens to coding-strategies.
It also provides for robustnessagainst someattacks, overcoming the
problematic requiremen of error-correcting codesto operate on g-ary
channels.

For example , in the situation depictedin Figure 7.6, if we wanted
to encale the value v(secret) = 255with word-choices,we could do so
asdepictedin Figure 7.7, by:

6. rewriting v(secret) = 255= 17 15+ 0 lasv(seret) = 17and
v(secret ) = 0, using mixed-radix corversion.

5-1. rewriting v(secret;)) = 17=1 2 2 3+0 2 3+1 3+2 1las
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(4] (4] [4] (6] (8] (9] (8] (6] (5] [4] (4]
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Figure 7.7: Encading the secret255.
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error error
[4] (4] [4] [6] (8] (9] (8] (6] [5] [4] [4]
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Figure 7.8: Decdaing the secretagain, after incorrectly receiving the
word-choices.
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v(s9) = 1;v(s?) = O;v(s)) = 1, and v(s3) = 2, using mixed-radix
conversion.

determining a con guration for w(s3); w(s?), and w(s2) usingan
error-correcting code with g = 15. In the simple caseof a repe-
tition code, we let w(sg) = w(s?) = w(s?) = v(secret;;) = 0 and
usea random-rumber generatorto setv(s3) = 15,v(s?) = 0 and
v(s?) = 0. Note that 15 0 (modulo 15).

determiningacon guration for w(vo); w(vy); w(vs) usingan error-
correcting code with g = 2. Again, using a repetition code, we
have w(vo) = w(vi) = w(vs) = v(s9) = 1 and, as a result,
v(Vo) = V(v1) = v(vs) = v(s§) = 1. Analogously we get

V(Vo) = V(v1) = V(vs) = V(s}) = 1,

V(Vg) = V(Vi0) = V(V17) = V(S9) = O,

V(V19) = V(V20) = V(V21) = v(s3) = 1, and

V(Ve) = V(V12) = V(Vig) = V(SY) = 2.

V(Vzp) is randomly initialized to O.
rewriting

v(s)) = 15=1 2 2 2+1 2 2+1 2+1 1las

v(V2) = L;v(vs) = L v(vy) = Lv(vy) = 1,

v(s) = 0=0 5+ 0 1lasv(vii) = 0O;v(vig) = 0, and

vis) = 0=0 2 2 2+0 2 2+0 2+0 1las
V(Vg) = 0;V(viz) = 0;V(vig) = 0;v(v15) = 0.

3. bringing the elemers from the order usedfor blocking bad into

the order, asassignedby layer 2. (This would not usually incor-
porate any actual processingjf we are working with references).
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2. bringing the elemens from the order usedfor dividing them into
two areasbad into the original order, accordingto the mixed-
radix-numbers assignedby the prime-factorization on layer 1
(again, not usually incorporating any processing).

1. rewriting

V(Vo) = Liv(vy) = 1asl 2+1 1= 3= v(d),
v(vo) = Liv(vz) = 1asl 2+1 1= 3= v(9,
v(vg) = Liv(vs) = 1asl 2+1 1= 3= v(d),
V(vg) = 2,v(v7) = 1as2 2+ 1 1= 5= v(n),

V(vg) = O;v(vg) = O;v(vyg) = 0as0 2 2+ 0 2+0 1=
0= v(9),

V(viy) = O;v(vip) = 2as0 3+ 2 1= 2= v(t),

V(Vi3) = O;v(vig) = O;v(vis) = 0as0 2 2+0 2+ 0 1=
0= v(9),

V(Vie) = 2;v(vi7) = 1as2 2+ 0 1= 4= v(q),

V(vig) = 0as0 1= 0= v(a),

V(vig) = 1;v(vyp) = 1asl 2+ 1 1= 3= v(s), and
V(v21) = 1;v(vp) = 0asl 2+ 0 1= 2= v(c).

Figure 7.8 shows the impact of an error. If Wendy tries to destroy
the secret, by changing elemen sy from sto r and elemen s; from r
to o, we could still recover the secret.

The error propagatesthrough all the levels of coding, until it is
corrected. Sincev(s;) is 2, instead of 3, v(v3) gets 0, instead of 1.
This propagatesdown to the block-level (since this elemen happens
to be handled by Method I1), wherethe repetition code would expect
w(s)) = O;w(s?) = O;w(s) = 0. The decaler now nds the values
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w(sd) = 1ow(s?) = O;w(sl) = 0 instead. SinceO was transmitted
correctly twice, w(sJ) = 10is morelikely to be the elemem which is in
error, sothe decaler can assumew(sg) = 0.

Similarly, the error at word-choicessz changesv(vg) from 2to 1 and
propagatesonly down to the unit-level (since this elemen happens
to be handled by Method I) where the repetition code would expect
V(Vg) = 2;V(vi2) = 2;V(Vig) = 2. The decaler now nds the values
V(Vg) = 1;v(vip) = 2;v(vie) = 2 instead. Since 2 was transmitted
correctly twice, v(ve) = 1 is more likely to be the unit which is in
error, so the decaler can assumev(vg) = 2, thereby correcting the
error and successfullydefendingagainst Wendy's attack.
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Chapter 8

Towards Coding in Lexical
Am biguit y

8.1 Two Instances of Am biguit y

Basically, a lexical steganograply systemdealswith two kinds of sense-
ambiguity. We will refer to the sense-ariguity an encaler is con-
fronted with when deciding which synsetthe replacemets of a spe-
ci ¢ word should be chosenfrom asforward ambiguity, and the sense-
ambiguity a decaler is confrorted with, when decidingwhich synseta
replacemen was originally chosenfrom as backwad ambiguity.

Let W bethe setof wordsand S be the set of synsetsin a lexicon.
We require that W is erumerable and S 2V is a set of synsets
with words from W. In accordancewith chapter 3, we usea function
L : W 7! 25 to denotethe lexical evidenceL (w) of a word w, which
is nothing but the set of synsetsthat cortain w. We use a function
C:W 7! C to denotethe contextual evidenceC(w) of an occurenceof
w in atext underinvestigation. We canthink of C! asa setof cortexts,

INote that we previously denotedby C the set of covers. We can safely rede ne
it for this chapter, sincethere will be no instance where these might be confused

125
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(a) \F orward ambiguity" (b) \Bac kward ambiguity"”

Figure 8.1: Two kinds of ambiguity involved in the replacemen of
moveby run.

but we will not be concernedwith the actual data-structure, sinceit
dependson the model employed by the actual disambiguation system.
The disambiguation systemwill hereinbe a function dis: 25 C 7! S,
sothat s, = dis(L(0);C(0)) and r 2 s, implies that r is a correct
replacemen for o in the speci c cortext C(0).

A text in which a secretis to be embedded could, for example,
cortain the word o = move When the encaler looks up the lemma
movein its dictionary, it will nd three synsets:s, = f move,run, gag,
s; = fmove,impress,strikeg, and s, = fmove,motion, movemen.
These make up the lexical evidencelL (0) = fsg;S1;S20. Sincethere
are se\eral alternatives from which to choose,we call L (o) forward-
ambiguous. The disanmbiguator would be neededto decide upon the
correctsynsetfrom which the replacemets canbe chosen.If it chooses
So from L (0), we can replacethe original word o = moveby a word
from sy determinedfor coding-purposes,for exampler = run.
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When decaling the secretagain, the decaler would look up runin
its dictionary, andwill nd se\eral synsets:s, = f move,run, gog, S; =
frun, go,workg, s, = frun, testg, which make up the lexical evidence
L(r) = fso;S3;S40. Sincethere are se\eral alternatives, from which to
choose,we call L (r) badkward-ambiguous. At this point, the decaler
would have to employ a disanmbiguator to decideupon the sensethe
given replacemen was originally chosenfrom. If it choosess, from
L(r), we caninterpret r asa replacemen from sg, therefore correctly
decdling the data again. Howewer, we have to be aware of the fact
that the disanbiguator might just aswell choosea di erent sense,a
problem we will dealwith in the next section.

8.2 Two Typesof Replacements and Three Types
of Words

The problem of forward-ambiguity is security relevant, since an in-
correctiderti cation of the replacemets will produceunnatural text.
Badkwards-anbiguity is relevant for the decaler, since an incorrect
iderti cation of the synsetthe replacemets were originally chosen
from will result in incorrectly decaling the data coded by the replace-
mert.

If we employ an automated sdheme,we cannotdo much againstthe
consequencesf forward-ambiguity but to usea highly preciseword-
sense-disammiguator. Howewer, we could get better results if we let
a human judge, whether the disanbiguator's decisionwas correct or
not. As long asthe human judgeson the transmitting and receiving
endsagree,this will not a ect the performanceof the code. The rst
drawbadk of this shemeis that this might not always be the case,and
the secondoneis that it could take many sud decisions,discouraging
the use of practical systemsimplemerting sud a sdheme, becauseof
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the user'sadditional e ort.

In the presenceof backwards-anbiguity, it is crucial not to seea
word-sense-disalviguator asa black box wherewe put in a word, and
get out an iderti cation of the set cortaining the universally correct
replacemets. Given the context of a lexemeC(0) and the lexical ev-
idence about this lexemeL(0), the disanmbiguator simply estimates
which | 2 L(0) best ts the cortext C(0). If we replaceo by r, we do
not changethe cortext, so C(o) will always equal C(r), but we have
to be aware that L (0) is not necessarilyequalto L(r), and we have to
think of the consequences.

For example,the disanmbiguator employed in the encaler deciding
upon the correct synsetto replacemovefrom, might choosethe synset
also cortaining the word run, becauseboth motion and strike are very
unlikely to appearin the cortext. The problemis that, if we substitute
run for move we changethe lexical evidence.If the decaler would now
blindly usea disanmbiguator to pick the most probablesynsetto replace
runfrom, then this synsetmight well be the onecortaining test, instead
of the one cortaining move becausehe cortext might happento give
sud evidence.

We can resole the problem of badkward-ambiguity, by letting an
encaler analyze the lexicon, and decide in advance whether a word
should be chosenfor coding-purposesor not. It needsto decide for
eah possibler which could be replacedfor o, whether or not this
replacemen would lead to badkwards-anbiguity. Looking only at the
lexicon, this could potertially bethe casewhenewerL(r) 6 L(0), which
is the reasonwhy Winstein and Chapmanrequired their synsetsto be
disjunct. Howewer, if we bring a sense-disatmguator into the picture,
areplacemen of r for o involvesproblematic ambiguity only if the dis-
ambiguators resolvingthe forward- and badkward- ambiguity disagree
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about the word-sense.Formally,
st = dis(L(0);C(0)) M r2s N sy=dis(L(r);C(r)) N st 6 sy

It might be desirableto avoid using sud replacemets, sowe can
be surethe decaler will be ableto pick the right synset. Howeer, if a
human would be able to pick the correct synsetand only a computer
would pick the wrong one, then we might even want to provoke this
situation, becausat is an HIP, giving an arbitrator a hard time trying
to automatically analyzethe text.

Let rep(o) denotethe replacemets for a word o. It can easily be
determinedfrom the synset

rep(o) = dis(L (0); X(0)):
We can now distinguish between
type-A-replacemets rep, (0) that canautomatically be reversed,
and
type-B-replacemets repg (0) that cannot.
They are given by

8

< .ot —
F2rep) r2 . 'ePa(0: if rep(o) = rep()

- repg(0); otherwise

Building upon this classi cation of replacemets we candistinguish

type-A-words o where repg(0) = ;. All words in the synset
o is replacedfrom lead to type-A-replacemets. Here we can
be sure that a replacemen of word o will always be reversible
automatically.

type-B-words o where rep,(0) = ;. All words in the synset
o is replacedfrom lead to type-B-replacemets. Here we can
be sure that a replacemen of word o will never be reversible
automatically.
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type-C-words o whererep,(0) 6 ; ™ repg(0) 6 ;. Somewords
in the synset o is replaced from lead to type-A-replacemets,
somelead to type-B-replacemets. Herethe questionwhether a
replacemen will be reversibledependson the actual replacemen
which is made.

8.3 Variants of Replacemen t-Co ding

We can basically think of three di erent scenariosfor using thesere-
placemers in a coding strategy:

Coding for fully automated extraction  restricts usto usingonly
type-A-words for coding purposes.Herewe can be surethat it will be
possibleto extract all of the data again, automatically, both for the
receiver and for the arbitrator. Sincethe type-A-replacemets have the
property that rep(o) = rep(a) it will still be possibleto automatically
identify the synsetthat wasoriginally usedfor coding the secret,after
carrying out replacemets.

Coding for extraction by humans restricts usto usingonly type-
B-words for coding purposes. Here we can be sure that no data can
be extracted without human intervertion, neither by the receiwer, nor
by the arbitrator. Sincetype-B-replacemets have the property that
rep(o) 6 rep(b) it will not evenbe possibleto automatically identify the
words that were usedfor coding the secretany more. The userwould
have to manually disambiguate all words, sothe decaler knows which
words arerelevant. It cando soby cheding the judgemern of the user,
againstthe automatic judgemen of the word-sense-disatmguator. All
words, wherethe two disagreeare then known to hold the secret.
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Coding for maximal capacity Thisisavariant of the abovesheme,
in which we useall words. Here the user will have to manually dis-
ambiguate all words, but an arbitrator will be able to recover parts
of the secretautomatically. Howewer, since somewords will resole
to the wrong synsets,and somewill not, the arbitrator will not be
able to distinguish between correctly and incorrectly decaled data.
It will therefore be possiblefor the arbitrator to extract parts of the
secret,but it will not easily be possibleto identify it, in terms of dis-
tinguishing the correctly decaled type-A-words that hold data from
the secretfrom the noise due to the type-B- and type-C-words that
are incorrectly decaed.

Distinguishing two codings in one document The above stheme
hasthe se\ere disadwantage that we have no cortrol over the parts of
the secretthat can be extracted automatically and thosethat cannot.
It might thereforebe desirableto distinguish betweentwo data-blocks
coded into one text-documert. One could be made up of the type-
A- and type-C-words to encale data we can allow to be extracted
automatically (a cryptogram, for instance), and we can use type-B-
words to encale data we cannot allow to be extracted automatically
(for example, parts of a key necessaryto decrypt the cryptogram in
the other part of the documert).
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Chapter 9

Conclusions

In this report, it was shavn that natural languagesteganograply is
a very promising approad, and that, unfortunately, the topic hasre-
ceived only little attention in the past.

Relevant badground from steganograply was systematically pre-
serted, by rst presening the information theoretic characterization of
steganograply, relying on meaninglessymbolic blackboxesexdanged
by senderand receiver and then moving on to the ontologic demand
for models, relating thesesymbols to ead other, in sud a way that we
caninterpret them and tell whether they are innocuousor suspicious,
from the point of view of a model that accourts for their semartics.
Usually the interpretation of covers we want to hide secretsin is ul-
timately carried out by intelligent humans. Unfortunately models for
the essenally cognitive ability to ultimately understandthe cortent of
datagramsaredi cult, if not impossibleto construct. This is wherewe
were confrorted with the limits of what we can expect a computer to
do, but it wasshowvn how to useewen theselimits to improve stegano-
graphic security by exploiting them as human interactive proofs.

It was demonstratedthat it is crucial for the successof systems
basedon replacemen of dictionary-words to rely upon sophisticated
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models of lexical semaitics, as investigatedin computational linguis-
tics. The ambiguity inherert to a word and to the cortext a word is
usedin was preserned asthe linguistic phenomenonwe are seekingto
exploit when we expect to encale data by substituting words. Com-
putational models of these ambiguities have beendriven by researt
in word-sensedisanbiguation, and are now a well understood topic.
The state-of-the-art in this eld was summarized. Moving away from
purely synorymy-basedideasof substitutabilit y, other lexical relations
found in state-of-the-art computer-readabledictionaries were shawvn,
and current measureghat quantify the degreeto which two words can
be consideredsubstitutable, basedon lexical evidence were descrited.

The ideas and approades behind current prototypes for natural
language steganograply were descriked, systematizing them by the
kind of linguistic models they employ. A distinction was made be-
tween approadies that measurethe degreeof distortion imposedby
the enbedding of a hidden messageby meansof symbolic, syrntac-
tic, and semaric models of language. It was shown that all of these
approadies have one theme in common: manipulating a sequenceof
symbols in sud a way that it can be reinterpreted by a function to
reconstruct a secretmessageleaving the usual interpretation of this
sequenceof symbols intact. The critical distinction of symbolic, syn-
tactic and semartic approatesto natural languagesteganograply is
then simply the model that accournts for this \common interpretation”.
Lexical approadieswere demonstratedto accourt for symbolic mod-
els, context-free grammarsto accourt for syntactic models, and onto-
logic analysisof deep-structureto accour for semaric models. These
linguistic models were related to the steganographicbadkground, by
pointing out the value of all the symbols originating from either level
of linguistic analysisasrelewant \clues" to a steganalysttrying to de-
tect hidden comnunication.

Moving on from the ideas and approates behind current proto-
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typesto their actual designand implemertation, special issuesthat

were addressedn these systemswere preserted in detail. Winstein's

approad of the word-choicehashwasdescrited, which allowsa human

author to in uence word-choicecon gurations madeby a stegosystem.
Chapman's approad to model natural languagevia style-templates
was preseted as well as Wayner's approad to cortext-free mimicry,

using Hu man-trees to guide the selectionof cortext-free productions
from a grammarthat characterizesinnocuouscovers. The useof ANLs

was presered to provide for the semairtic side of the \linguistic equa-
tion" asstated by Atallah et al.

A summary was then given about the lessonslearned from theo-
retical and practical issuesinvestigated so far, and objectives for the
designand analysis of natural languagestegosystemswvere proposed.
Basedon theseobjectives,the current prototypeswere evaluated, and
future researb directions were pointed out.

Although current systemsfor lexical steganograply allow encaling
data into natural languagetext, none of these coding-techniqueswas
designedwith theoretically strong security and robustnessin mind.
It was showvn that these problemsare not quite trivial, for example,
due to limitations in the applicability of current techniquesfor error-
correcting coding. A blocking-scheme was showvn that allows us to
overcomethese limitations, making the sdheme robust. The use of
one-way-functions in this blocking-sdheme was descriked, to address
the issueof security. Although no strong formal claims could be made,
it wasshowvn by examplethat the shhemedoesindeedprovide for some
degreeof robustnessand security.

Although current systemsare already using lexical replacemen for
coding text, none of thesereplacemeftstrategies hasbeenthoroughly
analyzedfrom a linguistic point of view. The problem of word-sense
ambiguity was investigated for the rst time in this cortext. The
two manifestationsof this ambiguity in a coding scheme,forward- and
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badkward-ambiguity, were identi ed. Basedon these phenomenathe

use of lexical ambiguity was shovn for constructing coding sdhemes
with di erent interesting properties. One coding sheme outlined al-

lows encaling data by carrying out lexical replacemets and automati-

cally decdling the data again. Due to the useof sense-disamiguators,
theselexical replacemets are much more adequatethan any of those
carried out by current systems.Another coding sdhemeoutlined allows
encaling data in suc a way that no computer will be able to extract

the data again, confrorting large-scaladetection of hidden comnunica-
tion with a seriouspractical obstacle. Somehybrid sthemes,combining

the two, were shavn aswell.

Summingit all up, onecansay that, although we are nowherenear
the goal of constructing provably secureand robust natural language
steganograplg systemstoday, this report might have shedsomelight
on the road that could lead us there.



Chapter 10

Evaluation & Future
Directions

In this report many relevant issueswere presetted, from a technical
point of view. Howeer, little has beendoneto motivate these stud-
ies. A more detailed investigation of applications, and a comparison
with current techniquesin steganograplg would have beeninterest-
ing. For example, a thorough evaluation of the advantages natural
language-basetkechniquescano er over image-basedechniquescould
have o ered valuableinsights.

An important cortribution of this project to natural languagestega-
nograply is the linguistic sophisticationof the model for word-substitu-
tion put forward. The lexical modelsemployedin currert substitution-
basedsystemswere often criticised and their inadequatebehavior usu-
ally descritedwith respectto languagetheory. Thesephenomenacould
have beendemonstratedby example,shaving texts and inadequatere-
placemers carried out by current stegosystemsA moredetailed anal-
ysis of how commonthesecritical situations really are in typical text
could have given cluesfor the construction of sud systems,to decide
whetherthe additional complexity intro ducedby statistical word-sense
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disanbiguation is worth the e ort.

Other linguistic modelshave beenstudied, in addition to the lexical
ones,and put in relation to ead other, and to their usefor stegano-
graphic purposes. The steganographicaspects were then covered by
information-theoretic models. Howe\er, little hasbeendoneto justify
this choice. It might have been fruitful to presen other characteri-
zations of steganograply and to comparetheir suitability to natural
languagesteganograph.

A certral part of the problem motivating this report wasthat there
are no modelsformalizing the designand analysisof natural language
stegosystems. Although the presenm report somewhatimproves the
situation, by providing a systematicinvestigation of the topic, there is
still no systemto build upon for making formal claims about security
or robustnessn the natural languagescenario.A moreformal, perhaps
axiomatic, treatment of the ideasand conceptsthat were usedherein
to evaluate current stegosystemsould have donemuch to improve this
situation.

Two approadtes were presetted herein, that are of signi cantly
innovative nature. Unfortunately, both of them had to be preserned in
this report asposition statemerts.

The rst one was the secureand robust coding stheme. At the
beginning of the project, a detailed formal analysisof the security and
robustnessthis sdieme can o er was arnticipated. After dedicating
much time to this analysis,it turned out to be too complexa topic for
the scope of this project and time did not permit further investigation,
for examplecarrying out a proof-of-conceptimplemertation.

The secondnnovative cortribution wasthe lexically moreadequate
coding technique. We kept emphasizingthe importance of evaluating
the property of steganogramdgo appear innocuousto humans empir-
ically. A proof-of-conceptimplemenation could provide important
insights, and, most importantly, could be usedto carry out sud an
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empirical investigation.

Discussion & Remarks to Academic Evaluators Looking badk
on the project, | beliewe that | can be satis ed with its overall out-
comesesyecially in the light of the usual scope of an undergraduate
nal-y ear project. The amourt of work that went into this report was
about twice as much as what is expected, consideringthe time- and
word-court- criteria given in the project-guidelines. | did my best to
maintain consisten quality of presemation, throughout this report,

and a high level of commitmert throughout the project. In particular,

| tried very hard to put forward innovative material, and to presen
things in a new way. This is why | invested much time and e ort

to original researt, directed towards a more formal treatment and
the proof-of-conceptimplementation | had anticipated in the original
project proposal. Howewer, in the courseof this researt, | realized
that a theoretical investigation had much more to o er, at the time
being, which is alsothe reasonwhy the project changedits facefrom a
software engineeringand systemsresearb topic, to the theoretical in-
vestigation preserted throughout this report. | am corvinced that this
decisionwas correct, sincethe methods usedfor the presen analysis
are much more suitable than the onesanticipated. A prototype would,
due to the limited time-scope of this project, probably have required
making many overly simplistic assumptionsand using highly limited

models. This would clearly not have lead to any cortribution to the
state of the art worth the e ort.

If there is onething that | can say for certain about this project,
then that it wasboth demandingand rewarding. Decidingto dedicate
signi cant time to original researd, although this is not expected of
an undergraduate,wasvery demandingbecauseat was much work and
requiredmeto do alot of badkground reading, which turned out to be
rewarding becausd discoreredmany exciting areasof researt | would
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not otherwise have thought | could be interested in. Handing in a
cortribution to the 7th Information Security Conferencecoauthoredby
my supervisorwasvery demanding,sincel had newer cortributed to an
academicconferencebefore,but, although the acceptancedecisionhas
not yet beenmade, it already provedto be highly rewarding, becausd
learnedsomuch about technical writing, and the way academiaworks.

Most importantly, howewer, | hope that the impact of this project
doesnot remain limited to the learning outcomel could claim to have
gained for myself, but will turn out to be an important cortribution
to the state of the art in natural languagesteganograph.
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